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APPENDIX A.3: SECDOW2DIMENSION -

GENERATION OF DIMENSION SECURITY ISSUES FROM DW SECURE SPECIFICATION

Finally, this section presents the transformation SECDW2Dimension. After executing the previous
transformations, this one generates the security information to generate the source code for the thirc
security file (see Figure 6). Using the SECDW metamodel (see Figure 2) as source metamodel, the
security information is generated in terms of a model according to the metamodel shown in the Figure 5.
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relation createDimensionSIARForSRole {

checkonly domain pim sr:SRole{ name = roleName; }

enforce domain pim d:Dimension{
name = dimName;
ownedDimensionPermissions =
OWNDIMPERMS:Set(DimensionPermission); }
enforce domain psm ap:DimensionPermission{
ID = "DimensionPermission" + roleName;
Name = "DimensionPermission" + roleName;
RolelD = roleName; }}

relation createDimensionSIARForSLevel {
checkonly domain pim Sl:SLevel {
name = levelName; }
enforce domain pim d:Dimension{
name = dimName;
ownedDimensionPermissions =
OWNDIMPERMS:Set(DimensionPermission); }
enforce domain psm ap:DimensionPermission {
ID = "DimensionPermission" + levelName;
Name = "DimensionPermission" + levelName;
RolelD = levelName; }}

relation authorizeSCompartment {...}

relation authorizeSRole {
enforce domain psm d:Dimension{
name = n;
ownedDimensionPermissions =
OWNDIMPERMS:Set(DimensionPermission); }
checkonly domain pim sr:SRole{
name = sRolName; }
where({
let authDimPer:DimensionPermission =
OWNDIMPERMS->select
(ID = ("DimensionPermission" + sRolName)) in
authDimPer.Read = "Allowed";
authDimPer.Process = "true"; }}

relation authorizeSLevel {
enforce domain psm d:Dimension{
name = n;
ownedDimensionPermissions =

OWNDIMPERMS:Set(DimensionPermission); }
checkonly domain pim sl:SLevel { name = slevelName; }

where({

let authDimPer:DimensionPermission = OWNDIMPERMS->

select(ID = ("DimensionPermission"+slevelName)) in
authDimPer.Read = "Allowed";
authDimPer.Process = "true"; }}

relation processSecureProperty {
checkonly domain pim sd:SDimension{

name =n; }
enforce domain psm d:Dimension{
name =n;

ownedDimensionPermissions =

OWNDIMPER:Set(DimensionPermission); }
checkonly domain pim sp:SecureProperty{
name = spName;
securityLevels = SECLEVS:Set(SLevel);
securityRoles = SECROLS:Set(SRole);
securityCompartments = SECCOMPS:Set(SCompartment); }
where{
SECLEVS->forAll(sl:SLevel |
getUpperLevels(sl)->forAll(tmpSLevel:SLevel |

createPositiveAttributePermisions(d.ownedDimensionPermisions
-> select(ID=("DimensionPermission"+tmpSLevel.name)),sp);
getLowerLevels(sl)-> forAll(tmpSLevel:SLevel |

createNegativeAttributePermisions(d.ownedDimensionPermisions
-> select(ID=("DimensionPermission"+tmpSLevel.name)),sp);
SECROLS->forAll(sr:SRole |
getLeafSRoles(sr)->forAll(tmpSRole:SRole |
createPositiveAttributePermisions
(d.ownedDimensionPermisions->
select(ID=("DimensionPermission"+tmpSRole.name)),sp);
getNonLeafRoles(sr)->forAll(tmpSRole:SRole |

createNegativeAttributePermisions(d.ownedDimensionPermisions

-> select(ID=("DimensionPermission"+tmpSRole.name)),sp);
SECLEVS->forAll(sc:SCompartment |
createPositiveAttributePermisions
(d.ownedDimensionPermisions->
select(ID=("DimensionPermission"+sl.name)),sp); }}

relation createPositiveAttributePermisions {
checkonly domain pim sp:SecureProperty{
name = spName; }
checkonly domain name :string{}
enforce domain psm dp:DimensionPermission{
ownedAttributePermissions =
OWNATTPERMS:Set(AttributePermission); }
enforce domain psm at:AttributePermission{
AttributelD = spName; }}

relation createNegativeAttributePermissions {
checkonly domain pim sp:SecureProperty{
name = spName; }
checkonly domain name :string{}
enforce domain psm dp:DimensionPermission{
ownedAttributePermissions =
OWNATTPERMS:Set(AttributePermission); }
enforce domain psm at:AttributePermission{
AttributelD = spName;
DeniedSet = "["+sp.class.name+"].["+sp.name+"]"; }}
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