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Cluster computing has been attracting more and more attention from both the industrial and the
academic world for its enormous computing power and scalability. Beowulf type cluster, for
example, is a typical High Performance Computing (HPC) cluster system. Availability, as a key
attribute of the system, needs to be considered at the system design stage and monitored at mission
time. Moreover, system monitoring is a must to help identify the defects and ensure the system’s
availability requirement.
In this paper, novel solutions which provide availability modeling, model evaluation, and data
analysis as a single framework have been investigated. Three key components in the investigation
are availability modeling, model evaluation, and data analysis. The general availability concepts
and modeling techniques are briefly reviewed. The system’s availability model is divided into
submodels based upon their functionalities. Furthermore, an object oriented Markov model
specification to facilitate availability modeling and runtime configuration has been developed.
Numerical solutions for Markov models are examined, especially on the uniformization method.
The paper also presents a monitoring and data analysis framework, which is responsible for
failure analysis and availability reconfiguration.
ACM Classification: D.2.11, D.2.12, D.2.13
1. INTRODUCTION
Cluster computing is becoming popular for its enormous computational power. High availability
features need to be included to ensure that cluster computing environments can provide continuous
services. It is imperative to know the dependability parameters during the conceptual design stages,
since these parameters help in facilitating design trade-offs and refinements. The early evaluation
of system characteristics, such as dependability (Laprie, 1989), timeliness, and correctness is
necessary to assess whether the system being developed satisfies its goals and requirements.
A typical availability modeling method is based on analytical formalisms such as fault tree (Blake
and Trivedi, 1989; Trivedi, 2002), Markov chains (Muppala et al, 1996; Ibe et al, 1989; Haverkort
and Trivedi, 1993), Stochastic Petri Net (SPN) (Puliafito et al, 1997; Dugan, 1984), etc. This skill
set requirement inevitably creates an issue for software designers, architects, and people in
management who may be unfamiliar with these theoretical methodologies. Consequently, reliability
engineers may be required to participate in the design and evaluation phases which lead to a twoCopyright© 2006, Australian Computer Society Inc. General permission to republish, but not for profit, all or part of this
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step approach: system design and availability modeling. This situation clearly increases the
complexity in team communication and, therefore, in product development. Moreover, the
analytical models are still primitive; for example, a Markov chain consists of only state space and
transitions, and SPN has places and transitions. As a consequence, Markov chain and Petri Net
models are often large when the systems are complicated. These large models may be beyond the
intuition of modelers, lose the logic view of the system, and become error prone.
The need for early evaluation demands standardized and well-defined design methods and
languages. A variety of software packages exist to facilitate availability modeling and specify the
models in compact forms (Haverkort and Trivedi, 1993; Johnson and Malek, 1998; Trivedi and
Malhotra, 1993; Berson et al, 1990). The Unified Modeling Language (UML) is a widely-adopted
standard modeling language used to visualize, specify, construct, and document the artifacts of a
software system (Booch et al, 1999). UML, which is used to model software systems, can be
extended to model hardware systems as well, since it provides features such as stereotypes, tagged
values, and constraints that can be customized and extended. With embedded tag-value pairs, UML
can be utilized to model systems’ availability aspects.
Upon the availability model is created, there are needs to find solutions of the model. Therefore,
the modeling evaluation is incorporated into the framework, and it is responsible to solve the
availability model correctly and give the result. Moreover, the system’s health needs to be
monitored once it is on the running state. This is to ensure the system’s runtime availability meets
its design goal, and helps to identify the cause of the trouble. Our approach includes three major
aspects, namely (1) the modeling, (2) model evaluation, and (3) monitoring and analysis. Figure 1
shows the overview of the framework.
The modeling part investigates the possibility of using an alternative specification of the system
availability model, including model decomposition. In this way, the availability model is more
intuitive to the modeler, and able to be updated during the runtime that facilitates the dynamic
monitoring and analysis. An object-oriented modeling scheme (Song et al, 2005a) is studied for
complex component interactions, and k-out-of-n structure is employed for independent identical
components (i.i.d.) availability evaluation.
The modeling evaluation part is dealing with the solution of the availability models. Some
models, such as the k-out-of-n structure, are given by formulas, while others such as Markov model
need numerical solutions (Stewart, 1994; Song et al, 2005b; Lindemann et al, 1995; Boucherie and
van Doorn, 1998; Fox and Glynn, 1988; de Souza e Silva and Gail, 1986; Gross and Miller, 1984).
The monitoring and analysis is responsible for ensuring the system’s health, performing data
analysis, and updating the availability during the runtime. Currently, each computer in the system is
assumed to be a single instance, and the failure and repair events are stored in the system’s log file.

Figure 1: The Modeling and evaluation framework
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The monitoring facility is responsible to extract these events of interest from the log file and write
them into a maintained configuration file. Whenever there is a failure or a repair event happens, the
monitoring facility will update the configuration file and the system’s availability model. Then it
passes this information to the evaluation facility to reevaluate the system’s availability.
The rest of the paper is organized as follows: Section 2 lays out the availability modeling
concepts. Section 3 presents the model decomposition and a variety of availability models. The
object-oriented Markov model specification is illustrated in Section 4. The monitoring and analysis
facility is discussed in Section 5 followed by the conclusion and future work
2. BACKGROUND
In this section, we introduce some background information concerning the evaluation of availability
to fault tolerance systems. We first give a brief overview of the analytical models, which is
categorized into combinatorial model, Markov models and other models deviated from Markov
models. Then we describe the terminologies of fault, error and failure.
2.1 Combinatorial Models
Analytical models are mathematical models which are an abstraction from the real world system
and relate only to the behaviour and characteristics of interest. Examples of analytical models are
combinatorial models, Markov models, Petri Nets, and hierarchical models (Sahner et al, 1996).
Each type of these models requires different solution techniques.
Combinatorial models capture the static behaviour of the system being modeled. The solutions
of these types of models are simply series-parallel reliability computations. Reliability block
diagram (RBD), fault tree (FT), reliability graph are in this category. They are similar in the way
that they capture conditions that makes a system fail in terms of structural relationships between the
system components. The solution of a combinatorial model involves three steps: (1) a set of
minimal paths (minpath) is generated, (2) make sure that all the paths are pair wise disjoint, and (3)
apply the series-parallel formula. Algorithms for generating disjoint minpath are Abraham (1979),
Veeraraghavan and Trivedi (1991), Rai et al (1995), Luo and Trivedi (1998), Balan and Traldi
(2003). The major difference of these algorithms is that of using single variable inversion or
multiple variable variables inversion.
Combinatorial models cannot capture the repair event. For this reason, they are generally used
for reliability measures. However, with certain modifications, and assume each components are
stochastic independent, combinatorial models can be applied to system availability measures.
For a repairable component with failure rate λ and repair rate µ, its instantaneous availability
A(t) is Trivedi (2002).
(1)
and its instantaneous unavailability U(t) is
(2)
2.2 Markov Models
Dependability models often need to capture the sequence of component failures when modeling
fault tolerant systems. Combinatorial models have difficulty in capturing this type of system
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behaviour because of their combinatorial characteristics. To address this type of system behaviour,
Markov models have been popular techniques applied to a variety of fields. A Markov process
(Trivedi, 2002; Bremaud, 1999; Iosifescu, 1980), which is a special case of stochastic processes
whose dynamic behaviour is such that the probability distributions for its future development
depend only on the present state. From the view of a system model, a Markov process represents
the system as a finite group of states in which the system can exist, and a set of transitions that
moves the systems between states over time. Only a handful of Markov models can have closed
form solutions, and the majority need numerical solutions (Stewart, 1994).
Markov reward model (Haverkort and Trivedi, 1993) is a Markov model with the reward
assigned to each state and transitions, and each submodel is linked by mathematical expressions.
Petri Nets (Puliafito et al, 1997) consists of places and transitions, and it is more recent than
other models. A number of tokens exist in the net and migrate from place to place according to the
rules upon which each transition becomes enabled. Stochastic Petri Nets permit the transitions to
require a delay period that has a specified distribution before the transition becomes enabled. Petri
nets can model system behaviours such as event conflicts, concurrency, sequencing, forking,
joining, and synchronization. Petri net models may be evaluated either by simulation or by
reduction to a Markov model. There are several kinds of nets, such as generalized stochastic Petri
nets (GSPN), stochastic reward nets (SRN), etc. (Puliafito et al, 1997; Dugan, 1984; Johnson and
Malek, 1988).
Hybrid models are analytical models that integrate two or more different types of analytical
models together, often in a hierarchical way. The software packages that support hybrid models
include CARE, HARP, and SHARP (Johnson and Malek, 1988; Trivedi and Malhotra, 1993).
Dynamic Fault Tree (DFT) uses the fault tree representation to capture systems dynamic
behaviours by adding several logical gates (Dugan et al, 1992), such as functional dependency gate,
sequence enforcing gate, priority AND gate, etc. A software package is necessary to host a DFT
model, and translate the model into an underlying Markov model. The Markov model is then solved
and the result is given to the modeler.
2.3 Fault, Error, and Failure
A fault is an anomalous physical phenomena, either internal caused by a manufacturing problem,
fatigue, design flaw or external disturbance, such as environmental perturbations, temperature,
vibration and etc.
Faults can be classified into transient faults, intermittent faults, and permanent faults. A transient
fault is a fault resulting from temporary environmental conditions. An intermittent fault is a fault
that is only occasionally and unexpectedly present due to unstable hardware or software states. A
permanent fault is a fault that is continuous, persistent and stable due to an irreversible change.
An error is an undesired system behaviour that the system is not able to deliver services
complying with what is expected of the system. An error is a manifestation of a fault.
A failure is the occurrence of an undesired circumstance affecting the service of the system. The
system is unable to perform some action that is due or expected. It is caused by an effective error
that affects the delivered service. In general, an error is caused by a fault, and a failure is caused by
an effective error. Figure 2 shows the relationship of the three.
Since we are interested in system availability analysis, a failure of a component is considered to
be an event that causes the component to be out of service and such that the affected component
cannot respond to any request. A failure of a system means the outage of the system.
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Figure 2: Fault, failure and error

3. MODELING AND SPECIFICATION
The availability of the cluster system is assessed normally when there is at least a server and a
quorum of clients functioning. If there are many processors involved in the system and if the
continuous time Markov chain model is chosen to describe the system’s detailed interactions, then
the resulting availability model could be very large. Thus, we adopt the “hierarchical composition”
technique (Blake and Trivedi, 1989; Sahner and Trivedi, 1986; Lanus et al, 2003; Lee et al, 2003).
The system availability model is divided into two submodels based on the functionalities of
subsystems, a server submodel and a client submodel. The availability mode can be described by
using a RBD (Reliability Block Diagram), as shown in Figure 3. Figure 3 shows a cluster system
that requires a quorum of computers to be functioning. Certainly, this reliability block diagram can
be extended by adding in more submodels if more facilities are considered likely to fail, such as
network connections etc.
The system fails when either the server submodel or the client submodel fails. Thus, the
system’s availability is given by
(3)
where Asys, As and AN and denote the availability for the system, server, and client model
respectively. For the purpose of availability evaluation simplicity, we assume that the N client nodes
are identical and exponentially distributed with failure rate λ and repair rate µ. The client submodel
requires at least k client nodes up to keep the system functioning. The availability of the client
submodel is given by
(4)
–
where A and A are the availability and unavailability of a single client node at time t, given by
Sahner et al (1996).
(5)

Figure 3: The RBD of cluster system availability model
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(6)
On the other hand, servers are normally implemented with complex mechanisms, led to a
complicated model which needs to describe more intricate interactions. The complicated behaviour
can be modeled by a continuous time Markov chain (Blake and Trivedi, 1989; Trivedi, 1989;
Muppala et al, 1996; Sahner and Trivedi, 1986). We adopt an object-oriented, event generating, and
message passing technique (Berson et al, 1990) to specify the interaction between servers. The
object-oriented specification of the servers and the transformation that converts the specification
into a corresponding continuous time Markov model which are described in the following section.
4. MARKOV MODEL SPECIFICATION AND GENERATION
4.1 Overview
An object has a unique event based behaviour in relevance to other objects in the system. We
propose a scheme to describe the system’s availability by adopting a subset of the object oriented
features, and represent the objects in a XML format file. In this way, the XML representation of the
system’s reliability can be customized easily and configured during the runtime. The framework is
depicted in Figure 4.
OOMS represents the Markov chain specification in an object oriented fashion. The
specification is a one-to-one mapping from the UML statechart diagrams. OOMG is the Markov
chain generator, which transforms the OOMS into a list of the corresponding Markov states and a
list of Markov transitions – a Markov Model (MM). The user can view and customize the Markov
model. Then the Markov model is passed into the Java Markov chain analyzer (JAMACA) to be
evaluated, and the result is returned to the user.
In the object-oriented availability specification paradigm, each component in the system is
treated as an object. The system’s availability model is actually delineated by the state changes of
each object and the interactions among these objects. The corresponding Markov model is
generated by all of the possible combinations of states in each object, together with the restrictions
of guards, triggers and actions. Figure 5 gives a simple example of two objects’ interaction.
Figure 5 shows a computing system with primary server P and a standby server S in two
statechart diagrams. Figure 5 (a) shows primary server and Figure 5 (b) shows the standby server.
Initially, the primary server is working, and the standby server is in the warm state waiting to take
over the control. The corresponding Markov state is specified as UW, where U denotes up state and
W is for warm state. After t1 time, the primary server fails, the transition from up to down is fired,
and the transition in S labeled in wakeup is enabled, which change the state of S from warm to up

Figure 4: OOMSE Framework
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Figure 5: Statecharts for two servers

in the time of t2. The word “after” given in the parenthesis denotes that the action is taken after the
t1 DW t2 DU.
transition. The sequence of Markov states is UW →
→
A subset of object-oriented structuring is adopted in the approach. We also extend the concepts
by allowing a sequence of actions instead a single one. This can be achieved in the UML statechart
diagram by separating individual actions by a special symbol, i.e., a comma. Moreover, an action is
preceded with the respond object’s name followed by the dot (.) operator. In this way, it speeds up
searching for the right trigger. The modeling scheme is laid out and regulated in definitions given
in the following section.
4.2 Definitions
Definition 1 An object is a 4-tuple 0 = {N,S,S0,E} where:
N – the unique name of the object
S – the set of possible states for the object
S0 – the initial state for the object, and
E – the set of events that can be generated by the object.
An event is defined as a timed event that changes the object from a source state to a destination
state. Thus, an event is defined by E = {T}, where T is a set of state transitions for the event,
T = {t1,t2,…t|T|}.
A transition consists of a source state, a destination state, a firing rate, and may optionally be
associated with a trigger, a guard, and a sequence of actions. A transition is enabled either by a self
generated timed event or triggered by another object’s action. We assume all of the timed events and
triggered events are exponentially distributed. A transition is regulated as follows.
Definition 2 A transition is a 6-tuple t = {s,d,r,tr,g,A} where:
s – source state of the transition
d – destination state of the transition
r – firing rate of the transition
tr – trigger of the transition
g – guard of the transition
A – a set of actions, A = {a1,a2,…a|A|}
4.3 Grammar
The grammar (Aho et al, 1986) for the XML representations is presented in this section, preceded
with a list of acronyms for the grammar’s readability.
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Acronyms:
S – the start symbol
SU – system up
OBS – objects
OBN – object name
OB – object
OU – object up
STS – states
ST – state
TRANS – transitions
TRAN – transition
TG – trigger
TGN – trigger name
GDS – guards
GD – guard
ACTS – actions
ACT – action
Grammar:
S→ <systemup>SU</systemup >
<objects>OBS</objects>
SU→(SU Op SU)|OU
OU→OBN=ST
OBS→OBS OB|OB
OB→ <object name = String>
<states>STS</states>
<initial state>ST</state>
<events>TRANS</events>
</object>
TRANS→ TRANS TRAN|TRAN
TRAN→ <transition src=ST dst=ST rate=Num>
TG GDS ACTS </transition>
TG→ <trigger>TGN</trigger>| ε
GD→ <guard>GD Op GD|G </guard>| ε
G→ <guard>OBN [= =|!=]ST</guard>| ε
ACTS→ ACTS|ACT
ACT→ <action>OBN.TGN(before| after)</action>| ε
OBN→ String
STS→ STS|ST
ST→ String
TGN→ String
Op→ [&&| ||]
String→ [a-zA-Z0-9]+
Num→ [0-9]+.[0-9]+
Terminals = <, >, /, systemup, objects, object, name, states, state, initial events, transition, src,
dst, rate, trigger, guard, action, before, after.
324
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4.4 Algorithm
In this section, we briefly illustrate the algorithm that transforms a list of objects into CTMC. For
the sake of clarity, the algorithm is broken into five major procedures, namely the main procedure,
generate states, process transitions, perform transition, and perform action. Pseudo – Java code is
used to depict the algorithm for convenience. Members of objects are accessed by the dot operator
(.), i.e., t.guard; meanwhile, members of lists and strings are accessed via the [ ] operator, as they
are in arrays, i.e., state[i].
4.4.1 The Main Procedure
The main procedure takes in a list of objects. It maintains also three lists, namely a list of old states,
a list of new generated states, and a list of generated transitions, as global variables. The procedure
first creates the initial Markov states via synthesis all of the objects’ initial states, separated by
commas, and adds the initial state to the new state list. Then it takes a state from the head of the
new list, calls the generate procedure (which generates new states and transitions) to handle the
state, appends the state to the end of the old list, and remove the state from the new list. Finally, it
marks the “good” states in the old list. The following gives a skeleton of the procedure.
While the new list is not empty
Do
state = head of the new list
call generate (state);
append state to old list;
remove state from new list;
4.4.2 Generate States and Transitions
The generate state procedure takes a state (a string) as a parameter, and generates new states and
new transitions whenever it is possible. The procedure traverses the object list and the transitions in
each object, and then it calls the process transition procedure to handle each transition.
4.4.3 Process Transitions
The process transition procedure takes a global state, an object state, the object position in the object
list, and a transition of the object as parameters. The procedure first checks whether the transition
meets the three conditions: (1) there is no trigger (a transition with a trigger cannot be fired by
itself), (2) the guard is satisfied, and (3) the transition’s source meets the current object state.
Consequently, the procedure checks whether there is any actions associated with the transition. If
there is no action, the transition is fired accordingly. If the action is characterized as “before”, as
indicated by the action’s parameter, the action is fired before firing the transition. Conversely, the
transition is fired before the action, provided that the action is marked as “after”.
4.4.4 Perform Transition
The perform transition procedure first creates a new state by replacing the current state’s ith
component with the destination of the transition (state[i] = t.dst). Secondly, it creates a new Markov
state transition by setting the transition’s source to the old state, and destination to the new state,
together with the transition rate. Furthermore, the procedure adds the new state to the new state list,
and the new transition to the transition list.
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Table 1: OOMS of two servers in XML

4.4.5 Perform Action
The perform action procedure first finds the object position via the object name specified in the
action, then locates the transition that possesses the trigger, and finally calls the perform transition
procedure to fire the transition, provided that the guard condition is satisfied and the transition’s
source meets the current object state.
326
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4.5 Example
We adopt the HA-OSCAR system (Leangsuksun et al, 2003) as a target model, with minor
modifications for the sake of simplicity. The system has a primary server P and a warm-standby
server S. The primary server provides the services and processes all the user’s requests. The standby
server is waiting to take over the control when a failure happens in the primary server. When the
primary server fails, after a certain time, the monitoring facility will detect this failure, and the
standby server will be “woken up” and takes over the control. Once the primary server gets repaired,
it will take back the control of the system, and put the standby server back to “dormant.” Table 1
gives the XML specification for the two servers.
In Table 1, the first line specifies that the system requires either P or S to be functioning. The
primary server consists of two states, up (U) and down (D), while the standby server has an
additional warm (W) state. Initially, the primary server is functioning, and the standby server is in
the warm state. Hence, the initial Markov state is UW. When the primary server fails after a certain
time tp1, it goes to state D, and the standby server is brought to state U by the trigger “wakeup”
after time ts1. The action wakeup takes a parameter “after” to indicate the action needs to be
performed after the transition is fired. The sequence of generated Markov states is UW→DW→DU.
After it gets repaired, the primary server will go to state U again, and leave the standby server to
state W. The generated Markov states are DU→DW→UD. The action dormant takes a parameter
“before” to indicate the action needs to be performed before the transition is fired. The standby
server can fail when it is in both warm and up states. It can be repaired only when the primary server
has not failed, and this is guarded by the condition P==U. Table 2 and Table 3 list the generated
Markov states and transitions.
5. MONITORING AND ANALYSIS
In this section, we discuss an availability-aware monitoring and modeling framework which
provides near real-time system availability/reliability analysis and information for high
performance cluster computing systems. Our work aims to address issues in existing solutions in
which HPC system management only considers performance aspects and leaves reliability to a
reactive (i.e. addressing issues after they happen) or manual recovery approach. There is a wide
variety of research that is based upon the analysis of event logs. Lin and Siewiorek (1990) analyze
the error log file on file servers to demonstrate the log is composed of at least transient and

#

States

Up

#

Source

Destination

Rate

1
2
3
4
5

U,W
D,W
D,U
U,D
D,D

Y

1
2
3
4
5
6
7
8
9

U,W
D,W
U,W
D,W
D,W
D,U
D,U
U,D
D,D

D,W
D,U
U,D
U,W
D,D
D,W
D,D
D,D
U,D

tp1
ts1
ts2
tp2
ts2
ts4
ts3
tp1
tp2

Y
Y

Table 2:
Markov states for two servers

Table 3: Markov transitions for two servers
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intermittent processes. Wein and Sathaye (1990) present their experience with validation of
complex computer system availability models. Tong and Iyer (1993) measures the failure rate in
widely distributed software. Chillarege et al (1996) presented a failure rate measurement technique
on distributed software, based upon classifying failure data into “failure windows.” Moran et al
(1990) illustrated the availability monitoring facility developed at Digital Equipment International.
These approaches are similar in performing data analyses; the difference is the way they classify
errors, the correlation, distribution, and aims at different models. Our proposed framework
dynamically obtains availability information such as failure and repair events of the individual
nodes and is able to model and evaluate system availability for the overall and partial HPC system.
With near-real-time availability evaluation, the framework enables runtime systems such as
schedulers or resource managers to be aware of more accurate system reliability and hence better
utilization and efficiency of the HPC resources. The failure and analysis model was reconstructed
from system logs of the Lawrence Livermore National Laboratory Advanced Simulation and
Computing (ASC) machines. The data set was used to understand system availability and validate
how a scheduler can exploit such information to improve the overall completion time for parallel
jobs in the presence of failures.
5.1 Overview of the Framework
The monitoring framework consists of two major parts, namely reliability-ware monitoring and
system availability modeling and analysis. The system availability modeling module provides a
near-real-time availability evaluation for both node-wise and overall system. Currently, we
constructed a proof-of-concept for each individual module. However, we plan to integrate our
framework with the availability and system configuration and build an availability inventory and
configuration database with normalization capability for the actual node-wise and system’s mean
time to fail (MTTF) and mean time to repair (MTTR). Figure 6 shows the reliability-aware
monitoring and modeling framework.
In this framework, the monitoring facility is responsible for detecting failures, repairing other
types of events, and recording these events into the system log. The failure data record (FDR) is
stripped from the system log file and contains only the events that are necessary to evaluate the

Figure 6: Monitoring and analysis framework
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system’s availability/reliability. The availability models are used to evaluate the system’s
availability, which are stored in an XML file. The system’s log, failure data record, and the
availability model are stored in reliable disk storage. The Analysis and Solution module is
responsible for pulling the data from the FDR, doing the analysis, and feeding the result into the
availability models. The framework consists of three functionalities: (1) detection, which is
responsible for detecting failure events based on the failure classification, (2) logging, which writes
the failure events into the system log file and the system failure data record, and (3) analysis and
update, which is responsible for failure analysis and normalization of the current system’s
availability. Figure 7 shows the flow diagram inside the monitoring and analysis framework.
In Figure 7, each arc in this diagram is associated with a number to indicate the flow sequence,
and a name to denote the action. The monitoring facility (MON) is responsible to watch the system
health. Once a failure or repair event is detected, MON writes this information into the system log,
and invokes the availability update daemon (AvailUpd) to update the system’s failure data record
(FDR). After that, the AvailUpd invokes the analysis module, which queries the FDR to get the
recent failure/repair activity, reevaluates the MTTF, MTTR, etc., and then updates the mean time
(MT) and the specification of the availability model with this new information. Finally, the
AvailUpd invokes the solution module to solve this availability model. The result of availability
solution is written back to availability repository on reliable storage.
As mentioned earlier, the monitoring system will maintain the configuration file in the system
database to describe the availability property for each component. The file is a XML output from
our design and availability analysis framework. Each instance in the MT file has seven fields:
(1) the starting time of the instance t0, (2) the current time t1, (3) the total elapsing time T in hours,
which equals to t1 – t0, (3) total number of failures TF during this period of time, (4) the total
downtime TDT, which represents the total repair time, (5) the MTTF, which equals to T/TF, (6) the
MTTR, which equals to TDT/TF, and (7) the steady state availability of the instance, which can be

Figure 7: Monitoring and analysis flow diagram
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acquired from Equation 2.12. Among these fields, only t1 and TF are recorded for each failure, and
TDT is recorded for each repair. The rest of the fields are updated based on the changes of t1, TF
and TDT.
Once the AvailUpd finishes updating the MT file, it will pass this information to the solution
engine to have the availability result. The AvailUpd daemon first evaluates the servers’
availability; it updates the MTTF and MTTR in the servers’ availability model with the newly
updated information in MT, and then passes the servers’ availability mode to the Markov solution
engine to have the servers’ availability.
Once the servers’ availability is solved, the AvailUpd evaluates the nodes’ availability. It first
takes the mean of the MTTF and MTTR, invokes the k-out-of-n computing facility by passing in
the number of computing nodes needed, and the total number of available nodes. The system’s
availability is the product of the servers’ and the nodes’ availability.
The AvailUpd daemon first evaluates the node-wise and system-wise availability and then
updates the availability slots in the MT file. Once the availability is calculated, the AvailUpd
evaluates the availability of the nodes and the entire system’s availability. The update facility
performs the data analysis, and updates the MT file. The failure and repair events are assumed to be
exponentially distributed, and computes the mean, variance and does the goodness-of-fit test.
Finally, it generates a report and updates the system’s availability.
5.2 Measuring and Analysis
We analyzed the system logs of major HPC computing infrastructure provided from Lawrence
Livermore National Laboratory. The system log file contains significant system events, from past
years, collected from four ASC machines, namely White, Frost, Ice, and Snow. We then performed
a detailed analysis on these data sets. For the purpose of brevity, we present only the analysis result
of White. White, the largest among the aforementioned systems, is a 512-node, 16-way symmetric
multiprocessor (SMP) parallel computer. All nodes are of IBM’s RS/6000 POWER3 symmetric
multiprocessor 64-bit architecture. Each node is a stand-alone machine possessing its own memory,
operating system (IBX AIX), local disk, and 16 CPUs.
We analyzed the availability, MTTF and MTTR for each node in the system. The MTTF for the
a node equals to (total elapsed time)/(number of failures). The average MTTF for each
node in the system is approximately 3923.8 hours.
The MTTR is the (total down time)/number of failures), which implies that it approximately needs this much time to recover from each failure event. The average MTTR for each node
in the system is approximately 55.3 hours. The steady state availability for each node is 0.98. Figure
8 Availability of each node in the White system the availability for each node in the White cluster
system.
From Figure 8, we can see that the majority of the availability of each node is above 0.95, and
a few of them are below 0.8. The reason could be some nodes had been used extensively compared
to the others. For the login nodes (assume they are the servers), the average MTTF is 1997.5 hours,
and the average MTTR is 112.3 hours.
Figure 9 and Figure 10 show the mean time to fail (MTTF) and total down time (TDT) for each
node in the cluster White, the means are 3293 and 355 hours, and the standard deviation is 1217 and
56, respectively. From Figure 9, we observe that the MTTF for each node varies, namely, the
smallest MTTF is 230 hours, and the maximum is 5592 hours. In Figure 10, node downtime density
indicates that the most of the total downtime for each node are around 100 hours; some failure
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Figure 8: Availability of each node in the White system

Figure 9: Nodes MTTF density

events cost more time to be fixed, thus increasing the total average TDT. Figure 11 shows the
average downtime per failure for each node in the cluster White. The mean is 27.92 hours, and the
standard deviation is 85. From these figures, we can see that some failures took much longer time
to be recovered than the majority.
6. CONCLUSION AND FUTURE WORK
This paper presents a novel technique to facilitate the availability modeling, runtime monitoring,
and near-real-time availability evaluation. The background and basic concepts of modeling
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Figure 10: Node downtime (in hours)

Figure 11: The average downtime per failure

techniques were reviewed first. We then characterized HPC system modeling as our targeted
problem domain. Three key components are described in the paper, namely availability modeling,
model evaluation, and monitoring and analysis. The HPC cluster system’s availability model is
divided into submodels based on their functionalities, and these submodels are either represented
by series structures or Markov models. An object-oriented Markov model specification has been
developed to facilitate availability modeling and runtime configuration. We reviewed some
numerical solution methods for solving Markov models.
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In the monitoring and analysis section, we presented a framework to enable automatic data
analysis and availability update. This framework is not only an important stepping stone to enable
runtime systems to be aware of resource availability, but also ensures the more accurate result with
dynamic analysis approach, hence making better decisions in unleashing HPC power. We analyzed
the actual data based on a real-world production system logs from the Lawrence Livermore ASC
machines, and fed analysis result to validate our approach.
Currently, we consider each computer as a single instance under the assumption each instance
has an exponential distribution with failure rate λ, that means aging has no significant effect. The
theory of Markov processes assumes that the waiting time in a state before a transition to another
state occurs, is a random variable having an exponential distribution. The future work should extend
the model to include aging. This can be done by considering semi-Markov model (Bremaud, 1999),
where the failure is not exponential but may be Weibull, or Gamma distributions. The modeling
framework can also be extended to capture more detailed system behaviours, such as software
failure. The monitoring and analysis facility needs to be able to diagnose the software defects as
well, and detailed failure classification. Furthermore, modeling evaluation should include more
methods, and be able to choose the appropriate method(s) for a particular model. The system’s
availability model is under the assumption that, if the monitoring cannot receive the response of any
node, it considers that the node too has failed. This deficiency can be extended by monitoring and
modeling more detailed events and instances in each node and probing critical services or
applications of interest. Non-homogeneous Markov model and semi-Markov model (Trivedi, 2002;
Bremaud, 1999; Iosifescu, 1980) should also be investigated to represent the system’s behaviours.
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