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This study analysed the sender and receiver addresses of 3,417 unsolicited e-mails.
Over 60.3% of unsolicited e-mails were found to have an invalid sender address and
92.8% receiver addresses did not appear in the “To” or “CC” headers. The
analytical results indicated that e-mail addresses in the header could provide a cue
for filtering junk e-mails.
Categories and Subject Descriptors: H.3.3 [Information Search and Retrieval]:
Information filtering
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1. INTRODUCTION
Junk e-mail has long been a problem on the Internet. Internet pioneer Jon Postel recognised the
potential for this problem to develop as long ago as November 1975 (Postel, 1975). The problem
has now become extremely serious. The growing popularity and low cost of e-mails have attracted
the attention of marketers. Using readily available bulk e-mail software and lists of e-mail addresses
harvested from web pages and newsgroup archives, sending messages to millions of recipients is
very easy and very cheap, and can be considered almost free. Consequently, these unsolicited emails bother users and fill their e-mail folders with unwanted messages. Few users, if any, have
never received unsolicited e-mails. These unwanted messages generally are called unsolicited emails or spam. Spam also describes the action of sending out such mails. These unsolicited e-mails
are also known as bulk mails, because they are generally sent out in large batches, and as junk mail,
because they are worthless to most recipients.
Spamming interferes with ordinary e-mail communication and reduces employee productivity.
Cranor and LaMacchia (1998) reported that spam messages constituted 10% of all incoming
messages. It has become more serious recently. It is estimated that there will be more spam than real
e-mail and spam currently costs business US $ 13 billion annually (Swartz, 2003). According to
Nucleus Research (2003), spamming will cost 1.4 percent of employee productivity, or $874 per
year per employee, in 2003. Consequently, screening out spam is an extremely urgent problem.
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Several techniques exist for filtering spam. However, none of these filters is perfect. This study
proposes a filtering approach based on screening the e-mail addresses in the header section. This
study conducted a content analysis of junk e-mail addresses to check the possibility of using e-mail
addresses as a cue for filtering spam. The results indicated that invalid sender and irrelative receiver
e-mail addresses left in the header section of junk e-mails could be used to screen out junk e-mail.
The results of this study may be useful in developing anti-spam strategies.
2. ANTI-SPAM FILTERING TECHNIQUES
Most, if not all, e-mail service providers and Internet users wish to filter out junk e-mails. Various
methods of filtering have already been developed. Various methods for filtering spam out are listed
below.
2.1 Filtering by Number of Recipients
This method involves screening out e-mails being sent to a large number of recipients. This method
is based on the assumption that junk e-mails generally are sent in bulk. However, this method is
easily defeated by bulk e-mail programs that automatically reconnect to the mail server or
automatically change the e-mail title and/or body messages after sending a certain number of emails. The spammer can set this number to as little as twenty or less. Additionally, this method
assumes all bulk e-mails to be junk, and thus may filter out important and solicited e-mail as well
as unsolicited e-mail.
2.2 Filtering by Keyword
Keyword filtering is another method of screening junk e-mail. Several e-mail service providers
currently provide content-based filtering on their mail servers. Some studies based on the Naive
Bayes filter (such as Pazzani, 2000; Robinson, 2003) or memory-based filter (such as Sakkis,
Androutsopoulos, Paliouras, Karkaletsis, Spyropoulos, and Stamatopoulos, 2003) focus on
promoting the filter efficiency of this method.
However, this filter method also does not perform perfectly, and thus users still must check
filtered e-mails and put any unsolicited e-mail in the junk mail pool. This method is based on the
assumption that the titles and/or body messages of junk e-mails may contain specific words. “Sell”,
“on sale”, and “sex” are some typical keywords used to filter e-mails with this approach. These words
should be defined in advance. However, this approach suffers the problem of a high possibility of
solicited e-mails being filtered out simply because they happen to include words on the filter list.
2.3 Filtering by Sender Address
Filtering spam out based on the sender address is the most straightforward approach (Cranor and
LaMacchia, 1998). However, the problem with this technique is that it is easy for senders to obtain
new e-mail addresses or use fake e-mail addresses. Besides, defining spammers and separate them
from the normal users represents another problem. Disputes can occur if mail servers improperly
classify normal users into spammers and refuse to deliver mails sent by these normal users.
2.4 Filtering by Address Validity
The format of e-mail is described in the Requests for Comments (RFC) 822 initially designed by
Crocker (1982). According to RFC 822, each e-mail must include the headers of “From” and either
“To”, “CC”, or “BCC”. The sender address is listed in the “From” header and the receiver addresses
are listed in the “To”, “CC”, or “BCC” headers. All e-mails should have at least a sender and a receiver.
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Although RFC 822 mandates the existence of the “From” header in e-mails, no mechanism
exists to ensure the validity of the sender address. That is, the e-mail address left in the “From”
header can be invalid if the sender so chooses.
The validity of e-mail addresses of the header session may provide a cue for anti-spam filtering.
The return addresses of unsolicited e-mail can be invalid for numerous reasons including that the
spammers hope to avoid being sued if the e-mail breaks the law, disrupts Internet service or initiates
an electronic “bombing” attack. Most e-mail servers suspend the email services of spammers.
Moreover, some users who hate receiving unsolicited e-mails use electronic “bombing” to shut
down the e-mail accounts of spammers.
The “To”, “CC”, and “BCC” headers are used to identify message recipients. “To” is used to
identity main message recipients. Moreover, “CC” standing for Carbon Copy, identifies second
message recipients rather than main message recipients. The function of the “To” and “CC” headers
thus are very similar. However, “BCC” differs from the “To” and “CC” header. “BCC” means Blind
Carbon Copy and blinds individual recipients to identify other recipients. No receivers thus can see
the e-mail addresses of other “BCC” receivers. E-mail servers generally add “undisclosedrecipients” to the “To” header if only “BCC” is available.
Junk e-mails are sent in bulk and have numerous recipients. Spammers generally use the “BCC”
header rather than “To” or “CC” for the receiver address to avoid revealing that the mail is part of
a large batch. This habit of spammers provides a further cue for judging the possibility that an
inbound e-mail is a junk e-mail.
3. EMPIRICAL STUDY
Content analysis can be used to examine sender and receiver addresses of junk e-mail. This study
attempts to identify rules to discriminate desired and junk e-mails. Statistic analysis of header fields
is performed for this purpose. The validity of the sender and receiver addresses also is checked to
determine if they could be cues to filter out unsolicited e-mail. The checks used in this study include
Domain Name Server (DNS) checking for the existence of the mail servers indicated in the e-mail
address and Simple Mail Transfer Protocol (SMTP) checking for the existence of the e-mail
accounts. E-mail messages were sent to check the existence of the accounts when the SMTP servers
refused to respond to e-mail addresses validity checks.
3.1 Collecting Junk Mail
To gather unsolicited e-mails, an e-mail account was obtained from a Taiwanese Internet Service
Provider (ISP), and bulk mail filtering options were not activated. This e-mail account was not used
for any other purposes. All received mails except for messages sent by the ISPs system
administrators were unsolicited. Unsolicited e-mails were collected over a twenty-month period
between November 2001 and June 2003, yielding 3,417 junk mails.
3.2 Analysis of Sender and Receiver Addresses
Return address validity was checked for all junk mails. Figure 1 illustrates the results. Of the 3,417
junk mails collected, 277 (8.1%) had no sender address. The addresses of the remaining 3,142 emails were checked. Of this group, 178 (5.2%) were invalid because the domain name of the
account mail server was unregistered, and a further 797 (23.3%) were confirmed to be invalid by
SMTP checking. However, many SMTP servers refuse to respond to e-mail address checks to
prevent spammers from collecting-mail addresses. Consequently, a real e-mail was sent to check
whether the account existed. 806 (23.5%) e-mail addresses were confirmed invalid by obtaining
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Figure 1: Sender Addresses of Received Junk Mail

warnings that the message could not be delivered. Overall, 2,058 (60.3%) of the 3,417 junk mails
lacked a valid sender e-mail address.
Of the 3,417 junk mails, 247 displayed the receiver address in the “To” or “CC” header, while
the remaining 3,170 (92.8%) displayed the receiver addresses in the “BCC” header. This strong
tendency to use the BCC header may also provide a cue for judging whether an e-mail is junk.
Although the fact that an e-mail places the receiver e-mail addresses in the “BCC” header does not
mean that e-mail is definitely junk, such a placement may provide a cue for anti-spam filtering since
almost all junk e-mail (92.8%) puts the receiver e-mail address in the “BCC” header.
4. DISCUSSION
The analytical results of this study confirm that many unsolicited e-mails have invalid sender
addresses and put the e-mail addresses of the receiver in the “BCC” rather than the “CC” or “To”
headers. The content analysis conducted here reveals that the validity of e-mail addresses left in the
header session may provide cues for filtering spam. This study found that over 60.3% of unsolicited
e-mails had an invalid sender address. Consequently, using the receiver address as a cue for spam
filtering can filter out more half of all junk e-mails. This approach will not filter out ordinary e-mails
out since typical e-mail users always include their true e-mail addresses to facilitate reply by receivers.
Additionally, this study also demonstrated that almost all junk e-mails place the e-mail addresses
of the receivers in the “BCC” header. However, this habit of spammers is insufficient by itself to
identify an e-mail as junk because the “BCC” header is used frequently by ordinary e-mail users,
specifically to prevent the receivers from knowing the identities of other to whom the e-mail has
been sent. However, this habit of spammers still may provide an additional cue for use in anti-spam
filtering. This cue can be especially helpful in preventing legitimate mail from being classified as
junk. If the receiver e-mail address appears in the “To” or “CC” headers, then the e-mail is unlikely
to be junk is low, since almost all junk e-mail put the receivers’ e-mail addresses at “BCC” header.
This study indicated that e-mail addresses in the header section could provide a cue for filtering
junk e-mails. However, e-mail addresses in the header section are merely a supplementary or extra
cue rather than a replacement for other filter out techniques. Applying the idea proposed by this
6
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study in coexistence with other anti-spam filters would cause no conflict, and could boost the
efficiency of anti-spam filtering.
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