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Preface

The relentless growth in Internet functionality and broadband access has enabled a new wave of innovations
that is transforming the way people and organisations interact, communicate, and collaborate. The inaugural Australasian Web Conference (AWC 2013) focuses on presenting original contributions on research,
development, and applications, related to all fields of Web research.
AWC is part of the Australasian Computer Science Week (ACSW), which aims to bring together
researchers, practitioners and industry leaders in an effort to highlight the state-of-the-art and discuss the
issues and opportunities in order to explore new research directions and develop novel ideas.
This year we received 12 submissions from 7 countries. Each paper has been reviewed by at least
three members of the Program Committee, which comprised 32 experts from 10 different countries. The
submissions were evaluated based on originality (novelty), problem significance, technical/scientific quality,
and relevance to AWC 2013. The Program Committee eventually selected six full papers and three short
papers. The selected papers cover a wide range of topics in the Web, including service engineering, social
networks, privacy and security, and Cloud computing.
We thank all authors for their submissions and their active participation and the Program Committee
members for their excellent work. We hope that you find the papers in the proceedings interesting and
stimulating.

Helen Ashman
University of South Australia
Quan Z. Sheng
University of Adelaide
Andrew Trotman
University of Otago
AWC 2013 Programme Chairs
January 2013
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Welcome from the Organising Committee

On behalf of the Organising Committee, it is our pleasure to welcome you to Adelaide and to the 2013
Australasian Computer Science Week (ACSW 2013). Adelaide is the capital city of South Australia, and
it is one of the most liveable cities in the world. ACSW 2013 will be hosted in the City West Campus
of University of South Australia (UniSA), which is situated at the north-west corner of the Adelaide city
centre.
ACSW is the premier event for Computer Science researchers in Australasia. ACSW2013 consists of
conferences covering a wide range of topics in Computer Science and related area, including:
– Australasian Computer Science Conference (ACSC) (Chaired by Bruce Thomas)
– Australasian Database Conference (ADC) (Chaired by Hua Wang and Rui Zhang)
– Australasian Computing Education Conference (ACE) (Chaired by Angela Carbone and Jacqueline
Whalley)
– Australasian Information Security Conference (AISC) (Chaired by Clark Thomborson and Udaya
Parampalli)
– Australasian User Interface Conference (AUIC) (Chaired by Ross T. Smith and Burkhard C. Wünsche)
– Computing: Australasian Theory Symposium (CATS) (Chaired by Tony Wirth)
– Australasian Symposium on Parallel and Distributed Computing (AusPDC) (Chaired by Bahman
Javadi and Saurabh Kumar Garg)
– Australasian Workshop on Health Informatics and Knowledge Management (HIKM) (Chaired by Kathleen Gray and Andy Koronios)
– Asia-Pacific Conference on Conceptual Modelling (APCCM) (Chaired by Flavio Ferrarotti and Georg
Grossmann)
– Australasian Web Conference (AWC2013) (Chaired by Helen Ashman, Michael Sheng and Andrew
Trotman)
In additional to the technical program, we also put together social activities for further interactions
among our participants. A welcome reception will be held at Rockford Hotel’s Rooftop Pool area, to enjoy
the fresh air and panoramic views of the cityscape during Adelaide’s dry summer season. The conference
banquet will be held in Adelaide Convention Centre’s Panorama Suite, to experience an expansive view of
Adelaide’s serene riverside parklands through the suite’s seamless floor to ceiling windows.
Organising a conference is an enormous amount of work even with many hands and a very smooth
cooperation, and this year has been no exception. We would like to share with you our gratitude towards
all members of the organising committee for their dedication to the success of ACSW2013. Working like
one person for a common goal in the demanding task of ACSW organisation made us proud that we got
involved in this effort. We also thank all conference co-chairs and reviewers, for putting together conference
programs which is the heart of ACSW. Special thanks goes to Alex Potanin, who shared valuable experiences
in organising ACSW and provided endless help as the steering committee chair. We’d also like to thank
Elyse Perin from UniSA, for her true dedication and tireless work in conference registration and event
organisation. Last, but not least, we would like to thank all speakers and attendees, and we look forward
to several stimulating discussions.
We hope your stay here will be both rewarding and memorable.

Ivan Lee
School of Information Technology & Mathematical Sciences
ACSW2013 General Chair
January, 2013

CORE - Computing Research & Education

CORE welcomes all delegates to ACSW2013 in Adelaide. CORE, the peak body representing academic
computer science in Australia and New Zealand, is responsible for the annual ACSW series of meetings,
which are a unique opportunity for our community to network and to discuss research and topics of mutual
interest. The original component conferences - ACSC, ADC, and CATS, which formed the basis of ACSW
in the mid 1990s - now share this week with eight other events - ACE, AISC, AUIC, AusPDC, HIKM,
ACDC, APCCM and AWC which build on the diversity of the Australasian computing community.
In 2013, we have again chosen to feature a small number of keynote speakers from across the discipline:
Riccardo Bellazzi (HIKM), and Divyakant Agrawal (ADC), Maki Sugimoto (AUIC), and Wen Gao. I
thank them for their contributions to ACSW2013. I also thank invited speakers in some of the individual
conferences, and the CORE award winner Michael Sheng (CORE Chris Wallace Award). The efforts of the
conference chairs and their program committees have led to strong programs in all the conferences, thanks
very much for all your efforts. Thanks are particularly due to Ivan Lee and his colleagues for organising
what promises to be a strong event.
The past year has been turbulent for our disciplines. ERA2012 included conferences as we had pushed
for, but as a peer review discipline. This turned out to be good for our disciplines, with many more
Universities being assessed and an overall improvement in the visibility of research in our disciplines. The
next step must be to improve our relative success rates in ARC grant schemes, the most likely hypothesis for
our low rates of success is how harshly we assess each others’ proposals, a phenomenon which demonstrably
occurs in the US NFS. As a US Head of Dept explained to me, ”in CS we circle the wagons and shoot
within”.
Beyond research issues, in 2013 CORE will also need to focus on education issues, including in Schools.
The likelihood that the future will have less computers is small, yet where are the numbers of students
we need? In the US there has been massive growth in undergraduate CS numbers of 25 to 40% in many
places, which we should aim to replicate. ACSW will feature a joint CORE, ACDICT, NICTA and ACS
discussion on ICT Skills, which will inform our future directions.
CORE’s existence is due to the support of the member departments in Australia and New Zealand,
and I thank them for their ongoing contributions, in commitment and in financial support. Finally, I am
grateful to all those who gave their time to CORE in 2012; in particular, I thank Alex Potanin, Alan Fekete,
Aditya Ghose, Justin Zobel, John Grundy, and those of you who contribute to the discussions on the CORE
mailing lists. There are three main lists: csprofs, cshods and members. You are all eligible for the members
list if your department is a member. Please do sign up via http://lists.core.edu.au/mailman/listinfo - we
try to keep the volume low but relevance high in the mailing lists.
I am standing down as President at this ACSW. I have enjoyed the role, and am pleased to have had
some positive impact on ERA2012 during my time. Thank you all for the opportunity to represent you for
the last 3 years.

Tom Gedeon
President, CORE
January, 2013

ACSW Conferences and the
Australian Computer Science Communications

The Australasian Computer Science Week of conferences has been running in some form continuously
since 1978. This makes it one of the longest running conferences in computer science. The proceedings of
the week have been published as the Australian Computer Science Communications since 1979 (with the
1978 proceedings often referred to as Volume 0 ). Thus the sequence number of the Australasian Computer
Science Conference is always one greater than the volume of the Communications. Below is a list of the
conferences, their locations and hosts.
2014. Volume 36. Host and Venue - AUT University, Auckland, New Zealand.
2013. Volume 35. Host and Venue - University of South Australia, Adelaide, SA.
2012. Volume 34. Host and Venue - RMIT University, Melbourne, VIC.
2011. Volume 33. Host and Venue - Curtin University of Technology, Perth, WA.
2010. Volume 32. Host and Venue - Queensland University of Technology, Brisbane, QLD.
2009. Volume 31. Host and Venue - Victoria University, Wellington, New Zealand.
2008. Volume 30. Host and Venue - University of Wollongong, NSW.
2007. Volume 29. Host and Venue - University of Ballarat, VIC. First running of HDKM.
2006. Volume 28. Host and Venue - University of Tasmania, TAS.
2005. Volume 27. Host - University of Newcastle, NSW. APBC held separately from 2005.
2004. Volume 26. Host and Venue - University of Otago, Dunedin, New Zealand. First running of APCCM.
2003. Volume 25. Hosts - Flinders University, University of Adelaide and University of South Australia. Venue
- Adelaide Convention Centre, Adelaide, SA. First running of APBC. Incorporation of ACE. ACSAC held
separately from 2003.
2002. Volume 24. Host and Venue - Monash University, Melbourne, VIC.
2001. Volume 23. Hosts - Bond University and Griffith University (Gold Coast). Venue - Gold Coast, QLD.
2000. Volume 22. Hosts - Australian National University and University of Canberra. Venue - ANU, Canberra,
ACT. First running of AUIC.
1999. Volume 21. Host and Venue - University of Auckland, New Zealand.
1998. Volume 20. Hosts - University of Western Australia, Murdoch University, Edith Cowan University and
Curtin University. Venue - Perth, WA.
1997. Volume 19. Hosts - Macquarie University and University of Technology, Sydney. Venue - Sydney, NSW.
ADC held with DASFAA (rather than ACSW) in 1997.
1996. Volume 18. Host - University of Melbourne and RMIT University. Venue - Melbourne, Australia. CATS
joins ACSW.
1995. Volume 17. Hosts - Flinders University, University of Adelaide and University of South Australia. Venue Glenelg, SA.
1994. Volume 16. Host and Venue - University of Canterbury, Christchurch, New Zealand. CATS run for the first
time separately in Sydney.
1993. Volume 15. Hosts - Griffith University and Queensland University of Technology. Venue - Nathan, QLD.
1992. Volume 14. Host and Venue - University of Tasmania, TAS. (ADC held separately at La Trobe University).
1991. Volume 13. Host and Venue - University of New South Wales, NSW.
1990. Volume 12. Host and Venue - Monash University, Melbourne, VIC. Joined by Database and Information
Systems Conference which in 1992 became ADC (which stayed with ACSW) and ACIS (which now operates
independently).
1989. Volume 11. Host and Venue - University of Wollongong, NSW.
1988. Volume 10. Host and Venue - University of Queensland, QLD.
1987. Volume 9. Host and Venue - Deakin University, VIC.
1986. Volume 8. Host and Venue - Australian National University, Canberra, ACT.
1985. Volume 7. Hosts - University of Melbourne and Monash University. Venue - Melbourne, VIC.
1984. Volume 6. Host and Venue - University of Adelaide, SA.
1983. Volume 5. Host and Venue - University of Sydney, NSW.
1982. Volume 4. Host and Venue - University of Western Australia, WA.
1981. Volume 3. Host and Venue - University of Queensland, QLD.
1980. Volume 2. Host and Venue - Australian National University, Canberra, ACT.
1979. Volume 1. Host and Venue - University of Tasmania, TAS.
1978. Volume 0. Host and Venue - University of New South Wales, NSW.

Conference Acronyms
ACDC
ACE
ACSC
ACSW
ADC
AISC
APCCM
AUIC
AusPDC
AWC
CATS
HIKM

Australasian Computing Doctoral Consortium
Australasian Computer Education Conference
Australasian Computer Science Conference
Australasian Computer Science Week
Australasian Database Conference
Australasian Information Security Conference
Asia-Pacific Conference on Conceptual Modelling
Australasian User Interface Conference
Australasian Symposium on Parallel and Distributed Computing (replaces AusGrid)
Australasian Web Conference
Computing: Australasian Theory Symposium
Australasian Workshop on Health Informatics and Knowledge Management

Note that various name changes have occurred, which have been indicated in the Conference Acronyms sections
in respective CRPIT volumes.
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We wish to thank the following sponsors for their contribution towards this conference.

CORE - Computing Research and Education,
www.core.edu.au

Australian Computer Society,
www.acs.org.au

University
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User Awareness and Policy Compliance of Data Privacy
in Cloud Computing
Audrey Mei Yi Quah∗

Uwe Röhm

The University of Sydney
School of Information Technologies
Sydney NSW 2006, Australia
Email: {aqua9116,uwe.roehm}@sydney.edu.au

Abstract
Cloud computing is promising many technical benefits such as enhanced scalability, computing elasticity, and cost efficiency. However, with the benefits
of cloud-based, hosted software platforms also comes
the responsibility to data privacy. This paper investigates the data privacy issues brought about by cloud
computing from an Australian perspective with specific focus on two aspects: How does cloud computing
affect organisations’ compliance to Australian privacy
and data protection regulations? And to what extent
are end-users aware of how cloud computing technologies affect their privacy?
We present the results of an online survey among
cloud computing users and contrast these with the
technological possibilities and the cloud provider positions. According to this survey, almost half of the
end-users were unaware that they are in fact using
one or more cloud services themselves already today.
At the same time, the overwhelming majority of the
participants (more than 90%) agreed that companies
need to inform customers if they store and process
personal customer information in the cloud. Cloud
computing is playing an important role in the future of IT but the technology’s privacy risks and the
apparent user-unawareness necessitates the push for
greater transparency of the technology.
1

Introduction

Cloud computing has become the central technology
to outsource computing services and IT infrastructure to shared data centres. By capitalising on the
increasingly cost efficient yet more powerful processors as well as the growing capacity of data storage systems, cloud computing providers were able
to build massive and efficient data centres that have
developed into factories for industrial scale computing services. In addition, the proliferation of fast,
ubiquitous networks have allowed software to be increasingly delivered as an online service while enabling more and more devices to connect to such services (Carr 2008). Overall, not only are these new
cloud computing providers able to achieve economies
of scale far greater than what most companies can
achieve with their own systems, but these providers
also have more expertise in managing such large data
centres (Armbrust et al. 2009).
∗
This work was done while the author was affiliated with the
University of Sydney.

Copyright c 2013, Australian Computer Society, Inc. This paper appeared at the 1st Australasian Web Conference (AWC
2013), Adelaide, South Australia, January-February 2013.
Conferences in Research and Practice in Information Technology (CRPIT), Vol. 144, Helen Ashman and Quan Z. Sheng
and Andrew Trotman, Ed. Reproduction for academic, not-for
profit purposes permitted provided this text is included.

In essence, cloud computing marks the disembodiment of computing power as Information Technology
(IT) becomes a utility that can be consumed where
and when it is required. As Nicholas Carr illustrated
in his book ”The switch: Rewiring the world, from
Edison to Google”, the World Wide Web has become
the World Wide Computer (Carr 2008). Computing
today no longer adopts or requires a fixed, physical
form. Instead, it has relocated to the Internet’s ever
changing cloud of hardware and software. Each of
the different computing components can be strewn
across the globe, integrated through the Internet and
shared by one and all. Indeed, cloud computing has
been touted as a disruptive force in the IT industry
which will completely revolutionise the way in which
people work and companies operate.
This is an exploratory research aimed at investigating the data privacy issues brought about by cloud
computing in Australia. The two core aspects to be
investigated are user awareness and policy compliance
from both end user-level and enterprise-level viewpoints. The concerns and attitudes of two different
stakeholders involved in the cloud (namely the enterprise adopter, and the individual end user) will be
explored. The main contributions of this study are
summarised below:
• We conducted one of the first empirical studies
of data privacy in cloud computing in Australia.
This study investigates the impact of cloud computing on the IT landscape in Australia and the
data privacy of its people. It discovered that the
state of Australian privacy protection legislation
has not kept abreast with technological changes.
• Two surveys were developed to investigate end
user awareness and enterprise policy compliance
with regard to data privacy for cloud-based IT
services. The findings of these two surveys revealed the privacy concerns and practices of both
end users and enterprise adopters in their use
of cloud computing services. It also revealed
the ineffectiveness of common privacy protection
mechanisms on the Internet such as privacy notices and privacy seals.
• As part of this study, we developed a list of recommendations for the enhancement of information privacy protection with regard to cloud computing in Australia. Recommendations include
the need for greater transparency in the handling of personal information in the cloud as well
as the need for more stringent transborder data
flow legislation in Australia.
The rest of the paper is organised as follows: The
next section gives an overview of the different flavours
of cloud computing and of the core technical and legal background. Section 3 describes the two surveys
that we conducted and how we analysed the results.
3
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Section 4 discusses the main results of the end-user
survey, while Section 5 discusses those of the enterprise survey. Section 6 concludes.
2

Background

The term ”cloud computing” was introduced by
Google Inc. Chief Executive, Eric Schmidt, in 2006
and since then, the interest in this approach has increased dramatically. Cloud computing is currently
one of the top technology trends and Gartner has
even seen fit to label cloud computing as a ”transformational” technology that stands to completely revolutionise the IT industry (Gartner 2010). The cloud
computing industry is primed for strong development
all the way till 2014, when Gartner forecasts worldwide revenue to reach US$148.8 billion. From a local
perspective, analyst firm International Data Corporation (IDC) reported in 2010 that 20% of Australian
companies are looking to adopt cloud services within
the coming year, while a further 45% will implement
the technology after 12 months (Hutchinson 2010).
As cloud computing has gained momentum in recent years, many big players such as Google, Microsoft, and Amazon now offer their own forms of
cloud services. One popular definition is by the National Institute of Standards and Technology (NIST).
Their 15th revision states: ”Cloud computing is a
model for enabling convenient, on-demand network
access to a shared pool of configurable computing resources that can be rapidly provisioned and released
with minimal management effort or service provider
interaction” (Mell & Grance 2009).
All in all, the commonality found in the various
definitions is that cloud computing offers shared infrastructure where scalable and elastic, service-based
offerings can be delivered to customers, on-demand
and on a metered-basis. Users will no longer need
to purchase and maintain their own resources, be it
software or hardware, and instead will be able to lease
computing resources from cloud providers.
2.1

Deployment Models

We can distinguish three different deployment models
of cloud computing.
Public Cloud. This is the standard model that
is most commonly associated with cloud computing. With public clouds, the cloud infrastructure
and applications are owned by the service provider
whom is offering cloud services on a subscription basis. These services are made available to the general public or a large industry group via the Internet
(Hall 2009, Mell & Grance 2009, O’Neill 2010). Although public clouds are equipped to deliver the best
economies of scale, their public nature poses privacy
and security risks that can limit enterprise adoption.
Private Cloud. In this model, the cloud infrastructure is operated for the exclusive use of an organisation. The private cloud can be managed by the
organisation themselves or by a third party. The infrastructure does not necessarily have to be located
on-site and can exist off-site as well, such as Amazon’s Virtual Private Cloud (Mell & Grance 2009,
Amazon 2012b). It is commonly believed that private
clouds can deliver some of the accessibility and scalability benefits of cloud computing without the pitfalls
(O’Neill 2010, Foley 2008). Given that the organisation owns the entire private cloud environment, it
has full control of all the IT resources and is responsible for the safety of their data behind company-built
protections (Hall 2009).
4

Hybrid Cloud. Hybrid clouds utilise a combination of two or more private or public clouds. A hybrid strategy offers a solution to some of the trust
issues of a public cloud, while enabling organisations
to take advantage of the benefits. An organisation
can decide on what sensitive data to keep secured on
their private cloud while connecting to a public cloud
to make use of the unlimited scalability offered for
non-sensitive tasks (Hall 2009, O’Neill 2010).
Private and hybrid clouds are not examined further in this research, which concentrates solely on the
investigation of public clouds. This is because public
clouds present an environment where the user’s data
and applications reside on cloud infrastructure which
is owned and maintained by a third party. It is this
characteristic of the public cloud that raises the most
concerns in regards to data privacy, hence the focus
of this research.
2.2

Service Models

As an orthogonal aspect to these deployment models,
cloud computing services can be delivered at different
layers of abstraction:
Software-as-a-Service (SaaS) This approach
features complete, turn-key applications running on
cloud infrastructure that provide alternatives to locally run applications. Apart from limited userspecific application configuration settings, the consumer does not manage or control the underlying
cloud infrastructure. SaaS applications are accessed
through a thin client interface such as web browsers.
Examples include the online alternatives of office applications such as GoogleDocs and the Customer Relationship Management (CRM) solution provided by
Salesforce.com (Salesforce 2012).
Platform-as-a-Service (PaaS) The services at
this layer provide consumers with application development environments which they can access and
utilise via the Internet. Consumers can use programming languages and tools supported by the
provider to deploy their created or acquired applications onto the cloud software platform. Among
some well-known examples of PaaS are Google App
Engine, Force.com and Microsoft Windows Azure
(Google 2009, Microsoft 2012).
Infrastructure-as-a-Service (IaaS) With IaaS,
cloud providers are able to deliver a complete computer infrastructure via the Internet. At this layer,
consumers are able to obtain processing capacity,
storage, networks and other fundamental computing
resources which they will use to build their systems.
Amazon EC2 is a well-known example of an IaaS offerings (Amazon 2012a).
2.3

Data Centre Locations

Ultimately, data that is sent to the cloud exists on
physical servers in data centres operated by the cloud
provider. Figure 1 shows the publicly known locations
of data centres run by Amazon, Microsoft and Google
(Amazon 2012a, Google 2009, Microsoft 2012). These
companies are vague and non-specific about the exact location of their data centres and the markers
shown only represent the compilation of best information available as of 2010. Furthermore, the data
centre locations shown may not necessarily be utilised
to provide cloud computing services.
As illustrated, there is currently a lack of cloud
infrastructure in Australia and this has been one of
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Figure 1: Possible data centre locations of cloud computing providers.
the main issues hampering cloud computing adoption in this country. Although Amazon and Microsoft
have launched data centres in Singapore to cater for
their users in the Asia Pacific region, it is uncertain
whether Singapore is the most suitable location for
Australian cloud adopters from a privacy protection
standpoint. At present, data protection in Singapore
is regulated via industry-specific laws but there are
no overarching data protection or privacy laws similar to those that exist in Australia (Svantesson &
Clarke 2010).
2.4

Privacy Protection Legislation

In 1980, the Organisation for Economic Co-operation
and Development (OECD) published their Guidelines
Governing the Protection of Privacy and Transborder Data Flows of Personal Data, an international
guideline that has since proven to be instrumental
for the enactment of privacy laws around the world.
These guidelines have been incorporated in national
legislation both within and outside the OECD, but
there are still differences in the regulatory framework
where the laws or lack thereof in different countries
can pose serious problems for the transnational and
multinational firms that conduct business worldwide
(Rudraswamy & Vance 2001).
Privacy in Australia is governed by the Privacy
Act 1988 (Cth) (the Privacy Act), whose provisions
are influenced by the guidelines set out by the OECD
(Australian Government 2010b). The type of privacy
covered by the Privacy Act is the protection of people’s personal information. In essence, personal information is any information where an individual is
reasonably identifiable, i.e. information that identifies or could identify the individual. Aside from wellknown examples such as one’s name and address, personal information also includes medical records, bank
account details, photos, videos, and even information
about one’s preferences and opinions.
2.5

Cloud Computing and Data Privacy

In Australia, businesses covered by the Privacy Act
may choose to be bound by a privacy code approved by the Federal Privacy Commissioner. These
National Privacy Principles (NPPs) aim to ensure
that organisations that hold information about people handle that information responsibly (Australian
Government 2010b). The NPPs were designed in a
way that is technology neutral. As such, these laws
do not specifically address cloud computing-related
privacy issues, and accordingly, it is a matter of applying existing privacy laws to this new technology.

Australian enterprises are responsible for how they
collect, use and disclose personal data relating to
their employees, customers and other business contracts. For example, NPP 4 requires that an organisation take reasonable steps to protect the personal
information it holds from misuse and loss, unauthorised access, modification or disclosure (Australian
Government 2001). With traditional on-site computing, an organisation asserts control over its own data.
Even with business functions that are outsourced, the
organisation usually still has knowledge of how their
data is used and where it is physically located. The
situation becomes more opaque when organisations
outsource to the cloud.
When a company decides to adopt cloud services,
they give their provider access to four types of data
(Mowbray 2009), namely:
Customer data — Data about the organisation’s
own customers e.g. customer details and purchase history.
Account data — Company information e.g. the
business’ contact details and payment information.
Operation data — Data generated by the operation of the cloud computing services, e.g. the
overall set up of the company’s IT system on the
cloud and the internal state of the hosted applications.
Activity data — Data from tracking when and for
which applications the business’ account with the
service provider is used.
As such, users have a lot at stake when utilising cloud
computing, and expect their personal information to
be handled with due care and discretion.
As mentioned previously, one of the most contentious issues with cloud computing is the location of
the cloud itself, where users often do not know where
their information is being stored (Clarke 2010). Most
data centres at the moment are located in US and EU,
and providers may not offer specific geographic coverage to their users. This means that sensitive data
about a company and its customers may be stored in
an offshore location where it is now subject to different privacy laws (Mowbray 2009).
NPP 9 is particularly significant in this context because it limits the circumstances in which an organisation may transfer information about an individual
to an entity in a foreign country. Transborder data
transfers can only be made in circumstances such as
with the consent of the individual, or for the fulfilment
of a contract with the individual or in the individual’s
interest (Australian Government 2001).
3

Approach

This study aims to explore the opinions and behaviours of both end-user and enterprise-users with
regard to data privacy in cloud computing. To this
end, we conducted two web surveys over the Internet
to obtain fast and inexpensive responses. However,
we note that this method does have well-known disadvantages including low response rates and incomplete answers (Neuman 2006). The opt-in nature of
the survey can also introduce bias into the results because the people who choose to respond may actually
differ from those who do not respond. Nevertheless,
as an exploratory research project, the questionnaire
survey method allows us to obtain useful insights into
the cloud computing environment in Australia.
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3.1

Survey Tool

The two surveys were designed using Survey Monkey, a web-based survey tool which offers various
pre-configured question types and advanced answer
validation (SurveyMonkey 2012). All the survey responses were collected anonymously.
The end-user survey consisted of 45 questions
which were grouped into nine separate sections that
each covered a specific area of interest. This ranged
from questions on the background of the participant’s
Internet usage and some demographic details to the
users’ data privacy expectations and their experience
with privacy policies and the privacy protection in
Australia.
The enterprise survey consisted of 59 question in
ten separate sections. It evaluated the applicability
of the Privacy Act 1988 (Cth) and asked participants
about current and future cloud computing plans of
their organisation. The survey’s core sections dealt
with the organisation’s attitude towards data privacy
in the cloud and the current privacy practices in the
organisation regarding collection and use of customer
information.

3.4

On the survey results, the following analyses were carried out using Statistical Package for the Social Sciences (SPSS) version 19.0 software:
• Descriptive statistics (min, max, means and standard deviations) were computed to examine the
normality of each of the variables.
• Cronbach’s alpha coefficient to test the internal
consistencies of the independent and dependent
variables.
• Pearson’s correlation and multiple regression
analysis to analyse the relationship between the
dependent variable (Attentiveness towards privacy notices) and the independent variables (Attitude towards privacy notices; Readability of
privacy notices; Trust towards website; Trust towards privacy protection in Australia).
• Non-parametric tests of differences in end user
concerns by age and IT expertise.
4

3.2

Sample Selection

Both surveys used a combination of purposive sampling and snowball sampling to recruit respondents.
Both are forms of non-random sampling, where the
sample size was not determined in advance (Neuman
2006).
The end user survey targeted end users who might
have had experience with cloud computing technologies. To this end, emails invitations were sent out to
different groups of participants, including University
students and business end users from various Chambers of Commerce across Australia. In addition, a
publicly available link to the survey was made available on the School of IT website. Social sites such as
Facebook and Whirlpool were also used to publicise
the survey.
The enterprise survey on the other hand, targeted
enterprise IT decision makers that would be able
to provide informative insights into the adoption of
cloud computing in Australia. Email invitations were
sent out to a compiled list of industry contacts. For
the original contacts that did not fit the criteria of being IT managers in their companies, their assistance
was requested to forward the email to other colleagues
who would be better suited to complete the survey.
3.3

A model for end users attentiveness to
privacy notices variable and measures

In the literature, authors stress the importance of
end users reading the terms of service and privacy
notices displayed by Internet-based services before
actually using them (Burghardt et al. 2009, Earp
et al. 2005, Gellman 2009, Vail et al. 2008). As such,
the end user survey also contained suitable measurements to study their effects on an individual’s attentiveness to privacy notices. Participants were asked
to rate using a 5-point Likert scale: (I) Their attentiveness towards privacy notices, (II) their attitude
towards privacy notices, (III) the readability of privacy notices, (IV) their trust towards website and
(V) their trust towards privacy protection in Australia. The instruments to measure the variables I
to IV were adapted from the work of Milne & Culnan
(2004) while the items for variable V were adapted
from those used by The Gallup Organisation (2008).

6

Data Analysis

End-User Survey

In the following, we are discussing the results of the
end-user study that explored the attitude and knowledge of Australian end-users towards cloud computing
services.
4.1

Survey Size

A total of 217 responses were collected online using
a online survey tool (surveymonkey.com) between 1
October and 15 October, 2010. However, only 162
responses were fully completed and of these, 9 did
not qualify as they came from participants outside of
Australia. Hence, the total sample size of this survey
was 153 participants.
Most of the respondents were young, well-educated
and experienced Internet users in Australia. The majority of them are from the 18-29 age group (67.3%),
69.3% of them possess a Bachelor’s degree and above,
work in the Information and Communication Technology industry (26.1%) and are Australian citizen’s
(57.5%) from NSW (75.2%). In addition, most have
been using the Internet for 10 years or more (71.9%),
classify themselves as having intermediate IT knowledge (54.2%) and utilise the Internet mainly for email
(98.0%) and education (85.0%) purposes.
4.2

Descriptive statistics

Although the sample size seems to point to an IT
experienced group, prior to the survey, 38% of participants had never heard of cloud computing and 46%
did not know what the term meant (Figure 3). After being given a brief description of what the cloud
encompassed, 86% stated that they are already using cloud computing services. It can also be observed
that many end users do not fully understand the technology and thus were unable to decide if cloud computing made the protection of personal information
more difficult (35%). Furthermore, the majority of
end users (64%) did not know where their data was
stored after being sent into the cloud.
The survey also asked respondents about their use
of various Internet-based services. Figure 2 shows
that respondents were more familiar with popular
SaaS type applications such as email, social networking sites and online media storage, but less so with
professional social networking sites and online office
suites. Newer cloud services were also fairly unknown
to the respondents with many stating that they had
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Figure 2: Use of Internet-based services.
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never heard of business applications (46%), platform
services (37%) and infrastructure services (48%) respectively.

tiated via the results of the enterprise survey which
revealed that organisations place relatively low importance on customers knowing and having control
over where their information is stored (Figure 6, discussed in Section 5.5).
This suggests that in spite of their professed concerns, end users are not too concerned about how
data location actually affects their privacy. Privacy
law is specific to each country and even if an individual was able to gather sufficient information about
a privacy violation, it is often difficult, slow and expensive for victims to pursue action where the violation has occurred outside the victim’s home country
(Clarke 2010, Svantesson & Clarke 2010). However,
another possible explanation is that end users are actually aware of transborder data flow issues but have
merely become too complacent and reliant on such
global Internet services that they no longer care where
their data is stored. This presents the classic case of
benefits and convenience outweighing the risks.

4.3

4.4
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80%
70%

64%

62%

60%

54%
46%

50%
40%

43%

38%

35%

30%

24%

22%

20%
10%

10%

5%
0% 0%

0% 0%

0%

0%

4%

8%

0%
Have you ever heard
of cloud computing?

Do you know the
meaning of cloud
computing?

Yes

No

Do you use cloud
Does cloud
Do all the cloud
computing services computing make it computing services
today?
more difficult for you you engage store
to protect your
your data solely in
personal information?
Australia?
Don't Know

N/A

Figure 3: Knowledge and use of cloud services.

End-User’s Privacy Expectations

We asked the respondents to rate the level of privacy
they place on different types of information about
themselves, on a scale from 1=Public to 5=Very Private. Figure 4 shows the mean values of the responses
obtained. Respondents on average rated tax file number and credit card details as the two most private
types of information about themselves.
With two further questions, we asked the participants about their opinion about privacy on the Internet in general and for their personal privacy in
particular. On the whole, the respondents were concerned with the state of their personal information
on the Internet, and agreed that consumers had lost
control over how companies use and collect personal
information. 74% of respondents also stated that they
were concerned about companies storing and processing their personal information in a cloud environment
without their knowledge and 90% agreed that companies need to inform customers if they send customer information into the cloud. Interestingly however, end users do not particularly value having the
knowledge or control over the location of their information when using Internet- based services (Figure 5). This unanticipated finding is further substan-

The Value of Privacy Notices and Privacy
Seals

This previous observation is further substantiated in
Figure 7 which illustrates the end user responses regarding how often they read privacy notices for various purposes. 60% of end users state that they usually or always pay particular attention towards privacy notices when they are using their credit cards
for online shopping. However, for all the other reasons
presented, the majority of respondents reported that
they seldom read privacy notices. These results were
analysed with Cronbach’s Alpha to test for equivalence reliability i.e. to analyse the degree of consistency among the items in a construct (Neuman 2006).
The general rule of thumb is that a Cronbach’s alpha
score of above 0.7 indicates acceptable consistency.
All the constructs tested in this study were above this
value, thus showing acceptable reliability.
The study also studied the effect of end user’s trust
towards websites on their attentiveness to privacy notices and Figure 8 illustrates these findings. End
users’ prior experience with a company is a determining factor that disinclines users from reading the
website’s privacy notice. Reputation can also be seen
to inspire end user trust as 55% of respondents state
7
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Figure 4: How end-users value privacy of information.
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of users (Gellman 2009). The end users do not seem
to consider such government investigations to be a
major issue, but were more concerned with provider
misuse of data and hacking attacks.
The survey contained several more detailed questions. For space reason, we summarise the most important findings in list form:
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• The risk of data being accessed in government investigations does not appear to be a major issue
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• A good proportion of end users reported that
they were uncertain of the existence of an independent authority in Australia governing data
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Figure 7: Attentiveness towards privacy notices.
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seals do not appear to play a major role in the privacy notice reading habits of most end users (40%) —
this means that the display of a privacy seal on websites neither encourages nor discourages the majority
of respondents in reading privacy notices.
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• The majority of respondents mistakenly believe
that they have access to courts for data breaches
and have the right to compensation for such privacy violations.
• Respondents below the age of 30 show more concern for the risk of data theft via external attacks
compared to those 30 years old and above.
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• Intermediate level IT users show the most concern for the risk of data theft via external attacks, followed by beginner level users and finally
expert users.
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• Attitude towards privacy notices and readability of privacy notices positively impacts an individual’s attentiveness to privacy notices. On the
other hand, trust towards websites negatively impacts this attentiveness. Trust towards privacy
protection in Australia has no effect on attentiveness to privacy notices.
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Figure 8: Attentiveness towards privacy notices.
5
4.5

Analysis

The survey findings demonstrate that most of the
end users surveyed were new to the concept of cloud
computing even though the majority were frequent
users of social networking sites and online media storage, both of which are examples of the SaaS model.
The popularity of such SaaS applications is consistent with the sample demographics which consisted
of mostly 18–29 year old respondents. However, the
overwhelming response to the survey question regarding the storage of data within Australia was ”Don’t
Know” (64%). Respondents who responded in the
negative on the other hand, mostly nominated the
United States as a likely location of where their data
is stored. Although it is a logical conjecture that
American-owned companies such as Google and Facebook conduct their operations out of the US, this is
not necessarily the case considering the global network of data centres operated by such large IT companies (cf. Figure 1).
This suggests that end users may not be fully
aware of the privacy risks that exist in the cloud,
most of which centre around the issue of transborder data flow. 22% of end users believed that cloud
computing did not make it more difficult to protect
personal information while 35% could not decide on
the matter. Data that is stored in US data centres
are subject to the USA Patriot Act through which
the US law enforcement can obtain electronic records

Enterprise Survey

A second aspect of our study is to compare the
end-users perspectives with those of cloud service
providers. To this end, we conducted a separate survey of enterprise users. We asked about business
users’ attitude towards cloud computing platforms
and data privacy issues arising from the use of webbased technologies.
5.1

Survey Size

A total of 22 responses were collected. However, only
17 responses were fully completed and of these, 2 did
not qualify as their organisations were not covered by
the Privacy Act 1988 (Cth). Hence, the total sample
size of this survey was 15 participants.
The majority of respondents have held a technical
role in ICT within the last 10 years (80%), and 26.7%
of them possess a Master’s degree in ICT. Approximately half of the respondents (46.7%) have held a
Senior Executive IT position in their respective companies, and are currently working in an Australianowned organisation (86.7%) in either the Financial
Services industry (33.3%) or ICT industry (33.3%).
5.2

Descriptive Statistics

66.7% of the IT decision makers surveyed reported
that their organisations currently used cloud computing, with cloud services fulfilling less than 25%
of current IT requirements in most cases (90%). For
9
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Figure 9: Enterprise concerns with storing or processing customer-related information in the cloud

5.3

Perceived Disadvantages of Cloud Computing

Enterprise respondents were asked about the factors
they considered to be disadvantages to cloud computing. These findings are shown in Figure 11 with scale
of 0=Not a disadvantage to 5=Very major disadvantage. Respondents whose companies had future plans
for cloud computing (N=11) on average named ”data
privacy risk” to be the biggest disadvantage. This is
then followed by ”risk of regulatory non-compliance”
and ”security risk” in the cloud. At the other end of
the spectrum, cost was clearly not a disadvantage for
respondents with regard to cloud computing.
The issue of data privacy risks with storing or
processing customer-related information in the cloud
was further explored with respondents in the enterprise survey. Among respondents who believed that
cloud computing made it more difficult for organisations to protect customer-related information, their
biggest concerns were the risks of unauthorised data
access and losing of control over data location (Figure 9). Enterprise respondents were surprisingly not
too concerned about data misuse by cloud providers
and of data being accessed in government investigations.
5.4

Factors Influencing Cloud Adoption

Enterprise respondents were asked about important
criteria that would influence their organisation’s decision whether to adopt cloud computing services. It is
interesting to note that having local data centres seem
to be of lower importance to the enterprise respondents surveyed where 3 out of 15 respondents (20%)
reported that it was not an important consideration
10

at all (Figure 10). The most important factor in enterprise decisions to adopt cloud services is the availability of legal or indemnification agreements, with all
respondents stating that it is either Important or Very
Important. This is consistent with the findings of another survey question regarding the procedures that
enterprises have in place to ensure the safe-sharing
of customer-related information with cloud computing providers. The respondents named indemnification agreements the most often used protection when
the enterprise respondents send customer information
into the cloud by a slight margin.
14
Number of Respondents

businesses that have not yet utilised cloud computing,
most have no strategic plans to adopt cloud computing in the future (80%). However, for enterprises with
future cloud plans, they estimate that cloud computing will fulfil a higher proportion of their IT requirements in the next 3 years.
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Figure 10: Factors influencing enterprise adoption of
cloud computing.

5.5

Customer Orientation

The enterprise survey asked respondents to rate
how important they thought various customer-related
practices were in their organisations. The findings
in Figure 6 (scale of 1=Unimportant to 5=Very important) revealed that businesses place relatively low
importance on customers knowing and having control over where their information is stored. Higher
importance is placed on informing customers about
how their information is collected, used and shared
with third parties.
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Figure 12: Enterprise methods to protect customer-related information.
5.6

Privacy Protection Methods

The enterprise survey also explored the methods that
businesses use to protect customer-related information (Figure 12). 14 of the 15 respondents (93%) surveyed revealed that their organisations trained their
employees about proper practices for safeguarding
customer information. It was also interesting to find
that two-thirds of these organisations (10 out of 15)
implement data encryption mechanisms.
5.7

Analysis

Two-thirds of the enterprises surveyed currently employ some form of cloud service, with SaaS being the
most widely-used service model. Cloud use among
these companies is still in the early stages of adoption
and for the most part makes up less than 25% of the
organisations’ total IT requirements. However more
than half the respondents expect the use of cloud services to grow the coming years.
Surprisingly, the majority of respondents stated
that the National Broadband Network (NBN) played
little importance in their companies’ strategic plans
for cloud adoption. On the whole, respondents reported that their businesses place relatively low value
on customers knowing and having control over where
their information is located. Data privacy risk is
deemed the biggest disadvantage for enterprises considering cloud computing adoption, followed by the

risk of regulatory non-compliance. The main concerns that respondents have with storing or processing customer-related information in the cloud are
risks of unauthorised data access and losing control
over data location. The availability of legal or indemnification agreements is the most important factor influencing adoption of cloud computing among
the enterprise respondents surveyed.
6

Summary and Conclusions

On the whole, this study has demonstrated the ineffectiveness of common privacy protection mechanisms
used by companies, such as privacy notices and privacy seals, in communicating a company’s privacy
practices to end users. Most consumers would not
have read the privacy notice before using an Internet
service and even in situations when they do pay attention to it, the document may be too verbose and
complicated for the common layman to extract any
real value from it. Privacy seals on the other hand
do not inspire consumer trust and rightly so considering the poor track record of these seals in actually
enforcing privacy protection (Gellman 2000).
As past researchers have asserted, the privacy protection afforded by the legal systems of most countries
have not kept abreast with the globally distributed
nature of Internet technologies (Jaeger et al. 2008).
While having data centres located in Australia to
cater for domestic cloud computing needs is one pos11
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sible solution for transborder data issues, it is not the
panacea. Privacy issues such as appropriate collection, use and disclosure of data still exist although
the entire cloud is within one and the same jurisdiction (Svantesson & Clarke 2010).
Though it would be ideal for cloud computing
providers to deploy encryption for all their products by default, the lack of financial motivation and
the performance implications of such a mechanism,
it is unlikely that default encryption will become a
norm. However, the user’s privacy protection could
be enhanced with a mechanism to automate greater
transparency for the handling of personal information. Such a mechanism would be able to inform individuals where their data is located and where it
moves to. On-going notifications of this sort may be
beneficial to individuals to keep them informed about
the movements of their personal data.
Data privacy in cloud computing is a complex issue
that involves many different stakeholders and their
contrasting interests. In an ideal world, there would
be the perfect balance of technological innovation,
commercial interest, consumer interest and information policy. This study strives to contribute to this
goal as it provides an overview of the current cloud
computing environment in Australia and the data privacy issues that have brought concerns to enterprises
and end users in this country. Cloud computing will
play an important role in the future of IT, but as this
study of user awareness and policy compliance from
both enterprise and end user viewpoints has shown,
the technology’s privacy risks necessitates the push
for greater transparency coupled with stronger privacy protection legislations.
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1 Research

Abstract
The existing service modeling methodologies, such
as WSDL and OWL-S, are service-oriented, which
mainly focus on providing formalisms for the important features of a web service, including its functionality and QoS parameters. Conforming to these models, users need to first find what the available services are, go through the descriptions, and then shape
the request specifications based on the functionality
of these services. These modeling methodologies do
not cope with the ever-increasing number and variety of web services, which introduces significant difficulties to users when discovering and selecting services in a large scale and heterogeneous environment.
To address this issue, we propose a request oriented
model, where the formalisms focus on user expectations and experiences on the usage of services, i.e.,
what a user wants as the result of accessing to services and what the user will experience during the
service invocations. The model lays out a foundation for efficient and personalized service selection.
It also provides formalisms for describing a service
functionality, which supports service reasoning tasks
to improve automation of service selection and usage.
Based on the model, we propose a Web Service Request Language (WSRL), which allows users to specify
their requests in a declarative way. We also present
the reasoning procedure that mediates the interactions between users and web services.
1

Introduction

The Internet today has a widespread distribution
of e-marketplaces offering diverse products to consumers. Websites usually represent consumer-vendor
interfaces of such online markets. Consumers navigate to websites and specify their needs via intuitive
features and options offered by these websites. In a
typical scenario, a consumer would go through the following steps to purchase a product from the Internet
: (i) Using a web directory or a web search engine,
a consumer locates a suitable website that meets the
needs; (ii) The consumer navigates to the website and
attempts to understand its structure, available options and suitability; (iii) The consumer expresses his
or her needs, determines whether they will be satisfied, explores payment and security options, and possibly completes a business transaction. Companies
c
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hosting the websites typically have a specialized domain. For instance, airlines offer flight reservation,
hotels offer room booking, vehicle agencies offer car
rentals. In case a consumer’s needs cannot be fulfilled
by any single website, e.g., booking a travel package
including all above services, he or she will have to repeat the above steps for each corresponding website,
which is tedious, time consuming, and error-prone.
Service Oriented Computing (SOC) offers a means
to alleviate users from tedious work of manually selecting and interacting with web-based services by
automating service discovery and invocation [20, 7].
Service composition techniques are also considered
as a promising tool to generate and deliver valueadded services, by integrating multiple services into
workflows. The standardization efforts, the key enabler of SOC, significantly improve interoperability
in a heterogeneous environment. Such standards include Simple Object Access Protocol (SOAP) [15],
the Extensible Markup Language (XML), the Web
Service Description Language (WSDL) [17], the Universal Description, Discovery and Integration (UDDI)
repositories [16], Business Process Execution Language (BPEL) [11] , and so on.
As SOC keeps gaining significant interests and attentions from both industry and academia, many research efforts have been conducted aiming to reduce
the human efforts in service usage, such as efficient
service discovery, and automatic service composition.
These works are supported by several formal service
oriented models, where the formalisms focus on describing the features of a web service, such as its functionality and performance parameters [3, 19, 12, 21].
User requirements need to be specified in a way that
conforms to these models to be processed. This leads
to a service oriented interaction pattern, where users
need to first find what the available services are and
then shape their request specifications based on the
description of these services. Driven by the popularity of SOC, the amount and variety of web services
have been tremendously increased. Meanwhile, service composition technologies allow to dynamically
generate a value-added service by composing multiple
services together, which exponentially increases the
number and the kinds of services available for users.
This introduces great difficulties in discovering, selecting, composing, and accessing services based on
the existing service oriented models.
To address the above issue, we propose a request
oriented model, where the formalism focuses on user
expectations and experiences on the usage of services,
i.e., what a user wants as the result of accessing services and what the user will experience during the
service invocations. The model lays out a foundation for efficient and personalized service selection.
It also provides formalisms for describing a service
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functionality, which supports service reasoning tasks
to improve automation of service selection and usage.
Guided by user expectation and experience, matched
services will be selected and invoked. Services will
also be composed if needed in a static (e.g., predefined business processes) or dynamic way. On top of
the model, we propose a Web Service Request Language (WSRL), which allows a formal and declarative
specification of user requirements. More specifically,
users do not need to specify which services will be involved and how to access the services when describing
their requirements. This frees users from the tedious
work of reading service documentations to learn the
technical details for service selection and invocation.
Moreover, if a user’s requirement demands the composition of several services, i.e., a value-added service,
the proposed framework will automatically select related services and orchestrate them together.
The rest of the paper is organized as follows. We
describe a laptop purchase scenario as a running example to motivate and illustrate the proposed approach in Section 2. We concentrate on defining the
request oriented model and the request language in
Section 3. In Section 4 we provide an overview of
the request framework and how the request system
is used. In Section 5 we provide a brief description
of the implementation of the WSRS. In Section 6, we
discuss some representative related work and describe
how this work is different from them. We finish with
a conclusion in Section 7.
2

A Laptop Purchase Scenario

In this section, we describe a laptop purchase scenario
to show how a Web Service Request System (WSRS),
a supporting framework of WSRL, works. We also
use it as a running example to illustrate the important
concepts and approach proposed in this paper.
As depicted in Figure 1, suppose a user wants to
buy a laptop equipped with a 15-in screen and an
Intel processor, and with a high rating in customer
review. At this point, the user does not know what
services are available, what services are related, and
what formats are needed to follow to invoke the services. He follows WSRL format for his request specification, which is not linked to any concrete service.
Once he submits the request, the system will analyze
it and process it.
By performing some service reasoning tasks, the
system will locate several services, including a laptop
review service for finding a desirable laptop, a customer purchase service for performing the purchase
process, and a delivery service for arranging the laptop delivery. After invoking the laptop review service,
the system returns a list of matched laptops to the
user. Once the user selects a laptop and submits the
decision, the system orders the laptop by invoking a
computer purchasing service with the input obtained
from the user. A receipt will be generated as the result of the invocation and be forwarded to the user
by the WSRS. Once the receipt is ready, the WSRS
system will automatically invoke a delivery service for
the shipment.
During the entire process, there is no direct interaction between the user and the three services. This
significantly alleviates the efforts and knowledge required from users. In general case, such a WSRS
system can potentially be deployed to any specific
business domains, as a single entry point to multiple related web services. More importantly, with the
request oriented model, WSRS allows a flexible and
customized service delivery on a large scale.
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3

A Request Oriented Model and Web Service Request Language

In this section,we propose a novel model for web services as a formal grounding of user-service interactions. We use the running example, the laptop purchase scenario, to illustrate the concepts in the model.
In the literature, the proposed web service models, are mainly service-oriented and do not describe a
web service from a user’s perspective. To provide a
complete view, our model defines two types of information, which are described below.
• User state: A user’s state is defined and traced
once he/she enters a WSRS system. The state
is altered every time when the user invokes
a web service through the system. The initial state of a user shows his/her expectation
on using the system. The transitions of the
state shows his/her experience, i.e., how the
expectation gets fulfilled. It is worth knowing
that there are dependent constraints between
user states.
For example, a user cannot
have such a state, where purchasedlaptop
=
false
&&
initiatedDelivery=true.
That is, initiatedDelivery depends on
purchasedlaptop. In this section, we formally
define a user state and the dependency between
states.
• Web service: We define a web service from a
user’s perspective. We differentiate two types of
services, abstract services and concrete services,
where abstract services focus on the service functionality and concrete services focus on service
implementation. A service functionality is defined in two aspects, transforming input to outptut (i.e., data related), and altering user states
(i.e., state related).
3.1

The User State Model

To design a request oriented model, it is important
to understand a service, single or composed, from a
user’s point of view. In a typical scenario, a user considers two types of features of a service, functional
and non-functional. For the functional features, a
user’s perspectives include: the state transition by
invoking a service, the information retrieved from invoking a service. For the non-functional features, a
user concerns the quality delivered by a service, such
as duration, fee, reliability, and security. Therefore,
it is reasonable to say that a users expectation on
his/her interactions with services is centred around
these features. Along with this line, we define a user
state variable as follows.
Definition 1 (User State Variable): A user
state variable represents an attribute of a user state.
It is defined as a triple, var =< Name, Val, T >
where:
• Name is the name of the variable.
• Val is value of the variable.
• T is the type of the variable. Our model considers
two types of variables:
1. Information Variable < info > : representing data used by a service, i.e. a services input and output messages.
2. Functionality Variable < fn > : representing whether a functional goal is achieved
in the business process.
It is usually
Boolean.
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Figure 1: Purchasing A Laptop Via The Request System
In our laptop purchase example, the information
variables would include ComputerType, RequiredRating, Processor, ScreenSize, DeliveryAddress, ComputerModelNo, Computer-Rating, ComputerPrice, PurchaseReceipt and TrackingNumber. They are used
as inputs and outputs of the laptop review service,
computer purchase service and the delivery service.
The functionality variables would include gotRatings,
purchasedLaptop, initiatedDelivery. Each of the functionality variables represent the status of the operations of these services. We formally define a user state
as follows:
Definition 2 (User State): A user state can
be defined as a tuple, S =< ID, V arf n , V arInf o >
where:
• ID is a unique global identifier for the state. ID
= 0 indicates the root state.
• V arf n is a set of instantiated functionality variables.
• V arinf o is a set of instantiated information variables.
A user can change the state by invoking services.
When an atomic service is executed, its effects and
outputs would change the values of one or many user
state variables, so that the user is transferred to a
different state. This is demonstrated in Figure 2(a),
where invocation of the getRatings operation results
in the change of user state variables by the laptop review service. The functionality variable corresponding to the invoked service is given value true as a result of the invocation, and the information returned
by the invoked service (i.e. output messages of the invoked operation) is incorporated into the information
variables. We model the transitions between states as
state dependencies, which are defined as follows:
Definition 3 (User State Dependency): A
user state dependency can be defined as a triple,
SDep =< Spred , Ssucc , Compf n > where:

• Spred is the predecessor (or previous) state .
• Ssucc is the successor (or next) state .
• Compf n is an atomic service. Its invocation can
transfer a user from state Spred to state Ssucc .
User state dependencies connect user states into a
user state graph, which is defined as follows:
Definition 4 (User State Graph): A user state
graph is a directed acyclic graph (DAG) with a single
root, denoted by a triple USG =< r, V, E > where:
• r is the root user state, representing the state
when a user first enters the system.
• V is a set of user states that are the nodes of the
DAG.
• E is a set of user state dependencies that are the
edges of the DAG.
The purpose of the user state graph is to show all
the possible execution sequences of a dynamic business process. The detailed user state graph cannot be
generated at design time as the values of information
variables are unknown until the actual invocation of
services. However, the values of functionality variables are usually predictable based on functionality
descriptions of a service. It is possible to generate
an abstract user state graph at design time, where
the functionality variables are completely bound and
the information variables remain unbound. Our service request system generates this abstract graph as
a pre-computing step. Figure 2 (b) shows an example
of an abstract user state graph for the laptop review
service, computer purchase service and the delivery
service. To generate an abstract user state graph,
we need the descriptions of functionalities of web services. A service operation functionality is usually
modeled as pre and post-conditions. We define these
aspects in the functionality component of the web service description model in section 3.2.
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Figure 2: Examples of User State, User State Dependency and User State Graph
3.2

The Web Service Description Model

The purpose of the web service description model
is to describe the operations, messages, data types,
port bindings and policy parameters of atomic web
services, in order to create a composite service automatically based on user requirements. The model is
subdivided into two parts, i.e. the model of an abstract service and that of a concrete service. An abstract service represents a class of services of the same
functionality and interface [8]. A concrete service is
an actual instantiation of an abstract service. Each
abstract service is usually created by a service designer and stored in a local repository. Each concrete
service is implemented by a specific service provider
with or without being aware of the corresponding
abstract service description. In the latter case, the
mapping between abstract services and concrete services should be generated in a manual or dynamic
way [9]. In principle, each abstract service can have
multiple service providers, and can therefore correspond to multiple concrete services. The abstract service model we propose in this paper consists of two
components, namely the information and functionality components, which correspond to the two types
of user state variables defined in section 3.1, i.e. the
information and functionality variables.
1. Information Component: This component is used
to describe the input and output messages for the
atomic service that this component represents,
in the form of information variables in the user
state model. It specifies exactly which information variables are required by this atomic service
as input and which ones are required as output.
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2. Functionality Component: This component represents an atomic service operation. This component provides the pre and post conditions of the
operation in the form of first order logic propositions. Each logic proposition is composed of
a set of functionality variables of the user state
model. This is precisely the semantic information required to generate the user state graph.
Some examples of abstract service descriptions are
given in Figure 3 (a). To define concrete services, we
first introduce concrete service variables.
Definition 5 (Concrete Service Variable): A
concrete service variable represents an attribute of an
executable service offered by a provider. It is defined
as a tuple, var =< N ame, V al, T > where:
• Name is the name of the variable.
• Val is the value of the variable.
• T is the type of the concrete service variable.
There are two types of variables :
1. Policy Variable < pol >: Represents a
WS-Policy attribute of a web service. This
includes quality of service, security and versioning information.
2. Implementation Variable < impl >
: Represents the service provider, abstract service and service implementation
elements such as network address and port
bindings.
The mapping between abstract services and concrete services is made by an implementation variable
e.g. the Abstract Service variable in Figure 3 (b). The

Proceedings of the First Australasian Web Conference (AWC 2013), Adelaide, Australia

Figure 3: Examples of Web Service Descriptions
concrete description model also has two components,
namely the policy and implementation components:
• Implementation Component: This component
contains the implementation variables, such as
the name of the service provider, and port
binding information for the service implementation. They can be mapped to WSDL description elements, such as <binding>,<port> and
<service>.

Definition 7 (Web Service Request): A
web service request is defined as a tuple R =<
V arinf o , V arf n , V arimpl , V arpol , Ret >, where:
• V arinf o is a set of variable constraints on information variables.
• V arf n is a set of variable constraints on functionality variables.
• V arimpl is a set of variable constraints on implementation variables.

• Policy Component: This component describes
the Quality of Service, security protocols, and
service versioning information in a list of policy
variables. Attributes in WS-Policy can be incorporated into this component [2].
Figure 3 (b) illustrates some concrete services involved in our laptop purchase example.
3.3

The Web Service Request Language

WSRL allows a user to express a service request in
terms of service variables and specify the target state
the user wants to arrive at (i.e. goal state). When
expressing a service request, we assume that the user
is presented with all user state variables and concrete
service variables in the system and the user has adequate knowledge about the variables and their respective purposes. This is a reasonable assumption as far
as a normal user is concerned, as the variables are
mostly represented by terms the user would be well
versed in. Users express constraints on service variables to reflect their service requirements, through our
service request language.Formally defining a variable
constraint, we have:
Definition 6 (Variable Constraint): A variable constraint is defined as a logical expression described in propositional calculus. To form an atomic
variable constraint, a variable and its possible value
are combined by an equational logic connective (i.e.,
<, >, =, <=, >=) . Two atomic variable constraints
can be combined using a propositional logic connective
(i.e.,∨, ∧, ¬)to form a compound variable constraint.
A web service request is formed by variable constraints.

• V arpol is a set of variable constraints on policy
variables.
• Retis a set of information variables that the request defines as return values.
Except the variables in Ret, each constraint is associated with one of the unary operators require and
optional, indicating whether it is a mandatory constraint or an optional constraint.
An example service request for a laptop computer,
with a 15 screen, an intel processor, a five star rating, and a maximum $10 fee for the services invoked,
would be:
request{
require<info> Laptop : : ComputerType = “ Laptop ”
and Laptop : : Processor = “Intel”
and Laptop : : RequiredRating =“5”
and Laptop : : ScreenSize = “15 in ”
require<fn> Laptop : : initiatedDelivery
require<pol> Laptop : : ServiceFee < “$10”
return Laptop : : PurchaseReceipt
}
The semantics of WSRL operators are clearly defined in
Table 1.

4

The Web Service Request Framework

The web service request framework is responsible for generating the user state graph as a pre-computing step and then
translating a service request given by a consumer into a web
service execution plan. The execution plan can then be directly
executed to deliver the results desired by the consumer. The
translation is conducted in four steps, which are described as
follows.
First, a request encoder translates a request written in the
request language to a web service request conforming to Definition 7. This encoded request is a set of variable constraints
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Table 1: THE OPERATORS OF WSRL
WSRL Operator
n :: var
request {p1 , ..., pn }
require < var > p
if p1 then p2 [else p3 ]
optional p
prefer p1 to p2
return p

Purpose
Express the variable var as part of the service namespace n
Express ordering of variable constraints p1 to pn in a service request
Express a mandatory variable constraint p on a variable of type var. Here var ∈
{inf o, f n, pol, impl}
Express a conditional binary (if p1 then p2 ) or ternary (if p1 then p2 else p3 ) variable
constraint?
Express a variable constraint as optional, i.e. not mandatory for the satisfaction of the
request?
Express a variable constraint as a preference to another i.e. if p1 is satisfied then p2 does
not hold, else p2 needs to be satisfied
Express a variable constraint p on information variables, as a return value for the satisfaction
of a service request.

given in Definition 6. These constraints are passed on to a request mapper algorithm, which maps them to an abstract user
state, called goal state. The functionality variables of the goal
state are instantiated with boolean values that agree with the
functionality variable constraints in the request. The information variables of the goal state remain unbound.
Second, the goal state is passed on to a path finder, which
finds a path in the abstract user state graph that takes the root
user state to this goal state. This path is called the goal state
path. A goal state path is defined as follows:
Definition 8 (Goal State Path):
A goal state path for a user state g is defined as a set
P g = {D1 , D2 , ...., Dn }, where Di is a user state dependency,
1 < i < n and D1 .Spred = r (root state) and Dn .Ssucc = goal
(goal state).
Third, the goal state path is passed on to an execution
plan generator, which uses the concrete service descriptions
in the system to create a service execution plan. This plan
associates a concrete web service to each edge (or user state
dependency) of the goal state path, and binds its inputs and
outputs to the corresponding information variables. The concrete web services are chosen based on the implementation and
policy variable constraints given by the users request. For example, in the laptop purchase request given in section 3, the
ServiceFee policy variable has a constraint of being less than
$10. Therefore, the execution plan generator must guarantee
that the aggregated service fee of the selected concrete services
be less than $10. A service execution plan is defined as follows:
Definition 9 (Web Service Execution Plan): A
web service execution plan is defined as a set ExP =
{ExI1 , ExI2 , ...., ExIn } where ExIi is a concrete web service,
1 < i < n. Figure 4 shows the set of variable constraints,
the corresponding goal user state, goal state path and service
execution plan for the laptop purchase example.
Fourth, a service executor invokes the services indicated in
the service execution plan. At this stage, when each invoked
service returns results, the information variables in the user
state graph start getting values assigned to them. The constraints on information variables are enforced by the service
executor at two stages. Suppose a service is about to change a
set of information variables.
• Stage One: Before executing the service, we first check
whether the service can take the corresponding information constraints as inputs. If it does, we feed the constraints as input to the service, so that the execution results would satisfy the constraints directly. For instance,
as the Computer Rating Service takes a constraint on
ScreenSize as input, the service executor feeds the constraint ScreenSize = “15 in” to the service.
• Stage Two: After executing a service, we check again
whether the resulting values agree with the information
constraints in the service request. If a list of results are
returned by the service, a single result that satisfies all
the information constraints is selected. The values in the
result are used to instantiate the corresponding information variables. For instance, a number of laptop models
may be returned by the Computer Rating Service. Based
on the information constraint RequiredRating = 5, one
of the laptop models rated as 5 would be selected by our
system. In case there is no result satisfying all the in-
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formation constraints, the system reports an exception to
the user who may ignore it, or abort the transaction.

5

Implementation

A prototype implementation was created in Java using a modelview-controller architecture pattern. The model consists of the
implementations of the various elements of the request oriented model such as the abstract and concrete web service
descriptions, functionality and information variables, components, user state graph, dependency etc. The controller consists of processes or steps defined in the request framework such
as the user state graph generator and path finder. These processes accept user inputs and use objects defined in the model
to produce outputs. The view consists of a user interface that
accepts a web service request in WSRL and generates a service execution plan based on the request. A series of empirical
and compound tests based on different scenarios are being conducted to determine the average and worst case computational
costs of the steps in the framework.

6

Related Work

Our work is related to three topics: service modeling, automatic service composition, and customized service delivery,
which are important and interrelated research topics in service
oriented computing. In this section, we discuss some representative works and differentiate our approach from them.

6.1

Service Modeling

Several semantic web service languages have been proposed
to realize semantic web services to facilitate automatic service
discovery and service composition [10]. Representative works
include WSDL-S [18], OWL-S [3], and WSMO [19]. WSDL-S
extends WSDL, the standard web service description language,
with semantic annotations to its input and output parameters
with OWL concepts. OWL-S is built on OWL. It provides
a set of markup language constructs for describing properties
and functionalities of web services from four aspects, including
service provider, service capabilities (i.e., input, output, precondition, and effect), service execution process, and service
accesses (i.e., service grounding). WSMO is built on WSMF.
It describes a web service from four aspects, including nonfunctional properties, used mediators (addressing data and process sequence mismatches), capability (i.e., precondition and
postcondition), and interface (describes data flow and control
flow).
Existing semantic web service languages mainly focus on
a service oriented models, which aim at adding machine understandable annotations to service descriptions. As a result,
users need to first understand a service description and conform
their requests to it. Our approach, on the other side, provides
a modeling methodology from user perspectives. It allows the
specification of user expectation and experience of using a service which can be atomic or composite, which will facilitate
customized service selection and composition. More specifically, instead of modeling and reasoning states of services, we
define states of users, which capture users experiences when
invoking services, to better achieve a customized and flexible
service composition. We also enrich the logical expression of a
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Figure 4: Translating a Service Request into a Service Execution Plan
goal by adding a user’s data-related expectation [1]. Therefore,
a user’s expectation is captured in two aspects, data retrieval
and user state alternation, which are used to guide the process of service composition. We incorporate the idea proposed
in [6, 22], where services are composed by matchmaking their
input and output on a semantic level.
In [5], a Context-Based Web Service Description Language
(CWSDL) was proposed to incorporate context information in
a service modeling. Context can be internal, which is related to
service features, or external, which is related to user features.
To help better service, CWSDL allows the specification of a
set of context functions, which take context information, such
as a user’s location, as input to evaluate and rank services.
It can also be used to consider user preferences, defined as
context functions, when selecting services. Different from [5],
our approach, having a user-centric modeling theme, provides
more expressive power to describe user preferences on service
selection, which can be data centric and state centric. Data
centric user preference specifies what the information flow a
user prefers to have during the interaction with a service. State
centric user preference specified how a user’s state varies during
the interaction. We use a User State Graph to specify the
dependency between states, which can be used to explore all
possible execution sequences of a dynamic business processes
and then determine a concrete service selection and execution
plan.
In [12], Papazoglou et al. proposed an AI-planning based
language, XML Service Request Language (XSRL) for requesting services and performing planning under uncertainty. The
language models the service domain as a nondeterministic state
machine. An XSRL request is encoded into a constraint satisfaction problem and then passed to an AI planner, which
automatically generates a service execution plan. As its basic
model is nondeterministic, the outcome of an execution plan
is usually unknown before the actual execution. To solve this
problem, the authors proposed to continuously monitor and
modify the plan to deliver the best-effort results. The work in
this paper shares the philosophy of XSRL, but aims to provide
a less computationally expensive and user friendly approach.
We model the service domain as a deterministic state machine,
which is only based on services functionality. The unexpected
results are handled by the service executor at run time. In
addition, our model treats information and functionality differently. In the request system, only constraints on functionality are considered in the planning process, while constraints
on information are considered at run time. This allows us to
substantially reduce the complexity of the model and the computational cost of planning.

6.2

Service Composition

There are many approaches proposed in the literature for automatic web service composition. [14] provides a survey of
some AI planning based service composition methods. In these
works, a service is modeled as an action, which can be performed to change states. Each action is specified by its precondition and effect, i.e., the states before and after performing the
action, respectively. Once there is a service composition task,
an initial state and final state, i.e., the goal, are described. A
reasoning process is performed to generate the execution order
of actions, so that the system will start at the initial state and
reach the final state. These works are supported by existing
semantic service models, such as OW-S [3] and WSMO [19],
where preconditions and effects are treated as the properties
of a Web service and presented as logical formulas. The limitation of these AI planing based approaches is that a goal is
usually represented as a state. This does not capture a user’s
expectation on retrieving information from accessing services,
which is a very common web service usage.
Aiming to address this issue, some extended AI approaches
to model and automate service composition have been proposed [4, 13]. In [13], automatic service composition is
achieved by automatically mapping process-level composite
service descriptions to knowledge-level service interactions. A
knowledge-level, i.e., data centric, goal is specified. Services
are selected and composed, determined by their inputs and
the transitions from their inputs to outputs, until the goal is
achieved. In [4], the approach allows extensions to a goal specification, such as numeric variables, temporal constructs, and
maintainability properties. It also allows specifying goals from
two differential aspects: information gathering and state transitioning. We leverage these service modeling approaches and
follow their reasoning principle, i.e., planing service invocations
to reach a goal.

6.3

Service Delivery

Yu and Bouguettaya present a different perspective to the same
problem in [21]. They proposed a query algebra for users to
issue service requests declaratively. The query algebra aims to
provide optimized access to web services based on their functionality and quality. It uses a relational model that abstracts
web services based on their functionality. A predefined dependency graph is used to generate a service execution plan.
Different from their approach, our model provides an intuitive interface for users to specify only their objectives rather
than exactly what abstract services to use. WSRS allows users
to specify their goals in terms of required information and functionality, thereby frees them from specification of services to be
used. This allows the request system with enough data to se-
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lect the most appropriate services at runtime, that may fulfill
the users request.

[15] W3C.
Simple Object Access Protocol
http://www.w3.org/TR/SOAP/, 2003.

7

[16] W3C. Universal Description, Discovery, and Integration
(UDDI). http://www.uddi.org, 2003.

Conclusion and Future Work

This paper proposes a novel modeling approach for web services, request oriented model, which provides users a convenient and declarative way to express their requirement on the
usage of web services. We formally define user states and their
dependencies, web service descriptions, and web service requests. Based on the model, we propose a formal language,
Web Service Request Language (WSRL) to express a service
request, which can be automatically handled by a supporting
framework, Web Service Request Framework (WSRF). We have
shown through an example that the proposed WSRF can act as
a new entry point for multiple web services, creating dynamic
service compositions and delivering customized results directly
to users. We illustrated that, by differentiating between information and functionality, computational cost involved in service composition could be reduced. As the future work, we
plan to perform a comprehensive experimental study, where
real-world services are used, to evaluate our approach. We also
plan to add dynamic service selection component to our system, to improve its efficiency and robustness.
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Abstract
One common problem in viral marketing, counterterrorism and epidemic modeling is the efficient detection of a community that is centered at an individual
of interest. Most community detection algorithms are
designed to detect all communities in the entire network. As such, it would be computationally intensive
to first detect all communities followed by identifying
communities where the individual of interest belongs
to, especially for large scale networks. We propose a
community detection algorithm that directly detects
the community centered at an individual of interest,
without the need to first detect all communities. Our
proposed algorithm utilizes an expanding ring search
starting from the individual of interest as the seed
user. Following which, we iteratively include users at
increasing number of hops from the seed user, based
on our definition of a community. This iterative step
continues until no further users can be added, thus
resulting in the detected community comprising the
list of added users. We evaluate our algorithm on four
social network datasets and show that our algorithm
is able to detect communities that strongly resemble
the corresponding real-life communities.
Keywords: Community detection, clustering algorithm, social networks
1

Introduction

Most community detection algorithms aim to detect all community structures in the entire network
graph, which is both tedious and computationally intensive due to the large scale of current social networks. For purposes such as viral marketing, counterterrorism and epidemic modeling, we are most interested in the community surrounding a particular individual because he/she is determined to be influential
in the spread of product information (viral marketing), at the heart of a terrorist organization (counterterrorism), or a high-risk individual for an infectious
disease (epidemic modeling). As such, it would be
more efficient to focus directly on a community that
is centered at this influential individual, compared to
first detecting all communities followed by identifying
the communities that this individual belongs to.
Hence, we propose a community detection algorithm that directly detects a community centered at
Copyright c 2013, Australian Computer Society, Inc. This paper appeared at the 1st Australasian Web Conference (AWC
2013), Adelaide, South Australia, January-February 2013.
Conferences in Research and Practice in Information Technology (CRPIT), Vol. 144, Helen Ashman and Quan Z. Sheng
and Andrew Trotman, Ed. Reproduction for academic, notfor-profit purposes permitted provided this text is included.

an individual of interest. Our proposed algorithm
starts from a seed user (i.e. the individual of interest)
and performs an expanding ring search to iteratively
include users into that community. Users are included
into the community based on a metric of their number
of links to other users in the community. This iterative adding of users continues until no further users
satisfy the metric and could be added. Our main contributions include proposing this seed-centric community detection algorithm (Section 3) and evaluating
this algorithm on three real-life social networks and
the YouTube online social network (Section 5 and 6).
2

Related Work

There exists an extensive literature on community detection algorithms and we focus on those based on a
set of seed nodes, as these algorithms are more closely
related to our work. Andersen and Lang proposed an
algorithm based on a series of random walkers, each
traversing a limited number of steps starting from a
set of seed nodes (Andersen & Lang 2006). This algorithm then uses network flow to clean up the results
before returning the detected community based on a
selection of nodes that the random walkers have traversed through.
Similarly, Andersen et al. proposed a local community detection algorithm based on a set of seed
nodes using a modified version of the PageRank algorithm (Andersen et al. 2006). A series of random
walkers start from this set of seed nodes and each node
they traverse is considered for inclusion into the community based on the value of their resulting PageRank
vector. Our proposed algorithm differs from the algorithms by Andersen and Lang, and Andersen et al.
in that we detect communities surrounding a single
seed node whereas they require a set of seed nodes.
Also, our method differs in the definition of the metric that is used to determine whether a node should
be included in a community.
Similarly, there are various algorithms for detecting communities using a single seed node. Clauset
introduced the local modularity R which measures
how much a node is on the boundary of the community (Clauset 2005). Clauset then starts from a seed
node and iteratively adds neighbouring nodes into the
community that maximizes the modularity R, resulting in the detection of a local community. Our proposed algorithm differs from Clauset’s in our definition of modularity and the option to modify this modularity to detect communities of different strength.
In the same spirit as Clauset (i.e. the local maximization of modularity), Luo et al. proposed an algorithm that starts from a seed node and uses an
iteration of adding and deleting nodes until the local
maximization of modularity at the eventual commu-
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nity (Luo et al. 2006). However, this method could
potentially exclude the seed node and result in a detected community without the seed node. This potential exclusion of the seed node is the main difference
with our algorithm, which ensures that the seed node
is still included in the detected community.
3

Methodology

Most definitions of a community are generally based
on the concept that the community comprises individuals who are more densely connected to each other in
the community than to those outside the community.
Specifically, Radicchi et al. introduced the concept of
strong and weak communities where strong communities comprise individual users who each has more links
within this community than outside, while weak communities comprise users who collectively have more
links within this community than outside (Radicchi
et al. 2004). In particular, we implemented a modified
version of Radicchi et al.’s definition of a strong community by introducing a community strength factor
for adjusting the size and strength of the community
detected.
We first model the social network as an undirected, unweighted graph, G = (N, E) where N
and E respectively refer to the set of nodes/users and
edges/links in the graph. Undirected links correspond
to social links that are reciprocal and reflective of reallife friendships, thus our choice of undirected links
for the algorithm. While our paper uses unweighted
links, the algorithm could cater for weighted links by
implementing a simple filtering scheme based on the
weight of links. This filtering scheme would work in
such a way that links below a certain threshold weight
are excluded for consideration as part of the graph.
Each user i ∈ N has ki links, with each link pointing to another user either within or outside the community. The number of links pointing to users within
the community is denoted as kiin and those outside
the community as kiout . In addition, we introduce a
community strength factor f that allows us to adjust
the size and strength of the detected communities.
Our definition of a community is as denoted:
kiin > kiout × f

(1)

Our proposed algorithm differs from that of Radicchi et al. in two ways. Firstly, we introduce a community strength factor f to their original definition
of a strong community, thus allowing us to adjust the
strength and size of the community detected. Secondly, the method proposed by Radicchi et al. takes
an entire graph and iteratively divides it until the
separate communities emerge, whereas our algorithm
starts from a single seed user and gradually builds up
the community surrounding this user.
Our algorithm (as presented in Algorithm 1) can
be broadly divided into the following steps:
1. Identify a user of interest as the seed node and
include this user as part of the community.
2. Retrieve all neighbouring nodes of the seed node.
Include these 1st degree (one-hop) neighbours as
part of the community.
3. Retrieve all the 2nd degree (two-hops) neighbours of the seed node (i.e. neighbours of the
neighbours of the seed node). Include them as
part of the community if they fulfill our definition of a community as stated in Equation 1.
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Algorithm 1 Seed-centric Community Detection
Input: G = (N, E): An undirected, unweighted
social network graph, s ∈ N : the seed node
Output:
detectedCommunity:
A list of
nodes in the community centered at the seed
node s
begin
Add Node s to detectedCommunity
for all Neighbour ns of Node s do
Add ns to detectedCommunity
end for
for all Neighbour ns of Node s do
for all Neighbour mn of Node ns do
Add mn to listNeighbours
end for
end for
while listNeighbours 6= NULL do
for all Node n in listNeighbours do
if knin > knout × f then
Add n to detectedCommunity
Add n to listNewMembers
end if
end for
listNeighbours = NULL
for all Node n in listNewMembers do
for all Neighbour mn of Node n do
Add mn to listNeighbours
end for
end for
end while
return detectedCommunity
end
4. Repeat Step 3 for the 3rd, 4th, nth degree neighbours until no further nodes can be added to the
community.
5. The eventual list of included nodes would be the
community centered at the seed node.
As our algorithm aims to detect a community centered at an individual of interest, Step 1 is to identify
such a user as the seed node s. In real-life, this seed
node s can correspond to an individual with a large
number of links to other users, or a person in a particularly influential position (e.g. the CEO of a company
or the director of a research institute). Next, Step 2
includes all neighbours of the seed node s as part
of his/her community, which is reasonable as these
neighbours are one-hop friends of seed node s who
he/she is more likely to interact with frequently. Following which, Steps 3 and 4 are basically iterative
steps that continuously include nodes (which satisfy
Equation 1) in an expanding ring search. This expanding ring search coupled with our definition of a
community (Equation 1) ensures that the search does
not propagate too far, as nodes that do not satisfy
this definition will not further propagate the search.
4

Experimental Setup

In order to validate the correctness of the communities detected by our algorithm, it is important to
evaluate our community detection algorithm on social networks where we know the ground truth (i.e.
the real-life communities). For this purpose, we selected the Zachary Karate Club, Doubtful Sound Dolphins and Santa Fe Institute Collaboration datasets
which have been used by many authors to establish
the correctness of their community detection algorithms (Girvan & Newman 2002, Arenas et al. 2008).
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The Zachary Karate Club and Doubtful Sound
Dolphin datasets comprise 34 and 62 nodes respectively, where each dataset is further divided into two
different communities (Zachary 1977, Lusseau et al.
2003). The Santa Fe Institute Collaboration dataset
comprises 118 nodes which are further divided into
four communities, each representing a different field
of research (Girvan & Newman 2002). These datasets
are chosen as we know the ground truth of the actual
real-life communities and can compare them to the
communities detected by our algorithm.
Next, we also evaluate our algorithm on a largescale online social network based on YouTube. This
dataset comprises 1.1 million nodes, 2.9 million edges
and nodes may join any of the 47 different YouTube
groups (Tang & Liu 2009).1 The main challenge with
evaluating community detection algorithms on online
social networks is the verification of actual real-life
communities (i.e. establishing the ground truth). In
this case, we adopt the best approximation of ground
truth by using the YouTube groups that the users belong to. Users who are members of the same YouTube
group are inferred to be members of the same real-life
community. In addition, we further validate our algorithm using network properties such as average clustering coefficient, average path length, average degree
and diameter as measures of the topological structure
of the detected communities.
5

Overview of Results

We first evaluate the correctness of our algorithm by
examining the precision and recall results on the three
datasets. Precision refers to the number of correct
nodes classified out of all nodes classified while recall
indicates the number of correct nodes classified out
of all actual nodes in the community. In terms of recall, our algorithm is able to detect almost all nodes
(≥98.5%) that belong to their respective communities. We were able to achieve 100% recall for both the
Doubtful Sound Dolphins and Zachary Karate Club
datasets. The recall rate for the Santa Fe Institute
dataset was also high at 98.5%.
Similarly, the results for precision are also relatively high with our algorithm correctly classifying
97.6%, 87.2% and 84.9% of nodes into their actual
communities for the Doubtful Sound Dolphins, Santa
Fe Institute and Zachary Karate Club datasets, respectively. While the results for precision are high, it
is worthwhile to further examine and understand why
some nodes are incorrectly classified.
5.2
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Evaluation on Real-life Social Networks

We begin our evaluation on the three real-life social
networks by first selecting the seed nodes for each
social network. For the Zachary Karate Club, we
chose the club president and instructor as the two
seed nodes, who also have the highest number of links.
Similarly, for the Doubtful Sound Dolphins, we chose
two nodes with the highest number of links in their
respective communities as the seed nodes. Likewise
for the Santa Fe Institute Collaboration Network, we
selected one seed node from each field of research who
also have one of the highest number of links.
5.1

S

Further Analysis of Results

We now analyze the Zachary Karate Club dataset
where Fig. 1 shows the communities detected (circled
1
Tang and Liu have made this dataset publicly available at
http://socialcomputing.asu.edu/datasets/YouTube2.

Figure 2: Doubtful Sound Dolphins
with a dashed line) by our algorithm compared to
the ground truth of actual communities (indicated by
different shapes and colour of the nodes). For the six
nodes that were mis-classified into the wrong community, four of them (a two-third majority) had direct
links to both seed nodes in the two respective communities (i.e. the club president and instructor). The
remaining two nodes were directly linked to the seed
node in one community while being one-hop away
from the seed node of the other community. This close
proximity of the mis-classified nodes to the seed nodes
of the two communities show that the mis-classified
nodes actually act as effective bridges or middle-men
between the two communities. As such, they would
be better classified as members of both communities
rather than just belonging to a single community.
While the results are different from the ground
truth, this is consistent with the observations of many
authors that there are overlapping communities in social networks and individuals may belong to multiple communities (Palla et al. 2005). Furthermore, in
Zachary’s study of the karate club, he also noted that
“not all individuals in the network were solidly members of one faction or the other”, thus further supporting the results of our algorithm (Zachary 1977).
Similarly, the one mis-classified node for the
Doubtful Sound Dolphins acts as such a bridge between the two communities. As shown in Fig. 2, this
node is on the edge of both communities and have one
link into each community. Hence, this node can easily belong to either community and would be better
classified as belonging to both communities, considering its topological links and position in the network.
Other authors also shared similar views that if a node
has only a single link to a community, it should be
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Figure 3: Santa Fe Institute Collaboration Network
classified as part of that community (Girvan & Newman 2002). These results show that while the precision of our algorithm does not fully match that of the
ground truth, the detected communities are reasonable and meaningful groupings of the nodes.
While we achieved a high recall rate of 98.5% for
the Santa Fe Institute dataset, the unsuccessful 1.5%
is attributed to three (green, hexagon) nodes being
mis-classified, as shown in Fig. 3. These three nodes
were classified as part of the diamond community
while the ground truth dictates that they belong to
the hexagon community. However, an analysis of the
actual topological links implies that these three nodes
are better suited as members of the diamond community. Specifically, one of these nodes has four links
to the diamond community but only one link to the
hexagon community (while the other two misclassified nodes have only one link to this node). Based on
this topological analysis, these nodes would be better
classified as part of the diamond community.
Similarly, while we achieved a relatively high precision rate of 87.2% for the Santa Fe Institute dataset,
the unsuccessful 12.8% was largely due to the misclassification of members of the hexagon and circle
communities as part of the square community. Like
the Zachary Karate Club dataset, almost half of these
mis-classified (intermediate) nodes are directly linked
to the seed node and thus should also be classified
as part of the square community. For the remaining
nodes, they are directly linked to these intermediate
nodes and all of them have more links to these intermediate nodes than to other nodes. Therefore, they
should also belong to the same community as these
intermediate nodes (i.e. the square community).
6

Evaluation on YouTube Social Network

After evaluating our algorithm on three real-life social networks, we now evaluate it on the large-scale
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Table 1: Network Statistics of YouTube Dataset
Network Property

Detected Community
Min. Max.
Avg.
701
7241
1676
67.8% 93.7% 78.0%
3.54
13.97
8.25
0.14
0.36
0.28
2.14
3.53
2.82
4
7
5.4

Control
Group
22180
N.A.
8.66
0.13
4.08
11

YouTube social network. The main challenge in this
evaluation is the lack of an established ground truth
of real-life communities, unlike the three real-life social networks previously evaluated. As such, we best
approximate this ground truth using YouTube groups
where users belonging to the same group are deemed
to be in the same real-life community.
As YouTube groups are an approximation of the
ground truth of real-life communities, we further evaluate the communities detected by our algorithm using
topological measures of average clustering coefficient,
average path length, average degree and diameter.
These are suitable metrics for evaluation as communities display typical characteristics of a high clustering
coefficient and average degree with low average path
length and diameter, especially when compared to the
overall network.
6.1

Experiment Dataset and Control Group

In the YouTube social network dataset, there exists
users who do not join any YouTube groups. Since
YouTube groups serve as ground truth for our evaluation, we consider only users who have joined at least
one YouTube group, in our experiments. Based on
this criteria, there are 22,693 users who have joined
at least one YouTube group. This set of users will
be used to evaluate our algorithm as we are able to
compare the detected communities with the actual
YouTube groups they belong to.
As a control group for comparing network statistics, we selected the largest connected component
from this set of 22,693 users (who have joined at least
one YouTube group). This largest connected component comprises 22,180 users and would be used as the
control group to compare against the detected communities (of our algorithm) in terms of average clustering coefficient, average path length, average degree
and diameter. An ideal community detection algorithm would detect communities that exhibit a higher
clustering coefficient, and shorter average path length
and diameter compared to the overall network (i.e.
our control group).
Similar to the selection of seed users for the three
real-life social networks, we selected seed users for the
YouTube dataset based on users with a high number
of links. This selection criteria corresponds to the
aim of our algorithm which is to detect communities
centered at individuals of interest, such as influential or well-connected individuals. We first identify
a set of users that are in the top 1% of the dataset,
in terms of their number of links. From this set of
users, we selected 10 users as the seed nodes for our
algorithm. Using our algorithm, we then attempt to
detect communities centered at each of these 10 users
and measure the network statistics of the resulting
10 communities. In particular, we compare the average network statistics of these communities against
that of the control group. Using the average result
(from these 10 communities) avoids the effect of any
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random or outlier results that may be unique to any
particular community.
6.2

Comparison of Network Statistics

Table 1 shows the (minimum, maximum and average) network statistics of our detected communities
compared to that of the control group. The YouTube
group overlap measures how many other users in the
detected community belong to the same YouTube
group as the seed user. The high average result of
78% show that our algorithm is able to accurately
detect communities where most of its users belong to
the same YouTube group (as the seed user), an approximation of their real-life communities.
The YouTube group overlap result is not 100%
due to the unique nature of YouTube groups where
users who join such groups are producers/uploaders
of videos related to that group. On the contrary,
there are users who are only interested in viewing such
videos but do not produce/upload videos. These users
simply become friends with members of such groups
and are able to be alerted about their new videos
without having to join their YouTube groups. Even
with such users, our algorithm is able to detect communities that are up to 93.7% accurate compared to
the real-life communities
Despite the small average size of the detected communities, the average degree of links of these communities are very similar to that of the control group
(differing only by 4.7%). This result shows that the
detected communities comprise users who are wellconnected among themselves (indicated by a high average degree of links), despite having an average community size that is less than 8% of the control group.
In addition to being well-connected, the detected
communities are also highly cohesive based on an average clustering coefficient that is two times higher
than that of the control group. Another observation is the lower average path length and diameter
of the detected communities compared to that of the
control group. A lower average path length and diameter means that nodes within these communities
are able to reach each other in a smaller number of
steps, which is also an indication of a cohesive and
well-connected community.
Based on our approximation of ground truth, our
proposed algorithm is able to detect communities that
closely resemble real-life communities (up to 93.7%).
The network statistics of these detected communities
further illustrate the effectiveness of our algorithm.
Specifically, the high clustering coefficient and average degree of links, and low average path length and
diameter (of the detected community) indicate that
our algorithm detects communities which are highly
cohesive and well-connected, especially when compared to the control group.
7

Conclusion

We proposed a community detection algorithm for
finding a community centered at an individual of interest, using an expanding ring search starting from
this individual. At each progressive stage of the expanding ring search, we decide whether or not to add
a user into this community based on our definition
of a community. This definition is derived from the
number of internal and external links of a user, coupled with an adjustable community strength factor.
Our algorithm then continues iteratively until no further users can be added, thus resulting in the detected
community comprising the list of added users.

In addition, we evaluated our algorithm on three
real-life social networks to compare the detected communities to the ground truth of actual real-life communities. The results show that our algorithm is able
to detect the actual communities at a high level of
precision and recall rate of up to 97.6% and 100% respectively. Experiments on the YouTube social network also show that our algorithm is able to detect
communities that closely resemble real-life communities (based on YouTube groups), up to an accuracy
of 93.7%. Our evaluation of clustering coefficient, average path length, average degree of links and diameter also indicates that the detected communities are
highly cohesive and well-connected.
8
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Abstract
With the increasing popularity of social networks, it is
becoming more and more crucial for the decision makers
to analyze and understand the evolution of these networks
in order to identify e.g., potential business opportunities.
Unfortunately, understanding social networks, which are
typically complex and dynamic, is not an easy task. In this
paper, we propose an effective and practical approach for
simulating social networks. We first develop a social
network model that considers the addition and deletion of
nodes and edges. We consider the nodes’ in-degree, internodes’ close degree, which indicates how close the nodes
are in the social network, and the limit of the network size
in the social network model. We then develop a graphbased stratified random sampling algorithm for generating
an initial network. To obtain the snapshots of a social
network of the past, current and the future, we further
develop a close degree algorithm and a close degree of
estimation algorithm. The degree distribution of our model follows a power-law distribution with a “fat-tail”. Experimental results using real-life social networks show the
effectiveness of our proposed simulation method.
Keywords: Social network, simulation, adjacent matrix,
power–law distribution, in-degree, close degree.
1 Introduction
Over the past few years, social networking becomes more
and more pervasive. A key aspect of studying social networks is to understand its evolution and the mechanism
by which social network structures change over the time.
Understanding the dynamic topological map of social
networks is important for a variety of different applications such as commercial, security, criminal investigation,
etc [9, 23]. Unlike the traditional customer maintenance
that always focuses on key customers with higher consumption, in social networks, hot customers are not necessarily high consumption customers. But the loss of
these customers may cause the loss of more customers, b-
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ecause these customers contact (and influence) many
customers. Therefore, using hot customers in a social
network to define key customers can compensate the
weakness of the approach using high consumption to
define key customers. We can easily reveal the hot customers in the topological map of a social network.
The relationships among social network members present huge business opportunities. Based on relationship of
customers, a company is able to not only to directly contact its customers, but also to indirectly to do so to other
customers. As a result, analysing, understanding, and
predicting customers’ relationships of social networks
attract a significant attention in the research community.
However, customer relationships in social networks are
highly dynamic. For example, many people who not yet
join a social network may do so in the next few weeks;
some people may change their relationships; some people
may leave the network after period of time etc. These
messages are hinted at snapshots of the social network.
How to get a snapshot of a social network at a specific
time point is the focus of our paper because these snapshots may reveal a lot of business information.
With the continuous expansion of the networks, more
and more attention is paid to complex networks. The
social network, World Wide Web or biological systems
exhibit a structure of a complex network with nodes representing the entities and edges representing some sort of
interactions among them. Some recent studies have found
that complex networks have the characteristics of scalefree networks. The scale-free networks are graphs with a
“fat-tail” degree distribution with considerably higher
presence of so called hubs, nodes with very high degree,
and many of nodes with lower degrees, such that the
number of nodes of degree k follows a power-law distribution [1]. Barabasi and Albert first present a scale-free
model [2] (also called BA model) that satisfies a large
number of real systems. Based on the BA model, in order
to provide a more satisfactory description for empirical
characteristics of some real networks, many new models
have been proposed, including the fitness model [3] and
the mixed attachment mechanism’s model.
Although these models capture the power-law tail of
the degree distribution, it has other properties that may be
not accordant with the empirical results of the real networks. A social network is a typical complex network,
with a set of people and interactions among the people.
Most nodes have very few connections while a small
27
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number of nodes have many connections. Such a network
combines addition and deletion of nodes and edges.
However, many models focus on growth mechanism and
ignore the mechanism of the deletion of nodes. We observe that it is important to consider the minimum size of
a network in social network model when we need to delete nodes since unlimited deletion may destroy the network. In order to realize the simulation, we design a social network model which adds nodes and edges at the
same preferential attachment probability, but deletes
nodes and edges at different anti-preferential attachment
probabilities. Preferential attachment is widely used in
analyzing the growth of a network [25], and the basic
idea of the preferential attachment is that the probability
that a new edge involves node x is proportional to the
current number of neighbors of x.
We consider two factors of nodes’ in-degree and internodes’ close degree in preferential attachment probability
to establish social network model in order to closely reflect the status of nodes and nodes’ relationship in social
network with a certain theme. In-degree of nodes denotes
the number of edges that connect to nodes. The close
degree indicates the closeness between two nodes. In the
social network with a certain theme, nodes’ status and
relationship are determined by nodes’ in-degree and internodes’ close degree. Because node i that connects to node
j should consider not only the in-degree of node j but also
the close degree between i and j.
Node’s attractiveness is the ability to attract other
nodes, which is considered in a few models such as [6].
At time t, a node has same attractiveness to all nodes in
these models. It is unreasonable because a node has different attractiveness to different nodes at time t in real
social networks. In [17], Liben-Nowell and Kleinberg
study the factor of relationship strength in social network.
They only consider this factor between existing nodes. In
our model, we use the close degree to denote the close
extent between nodes instead of attractiveness. Obviously,
in a social network, hot nodes may change to common
nodes and the relationships between nodes may change
over the time as well. In addition, the preferential attachment probability is not only dependent on node’s close
degree, but also dependent on node’s in-degree. In most
models, the preferential attachment probability considers
the degree of nodes because nodes’ connection in these
models has no directions. Links connecting nodes in our
model have directions, so we consider in-degree of nodes
in our model.
Based on our model, we develop algorithms to realize
the simulation of social networks. In order to visualize
social networks, we first set up social network model
which considers the addition and deletion machine of
nodes and edges. We then develop an algorithm to generate social network topology maps as snapshots of the
social network. Our main contributions are summarized
as follows:
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We design a social network model which adds
nodes and edges at the same preferential attachment probability, while deletes nodes and edges at
different anti-preferential attachment probabilities.
Links connecting nodes in our model have directions. It is important for discovering customer re-

lationships. Nodes’ connection in most existing
models has no directions, such as Riitta Toivonen
[9]. For these models, degree is considered in
their algorithms. We consider in-degree rather
than degree in our model.


Based on our model, we develop an algorithm of
the close degree and an estimation algorithm of
the close degree. The estimated value of the close
degree is used to generate a snapshot of a social
network in the future while the real close degree is
used to generate a snapshot of the social network
in the past time t or current.



The initial network of our model is derived from
the sample of existing networks. This will make
the network simulated by our model close to real
situation. In our model, we develop a graph-based
stratified random sampling algorithm to generate
a sample of existing network.

We validate our approach through the simulation of
several real-life social networks including a car fanciers’
social network with 25,000 members, a financial customer relationship network with 35,741 members, and a user
network in colleges and universities with 25,468 members. We compared the node state of the simulated network with these real social networks. The results show
the feasibility of our simulation approach and our approach outperforms the BA model.
The remainder of this paper is organized as follows. In
Section 2, we introduce our social network model. In
Section 3, we describe the simulation algorithm and discuss the parameter constraints. In Section 4, we report the
simulation experiment. Finally, Section 5 overviews the
related work and Section 6 gives some concluding remarks.

2

The Social Network Model

In order to simulate social networks, we first develop a
model for this purpose. This model includes the new
nodes adding mechanism, the old nodes removal mechanism and addition and deletion mechanism of the edges
between the old nodes. The four mechanisms reflect the
nature of social network development and changes.
A sample of existing networks
has
nodes. We
denote by N(t) the size of the network, by
the indegree of node i that denotes the number of edges connected to the node and by
the close degree between node and node at time t. Through access to
and
at time t, we can obtain the corresponding the preferential attachment probability and the antipreferential attachment probability in order to establish a
snapshot of the social network at time t. In each time step,
we perform the following four operations:
1.

Start with a small number ( ) of nodes, at every
time step, we add a new node with (m≤N(t))
edges that are connected to different nodes. The
new node connects to the node i pre-existing in
the network with the preferential attachment
probability:
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∏

=

∑

(1)

The estimated value of
is used to generate
a snapshot of a social network in the future while
the real
is used to generate a snapshot of
the social network in the past time t or current.
The specific algorithm of
will be given in
Section 3.2.
2.

L new edges among old nodes are produced: a
node i is selected as an end of a new edge, with
the preferential attachment probability given by
(1).

3.

C old links are deleted: we select a node i as an
end of a deleted link with the anti-preferential attachment probability:
∏*

=

(2)

where 1/(N(t)-1) is the normalized coefficient of
the probability.
4.

E old nodes are deleted: node i is deleted with the
anti-preferential attachment probability:
∏**

=

(3)

Nmin is the minimum size of the system. The antipreferential probability is more reasonable for deleting nodes and nodes may be deleted when
N(t)>Nmin.

Fig. 1 Topology map of a car fanciers’ social network
in t1
Fig. 1 and 2 are topology maps of a car fanciers’ social
network at time t1 and t2. We can discover that the network increases fifty more nodes from t1 to t2. Many
edges are deleted such as the edge from G21 to G27 in
Fig. 1, while many edges are produced such as G21 to G1
in Fig. 2. Some nodes are deleted such as G56 in Figure 2.

3

The Simulation Algorithm

In this section, we describe the key social network algorithm, as well as discuss the parameters’ constrain that
could be used for the simulation of social networks.

Fig. 2 Topology map of a car fanciers’ social network
in t2
To model the nodes and the relations of the social
network, the topology map is defined as an directed graph
G(V,E):
Definition 1. G = (V, E) is a network or graph where
V ={ v1, v2,…, vn} is the nonempty set of nodes, and E is a
set of edges where E
. Eij is the edge that connects
nodes vi to vj if vi ϵ and vj ϵ .

3.1 Initialization Network
The initial network of our model is derived from a sample
of existing networks. This will make the network simulated from our model close to real situations. More recently many experts have studied the map sampling technology of network, such as C. Hubler [18], which proposes an innovative subgraph sampling technique based
on the Metropolis algorithm [19] to assess the degree of
consistency with graph properties. These methods have
focused on the basic properties of map such as relationship strength between nodes. In addition, these methods
are very complex and used for different purposes such as
graph compression [20, 21] and epidemiology [22]. However, nodes inside a social network are persons or entities
that may have many other properties in addition to the
links (e.g., hobbies). Therefore, in our work, we design a
graph-based stratified random sampling algorithm for
generating a sample of existing network. Before introducing our algorithm, we give some definitions as the following:
Definition 2. The sampling fraction, P(S), of a sample S
is:
(4)
where N is the number of nodes in the sampling frame
and F is the number of nodes in the sample. S is a sample
of nodes where S V.
Definition 3. G(S) is the sample graph of G based on
the sample S. That is, G(S) = (S, ES) where S V is the
vertex set and the edge set ES = (S S) ∩ E.
The historical data of the social network is divided into homogeneous subgroups. There are many techniques
to generate subgroups. In our work, we use a clustering
algorithm because it is suitable and there are many tools
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available. Let S be a random drawn from each subgroup
based on P(S). The algorithm is depicted in Fig. 3.
Algorithm 1: Initialization Network
Input: V={v1, v2,…vm}, F,N
Output: a, N(t)

3.3 Discussion on Parameter Constraints

1. V is divided into V1, V2..Vn based on the clustering algorithm // V1,.. Vn is subgroup of V
2. For i=1 to n
// n is the number of subgroups of V
3. P(S)=F/N
4. w= Nvi * P(S)
// Nvi is the number of nodes of Vi
5.
For j=1 to w
6.
S⇽vk // vk is the node that is randomly drawn from Vi
7.
End for
8. End for
9. ES = (S × S) ∩ E
10. For i=1 to T // T is the number of edges of ES
11.
If Ekx ≠ then // Ekx is the i edges of ES.
12.
a(k,x)=1
13.
End If
14. End For
15. N(t) = C

Fig. 3 Initialization network algorithm

3.2

Close Degree Algorithm

In our model, we use close degree to denote nodes’ close
extent. A node has different close degrees to different
nodes at time t. It changes over the time and exists in all
nodes. Some experts have studied relationship strength
between nodes in order to divide network or prediction
analysis, such as the work by Liben-Nowell and Kleinberg in [17]. But these methods focus on basic link properties in the map. A social network consists of people and
the link between people may imply much more information. In our simulation model, we study this hidden
information to obtain close degree between nodes. Based
on a theme, through historical data mining, we can obtain
the related factors and their weights in the social network.
These factors and weights decide the close degree between nodes.
(t) be the close degree between node i and node
j at time ,
the k factor based on a topic’s social network at time and
the weight of
. The close
degree is calculated as the following:
∑

(5)

and
can be used to generate a snapshot in
the past time t or current. In order to simulate future status of the social network, we need to estimate the value of
nodes’ close degree in the future. We can obtain history
volatility of the close degree from historical data.
Through the historical volatility of the close degree estimates the future volatility of the social connections. In
our approach, we use standard deviation to estimate the
future volatility of close degrees. The close degree’s estimation can be calculated as follows:
∑

√∑
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Where
is the average of volatility of the close degrees between node and node ,
is the estimation of
the close degree between node and node at the time
n+1.

A social network is a type scale-free network which indegree k follows a power-law distribution, where 2<𝛾
(𝛾 is power index). Through the calculation of the indegree distribution, we can find out the formula of 𝛾 .We
can obtain constraints among E, C, L from 2<𝛾
The
in-degree distribution of our model is calculated as follows.
The value of ∑
varies over the time, so we
suppose ∑
=At. The system size N(t) and the total
number of in-degree ∑
vary with the time t as:
≈t, ∑
=
and
∑
=
t.
We use the mean-field theory [7] to analyze and calculate the in-degree distribution p(k) for various in-degree k.
The in-degree of node i is supposed to change continuously. The probability
is proportional to the relations at the rate at which changes, so we can have:
∑
∑

(
*

≈
+
≈
=
≈
=
Suppose
β=
B=
We have

β +B

（8）

With the initial condition that node i is added to the system at time t with the in-degree
)= .
( )

(9)

(6)

Every step, we add one node into the network, the probability density of is

(7)

We can obtain
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( (t)<

>

=1Where
P(k)=
So we can obtain
P(k)=
For

(10)

degree distribution of simulation network to estimate
whether the simulated social network reflects the real
structure of the network.
The map of degree distribution of the car fanciers’ social network is generated by a program written in Matlab.
The in-degree map and out-degree map are depicted in
Fig. 4 and Fig. 5, respectively. These maps show that the
degree distribution of the simulated network follows a
power law distribution, where γ= 3.0 in Fig. 4, γ= 2.8 in
Fig. 5. We can see from the figures that the number of
nodes whose degree is less than 4 is very large, whereas
the number of high degree nodes is very small.

, So

Log-Log node in-degree distribution

3

10

P(k)≈
Where
.

2<γ=

2

(11)
(12)

10
Frequency

γ=1+ =

1

10

Values of A can be obtained through Equation 5. If E,
C, and L satisfy Equation 12, this model could selforganize into a stable network. In our algorithm, E, C and
L are generated in a random way, but they must satisfy
Equation 12.

4.1

Simulation Degree Description

Researchers usually learn a network topology according
to the degree distribution. Therefore, we will look into the

2

3

10

10

in-degree

Fig. 4 The in-degree distribution map

Experiments

To validate the efficiency and effectiveness of the proposed social model and our simulation method, we implemented the algorithm using C++, Matlab and PAJEK.
We extracted the three sets of real historical data of the
social network test the simulation accuracy of our model.
These data are provided by a telecommunication company. These social networks consist of nodes that are the
phone number and edges that are telephone contacts between two nodes. The three social networks are (1) the
car fans network with 25,000 nodes, (2) the financial
customer relationship network (referred to as financial
network) with 35,741 nodes, and (3) user network in
colleges and universities (referred to as university network) with 25,468 nodes.
Each set of data constitutes a social network G (see
Definition 1). We use the data of G to obtain the related
factors and their weights of close degree (see Section 3.2)
using the factor analysis method and homogeneous subgroups of social network (see Section 3.1) using cluster
analysis. In our experiment, there are 500 nodes in each
N0 ( N0=<V0，E0>, where V0
and V0
, and E0 is a
set of edges where E0
V0 and E0 E). We use stratified random sampling methods to extract 1,500 real historical data that belong to V but not to V0 as the input data
set VI to simulate the prediction social network
G*( G*=<V*，E*> , where V*= VI V0, E*
*
*)
that grow following the four steps of our model (see
Section 2).
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Fig. 5 The out-degree distribution map
In order to validate our simulation, we produced a degree statistical chat of the real historical data of the car
fancier’s social network, shown in Fig. 6. From the figure
we can see that the number of nodes whose in-degree is
less than 4 is about 53.2%, so the majority nodes have
very small connections. The degree of 1.8% nodes nearly
reaches 40. This complies with our simulation result. The
in-degree and out-degree distribution of the simulated
social network follows a power-law distribution with a
“fat-tail”. The simulated social network model could selforganize into a scale-free network when E, C and L satisfy the equation (12). We can see that our proposed social
network model reflects well the structure of real social
networks.

4.2 Simulation Topology Map
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A program written in C++ based on our model produces
an input file that includes vertices, relations and time
points. Social network topology map is drawn when the
input file is read into PAJEK. In our simulation experiment, we exploited a sample of real historical data of the
social network collected as N0 to generate the simulated
social network. At every time interval, a number of real
historical data from the input data set were pushed into
the simulated algorithm to generate simulation social
network.

Fig. 8 The car fanciers’ network in t2
To get a snapshot of the car fanciers’ social network in
the future, we employed the proposed estimation of close
degree algorithm. The result is shown in Fig. 9. From Fig.
9, we can discover the status of each node and their relationships in the future. For example, G57 will be deleted,G99 will connect to G170 and G131 will become a
hot node (see Fig. 9). This is very important for practical
analysis and prediction in many applications.
Fig. 6 The in-degree statistical chat
We used the close degree algorithm in our model to
generate the topology of the social network in the past
time t or current. In order to show the effectiveness of our
simulation model, we randomly captured two topography
maps of consecutive time interval in Figure 7 and Figure
8. Figure 7 shows the topology map of the simulated car

Fig. 9 The estimated car fanciers’ network at a
future time-point
In order to measure the prediction accuracy, we define
the accuracy rate of the prediction as the following
Fig. 7 The topology of car fans network in t1
fanciers’ social network at time t1. Figure 8 shows the
topology map of the simulated car fanciers’ social network at time t2 (t2 after t1). From these topology maps
we can intuitively reveal the status of every node and
relationship in certain time points such as node G158 and
G34 (circled ones in the bottom), which are deleted (to
make it easy for readers to compare, this node is still kept
in the figure), node G122 is hot node in Fig. 8 and G3
connected to G93 in Fig. 7 (see the thick black line).From
topology map of consecutive time interval, we could
discover the relationship changes of nodes, such as G3
connected to G93 at time t 1 (see Fig. 7), while it connects to G141 at t2 (see Fig. 8).

32

Ar =

(13)

where represents the number of nodes in the input data
set,
denotes the number of the accuracy connected
nodes that is belong to the input data set. If vj⇽vi ϵ E* is
same as vj ⇽vi ϵ E, vi ϵ VI , vj ϵV* , VI ∩ 0= VI
V0=V*, vi is properly connected node.
In order to confirm our approach is valid and has better accuracy than that of the BA model, we not only generate the car fanciers’ network, the financial network and
the university network based on our approach, but also
generate the financial network based on the BA model
(referred to as the network of the BA model). Simulation
accuracy rate is shown in Table 1. The results show that
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three networks simulation of current or past time average
accurate rate reaches 72.37%, the simulation of future
average accurate rate reaches 64.53%. The accuracy rate
of the network of the BA model is only capped at 44.84%.
Because BA model does not have a future state prediction,
the simulation accuracy rate of current or the past and the
future period of the network of the BA model are the
same. The accuracy rate of our approach is higher than
that of the BA model. The accuracy rates of the three
networks are very close. As a result, the accuracy rate of
our approach is stable. Because of the noise data, it is
difficult to precisely calculate the close degree and estimated value of the close degrees. With more accurate and
complete historical data, our approach will produce better
result in terms of simulation accuracy.
Social
networks
Accurate rate
of the past
Accurate rate
of the future

Car fancier’s
network

Financial
network

72.3%

69.2%

75.6%

67.6%

60.8%

65.2%

University
network

The network of
the BA model
44.84%
44.84%

Tabel 1 simulation accuracy rate of social networks

5

Related Work

Despite the increasing popularity of social networking,
there are very few tools available to support the simulation of social networks. D’Angelo and Ferretti develop a
scale-free net simulator called PaScas [4]. The model can
add local characteristics to nodes and implement network
topology, which can simulate heterogeneous network
environments. Ren and Li [5] propose an algorithm,
named RX, which can simulate scale-free networks.
However, this model does not consider attachment possibility [1]. There are some simulations in gene fields, such
as Banjo [6], ARACNE [7] and NETI [8] etc. Kincaid
and Alexandrov show how to build a scale-free network
to simulate air transportation networks. All of these simulation methods focus on the algorithm of the BA model
[2]. In the BA model, there is no nodes deletion mechanism. In our simulation, we consider addition and deletion of nodes and edges mechanism that contain close
degree factors and in-degree factors. In these existing
simulation approaches, the results of simulation can be
only used for analyzing structural and properties of networks.
Dorogovtsev and Mendes [2] develop a model which
interleaves the addition of nodes and edges with a uniform preferential attachment probability. Chung and Lu
[3] and Cooper et al. [4], independently, investigate a
dynamic model in which nodes and edges were deleted
by uniform preferential attachment probability. Narsingh
Deo [24] propose a dynamic random graph model which
interleaves addition of nodes and edges with a preferential deletion of nodes ,but there was not limit of size of
the network when nodes were deleted. We observe that
it is important to consider the minimum size of a network
in social network model when deleting nodes since unlimited deletion may destroy the network. In order to
realize the simulation, we design a social network model
which adds nodes and edges at the same preferential attachment probability, but deletes nodes and edges at difference anti-preferential attachment probabilities.

6 Conclusion
With the rapid adoption of the social networking, it becomes more and more important for decision makers to
analyze and understand social networks. Simulationbased methods are widely regarded as a sufficient way for
understanding these complex, dynamic systems. In this
paper, we propose a social network simulation model that
takes into account the addition and deletion of nodes and
edges. The nodes’ in-degree, inter-nodes’ close degree
and limit of the network size are considered in the social
network model. In order to visualize social networks, we
develop i) a graph-based stratified random sampling algorithm to generate initial network, and ii) a close degree
algorithm and close degree of estimation algorithm to get
snapshots of the social network in the past, current and
the future. Experiments show that the in-degree distribution map and the out-degree distribution map of our model follow the power–law distribution with a “fat-tail”.
Experiments also confirm that our approach can effectively simulate social networks.
In the future, we plan to do more experiments to further validate the performance of our approach. Optimization of simulation performance is a main focus of our
future research work. We will also consider the eventdriven changes of social networks. Such changes do not
necessarily cause adding or deletion of nodes, but can
lead to the structural evolution in the social networks.
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Abstract
Clickthrough data has been proposed for numerous uses,
and this paper describes how a special form of
clickthough data, coselection data, can form nonambiguous clusters that can then be used to detect
semantic similarity between query terms. This semantic
similarity assessment can be applied to distinct terms in
the same language, giving rise to synonyms, or in
different languages, indicating possible translations. It can
determine alternative names or descriptors for items
which do not occur in traditional thesauri, such as
phrases, proper nouns or technical terms. The semantic
similarity is calculated without any use of external
reference materials and without any analysis of content.
Keywords: Synonym discovery, implicit association,
implicit relevance feedback, web search analysis.

1

Introduction

Ashman et al. (2007) conjectured that investigating the
semantic similarity (or overlap) between clusters can give
rise to a number of useful tools, such as synonym and
translation discovery. In this paper we seek to prove this
conjecture with an experiment performed over a
significant collection of real user data.
Detecting semantic similarity between terms is a
challenging task, often requiring the use of external
reference materials such as dictionaries, parallel corpora
and thesauri. In this paper, we discuss a method for
discovering semantic similarity between query terms sent
by users to search engines. The underlying principle of
the method was shown by Ashman et al. (2011) to be
feasible. Since then, further investigation has shown that
the method can indeed detect semantic similarity, with
scope bounded only by the queries made by the users
themselves. In the data used for the current experiment,
'synonyms'1 have been found for proper nouns, including
1

From this point, we will use 'synonym' to mean any form of
semantic similarity between distinct terms, of any length,
whether in an external reference or not, and over any language.
Copyright © 2012, Australian Computer Society, Inc. This
paper appeared at the First Australasian Web Conference
(AWC2013), Adelaide, South Australia, January – February
2013. Conferences in Research and Practice in Information
Technology (CRPIT), Vol. 144. H. Ashman, Q. Z. Sheng and
A. Trotman, Eds. Reproduction for academic, not-for-profit
purposes permitted provided this text is included.

product names, technical terms and multi-word phrases,
and even in one case for a cross-language term, i.e. a
translation.

1.1

Coselections

This method is based on the implicit relevance
judgements that users make when selecting from the
results of searches. As such, the semantic similarity
detected is a byproduct of organic user search. This
coselection data is a special form of clickthrough data and
is an implied semantic association between a search term
and a URL. Coselection data occurs when the user has
made more than one selection from the results, so that
there is not only the semantic association between the
search term and each of the selected URLs, but there is
additionally an implied semantic association between any
two of the selected URLs. That is, the user is assumed to
have had a single purpose in mind when making
selections from the result set, and will not be distracted
by irrelevant or ambiguous results (Ashman et al. (2011)
evaluated this assumption and found it reliable).
Coselections thus form a similarity measure between
URLs, which does not rely on a transitive association
between URLs via a query term in common. Coselection
represents the existence of a non-ambiguous semantic
relationship between URLs. A number of coselections
between any two URLs indicates semantic similarity
between them. Note however that the converse is not true
- a lack of coselections does not imply a negative result,
i.e. that any two URLs are unrelated semantically. This is
because users are not compelled to choose all relevant
URLs from a set of search results, and they may have not
selected a specific result because another result met their
information need, or because of many other reasons.
Finally, a key observation about coselections is that
they manifest semantic singularity, because users
generally select results only for one sense of the term they
search on (this is discussed further below). This sensesingularity means that clusters formed by using
coselections as part of the similarity measure are going to
be non-ambiguous (Ashman et al. 2011, Truran et al.
2005). Hence any cluster comparison is not going to be
confounded by ambiguity, which is recognised as a
significant hurdle in automatic translation methods (see
2.1 below).
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1.2

Data sources

The main limitation of the method lies in the data input
into the process. The method takes Web search logs, and
extracts coselections. However it can only extract
coselections for those query terms chosen by the user and
can then only find semantic similarity across search terms
occurring in the underlying data. On the other hand, the
limitations of any one dataset need not preclude the
formation of a more comprehensive collection of
synonyms, which could be achieved by aggregation of
numerous smaller collections generated from different
data sources, without those raw data sources needing to
ever be shared.
The method also requires 'enough' coselections for any
given term in order to be able to form and subsequently
use meaningful clusters. In prior experimentation using
the Microsoft RFP 2006 clickthrough data collection, we
found too few coselections in the raw data to be able to
form useful clusters (Smith et al. 2009). In contrast, the
data used in this work has a high proportion of clicks
although over a limited number of search terms, making it
feasible to create significant clusters. This is attributable
to the specific user community from which the data is
sourced, being the set of all Web searches and selections
from a Computer Science school of a UK university for
over six years ("the Teesside data"). There were
numerous searches on the same topics by many students
seeking information for completing assignments. While
this user community naturally manifests a low coverage
of topics (predominantly assignment-related ones) the
click rate and hence the coselection rate is very
satisfactory. Also there is often no temporal disalignment
between URLs selected, as the users tend to all perform
the searches at the same time, due to assignment
deadlines. These characteristics have made it possible to
perform the experiments reported here and elsewhere
(Ashman et al. 2011).

2

Related Work

In this section, related work on semantic similarity
detection is discussed. Ashman et al. (2011) details
related work on clickthrough data and will not be
repeated here.

2.1

Semantic similarity detection

Much work on detecting semantic similarity has occurred
in cross-language information retrieval and querying with
some work specifically focusing on synonym detection.
This section highlights the primary points while Zhou et
al. (to appear) provides a more extensive survey.

2.1.1

Synonym discovery

The closest work to that of this paper is that which
proposes to use clickthrough data for synonym discovery.
The discovery of synonyms using search logs was first
proposed by Beeferman and Berger (2000). Search query
clustering mines query logs to provide a measure of
similarity between queries (Beeferman and Berger, 2000,
Cui et al. 2003, Gao et al. 2007, Wen et al., 2002 and Xue
et al. 2004). This is achieved by mining clickthough data,
i.e. a query is said to be related to a document if it is
selected as a result of a search. If two queries have
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enough of the same resources linked to them via
clickthrough data then the two terms are then deemed to
be similar (Wen et al. 2002) - this uses overlap between
the two collections of URLs to determine their similarity.
A “live thesaurus” is then developed by applying a
threshold ranking based on the similarity metric (Gao et
al. 2007) or by using the query-document and documentdocument term correlations to link the query with
document terms (Cui et al. 2007).
This use of clickthrough data employs a very similar
principle to that of this paper, namely to aggregate URLs
according to their relevance to a query term, then to
compare those aggregations for common URLs. However
there is with one key difference. Normal clickthrough
data cannot distinguish between ambiguous terms and as
a result will create clusters of URLs where URLs are not
all mutually relevant, in particular where the query term
of the clusters is an ambiguous term. In contrast, Ashman
et al. (2011) demonstrated that coselections represent a
reliable indicator of mutual relevance between URLs.
This means that clusters created using coselections have
greater semantic consistency that clusters created by plain
clickthrough data. As a result, semantic similarity
detected over coselection-based clusters will be
significantly greater than that over clickthrough-based
clusters, as only those URLs participating in the correct
meaning of the query term will be used in the
comparison, and no spurious semantic associations will
be drawn between URLs from the 'wrong' sense of an
ambiguous term.
Furthermore, the accuracy of the semantic similarity
comparison using coselection-based clusters will be better
than clickthrough-based clusters, as non-relevant URLs
will not be present in clusters. This latter point may be
important when endeavouring to measure the magnitude
of semantic similarity, especially when seeking to
determine what proportion of URLs from a given cluster
are present in another cluster.

2.1.2

Cross-language 'synonym'
(translation candidates)

discovery

Cross-language information retrieval involves searching
for documents in a target language(s) based on a query in
a source language. Generally, translation is not performed
on entire document collections but query translation is
more common (Christof and Bonnie 2005 and Kishida
2005) and can be either a generalised dictionary-based
query translation or machine translation approach.
Braschler et al. (2000) found that machine translation
techniques suffer from lack of context in short queries,
have trouble dealing with the informal grammar a query
typically contains, and are prone to meaning loss due to
the selection of only a single query as an output.
Alternatively, dictionary-based approaches, can be
categorised as i) static bilingual dictionary methods,
which produce a number of target translations for each
term; ii) corpora-based, which use probabilities that
words translate via analysis of parallel corpora, and; iii)
internet-based, which involves mining Internet resources
for translations.
Automatic translation has problems such as the out-ofvocabulary problem and ambiguity (Kishida 2005). One
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approach, monolingual disambiguation followed by
translation with sense-singular dictionaries has been
proposed by Gracia et al. (2006), as well as query log
analysis (Gao et al. 2007). In Gracia et al. (2006), the
researchers first create a monolingual sense-singular
dictionary from multiple ontologies, which is used to
expand the query based on each semantic meaning and
use frequency statistics from Google searches to
disambiguate the monolingual query. The disambiguated
monolingual query can then be used to translate the query
using a sense-singular multilingual dictionary. However
those multiple ontologies must be explicitly created and
maintained, unlike the use of coselection data which
requires no human-made reference materials.
The second approach is to use parallel corpora to find
equivalent terms, creating a similarity thesaurus. Parallel
corpora are collections of directly translated documents,
such as translations of the Bible (Chew and Abdeladi
2007) and the Europarl collection. Bilingual countries
such as Canada translate parliamentary proceedings and
official records (Koehn 2005). While such methods have
shown good results, they are limited by the availability of
parallel corpora (Kishida 2005) both in terms of the
language pairs, and in content domain. Extracting parallel
corpora from the Internet has been proposed by Jian-Yun
and Jian (2001) but uses static, hand selected ‘anchor
text’ (e.g. “Chinese version”) which must be developed
for each language.
Comparable corpora do not require an exact
translation, only approximate translations, e.g. news
reports published in multiple languages (Tuomas et al.
2007). Two major approaches to mining comparable
corpora have been proposed. The first looks for
comparable sections of the documents (Munteanu and
Marcu 2006) while the second uses statistical methods,
with co-occurrence statistics being popular (e.g. Diab and
Finch 2000 and Wai, Shing-Kit and Ruizhang 2007).
Both start with corpora that are known to be on the same
topic, and are limited to domains where approximate
translations exist. Once again a major distinction between
the approach in this paper and corpus-based approaches is
that use of coselection data works without human-created
external reference materials.
Internet-based approaches such as Gracia et al. (2006)
make use of existing materials, such as leveraging
ontologies to get a larger coverage of language. However,
this is limited by the number of specifically-created
instances. Other approaches avoid external reference
material, e.g. exploiting ‘courtesy translations’ or manual
translations of terms by the content developer which can
be found using techniques such as searching for the term
to be translated only in pages of the target language
(Wen-Hsiang, Lee-Feng and His-Jian 2002). Statistical
analysis can be performed in order to extract translations
(Ying and Vines 2004). Such techniques are fairly error
prone and a hybrid method using linguistic patterns
alongside concurrence measures was proposed by Zhou et
al. (2008).

2.2

Prior work on synonym discovery with
coselections

In Ashman et al. (2011) we assessed the viability of
discovering synonyms by comparing coselection-based
clusters. A simple overlap-based method was used, so
that if two queries had enough URLs in common in their
clusters, they were deemed to be semantically similar.
This work used coselection data generated from the
first two years of the Teesside data. The clustering
method used was very basic, comprising a simple vertex
and edge thresholding, and case sensitivity meant that
some clusters were separated when they should not have
been (at least semantically), for example in figure 1,
Castle Pernstejn is distinct from castle Pernstejn. Also
the method used for semantic similarity comparison was
merely an overlap, not taking into account the magnitude
of either cluster in any comparison. However in spite of
these limitations, it was evident that the principle of
synonym detection over coselection-based clusters
warranted further investigation, for example pernstejn
was clearly related to castle Pernstejn. In the prior work,
we conjectured that with improved clustering methods
and semantic similarity detection methods, it would be
feasible to detect synonyms reliably.
hrad pernstejn_1
2.0

hrad pernstejn_2
4.0

pernstejn_2
2.0

2.0
Castle Pernstejn_2

Castle Pernstejn_1

13.0
3.0

2.0

castle Pernstejn_1

Figure 1: cluster overlap for variants on Pernstejn
(Ashman et al. 2011)

3

Methodology

The method evaluated in this paper operates in three
stages. After extracting a set of coselections from the raw
log data, the clustering algorithm creates term graphs,
namely aggregates of URLs with weighted edges between
them which represent the number of coselections between
any given pair of URLs. This is discussed in 3.1.
Essentially this is the search term's cluster represented in
graph format (see Ashman et al. 2011). Notably, the term
graph may contain more than one cluster for a given
search term, and where this occurs, it may be because the
term is ambiguous, although it may also be because the
data is sparse (see 3.3). However if the term is indeed
ambiguous, there will be more than one cluster, and the
semantic coherence within clusters will be reliable (see
Ashman et al. 2011). If the distinct clusters are due to
sparse data, we can 'correct' the clusters using this same
semantic overlap method.
The final step of the method is the assessment of
cluster overlap, described in 3.2. The data itself will
affect the outputs, for example sparse data will give few
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clusters. The input data is considered in 3.3. The
evaluation method is discussed in 3.4.

3.1

Clustering

Density Based Spatial Clustering in Applications with
Noise (DBSCAN) is a well-established algorithm for
clustering spatial data. DBSCAN uses two parameters to
cluster spatial data, epsilon and minimum nodes. It works
by considering a single data point and testing whether
there are any other data points within a Euclidian distance
of epsilon, referred to as the Epsilon neighborhood.
Points found are added to the cluster and their epsilon
neighbourhood is assessed to see if any further points can
be added. Once the cluster is complete it is tested against
the minimum nodes parameter, if it fails then it is
discarded as noise.
Whilst most of the concepts informing the
construction of this algorithm are valid in this situation,
some modifications need to be made since our dataset is
graph-based and cannot be represented in Euclidean
space.
In spatial data sets, the distance between an outlying
point and the nearest point of a cluster can be used to
identify the similarity between the outlier and the cluster.
DBSCAN determines which points should be added to
the cluster by comparing this distance to the epsilon
parameter of the algorithm. In graph-based data sources
an alternative metric must be used for epsilon evaluation
as Euclidean distance is undefined in graph space. Using
the DBSCAN algorithm over non-spatial data sets
presents some additional issues because the lowest edge
weight cannot adequately represent the relationship
between the outlying point and a cluster. This is
especially going to be the case when a URL has low
individual edge weights to any other URL, but when there
are very many other URLs - in such a situation, the URL
would be left out of the cluster despite being linked to a
large number of others.

3.2

Semantic similarity calculation of clusters

In Ashman et al. (2011) we tested the plausibility of the
synonym detection idea by considering the absolute
number of URLs occurring in both clusters. This however
does not take into account the proportion of URLs that
may make up this overlap. Hence we have developed a
normalising algorithm for determining the strength of the
relationship.
For each vertex in each term graph, the total weight of
edges originating/terminating is counted. The mean
interlinking strength is then calculated for that term
graph, then each vertex is assigned a prominence value
equal to its interlinking strength divided by the term
graph's mean interlink strength. This normalises the
prominence of vertices within that graph such that an
average vertex has a prominence of 1.
When calculating the similarity between two clusters,
the set of URL matches between the clusters is found. For
each member of this overlap set, the prominence values
associated with that URL in each term graph are
averaged. The total cluster similarity is then found by
summing the mean prominences for each member of the
overlap set.
We determined an appropriate similarity threshold
through experimentation combined with the human
evaluation (see 3.4). Even using a relatively weak
clustering algorithm still resulted in very useful data at a
threshold of 1, with only 6 identified errors even though
90% of the total synonyms found were represented. We
varied the similarity threshold for values 1, 2, 3 and 4 to
determine which maximised the precision and recall (see
4.2.2).

Figure 3: Graphs for worked example

Figure 2: An example cluster with outlying vertices
We used the method of defining the distance between
a vertex and a cluster according to the weight of the most
significant edge connecting the vertex to the cluster. We
then incorporated the vertex if the weight is equal or
greater than the epsilon parameter. If fig. 2 is evaluated
using an epsilon of 5 using this method, vertex A would
be included in the cluster but B would be rejected. This
means of evaluation rejects candidates that are widely
interlinked to a cluster but lack a large single linking
edge, and this is the subject of ongoing work.
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For graph a in the example above, the total edge
strengths of each vertex are calculated by adding the
weight of each edge originating/terminating at each
vertex. This gives us prominence values for each vertex
as Ax:7, Bx:7, Cx:5, Dx:3. The normalised prominence of
each vertex can be found by dividing by the average of
these values (5.5). This gives us normalised values of
Ax:1.3, Bx:1.3, Cx:0.91, Dx:0.55.
To find the cluster similarity between two clusters, x
and y, the overlap set must first be determined. In this
example we will say that there are two URLs shared
between the clusters, with Ax and Bx related to Ay and
By respectively. The strength of the link Ax – Ay is 0.93,
found by the average of Ax's normalised prominence of
1.3 and Ay's normalised prominence of 0.55. By the same
method the link Bx – By has a strength of 1.3. The total
cluster similarity is calculated by summing the values of
all links, so in this case it would be 2.3.
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3.3

Data

The data used in this experiment is the same as used for
the prior overlap experiment (see 2.2), namely the first
two years of Teesside data. This data partly comprises
text coselection data, i.e. coselections between two URLs
as a result of a text search.
Other researchers found that traditional text search
clickthrough is not reliable (see Ashman et al. (2011) for
detailed related work on this). However, we found this
not to be the case in an experiment assessing the
relevance of search terms to clicked URLs for both text
(Smith, Antunovic and Ashman 2009) and images
(Ashman et al. 2009), and postulated that perhaps the
ambiguity of queries coupled with the experimental
design in other work may have contributed to the poor
results (Ashman et al. 2011). Hence we believe that the
use of text search clickthrough to be a valid experimental
platform, and the results we report in section 4 support its
use, suggesting that the clickthroughs and coselections
from text searches are accurate enough, especially after
clustering, to support semantic similarity comparisons.
We additionally look at image coselection data. In
prior work we found that image clickthrough is a reliable
indicator of mutual relevance between search term and
image URL (Smith, Brien and Ashman (to appear) and
Ashman et al. 2009) and also between coselected images
(Ashman et al. 2011). We aim to compare synonym
discovery between image coselection data and text
coselection data. While there are not large quantities of
image coselection data, the results are indicative, if not
conclusive.
Finally, it is important to note that while coselections
are a reliable indicator of mutual relevance between two
URLs, a lack of coselections does not indicate the
opposite, i.e. that they are not relevant. This has
implications for clustering, as there may be URLs that are
semantically similar but which are never coselected,
either because they do not both appear in the first few
pages, or because they appear in the top pages at different
times. Given that users tend to select primarily from the
top ten results of any search, and that the top ten is, at
least for some search engine interfaces, quite volatile
(Truran, Schmakeit and Ashman 2011), it is likely that
many pairs of URLs will never be coselected, irrespective
of their semantic similarity. That is, the recall of any
method using coselection-based clustering is going to be
very difficult to measure, and will itself be the result of
the search engine’s own recall performance, as well as of
its ranking algorithm.
While this does not prevent the discovery of synonyms
using this method, it may not be meaningful to measure
recall for this experiment, and it becomes confusing to
speak of precision in this context while not also using
recall. For this reason, we instead use the notation of false
positive when speaking of the proportion of retrieved
documents which are relevant.

3.4

Evaluation method

The accuracy of the synonym discovery method is
assessed using groundtruthing by human evaluators. Each
pair of query terms claimed to be synonymous by the
method was assessed for whether they were genuinely

semantically similar. Any pair of query terms not
semantically similar classified as a false positive.
A match was considered acceptable if the terms had
some significant relevance to each other. For each
analysis method and data input, the number of
associations found by the semantic similarity calculation
is recorded. The result set was then assessed against
various threshold values to determine the number of
positive and false positive results. As the threshold is
lowered, more results are found but the error rate
increases. The aim was to find a threshold that provides
an acceptable quantity of results whilst minimising the
false positive rate.

4

Results and Discussion

The following tables summarise the results, varying the
similarity threshold T. In each table we compare the
quality and quantity of synonyms detected. The quantity
is self-evident, with more synonyms being better. The
quality is measured by the proportion of false positives.
Table 1 overview the results. For a threshold of 2 or
more, there are no false positives at all, for any variation.
Since we are aiming to maximise the number of
associations found while minimising the false positives,
T=2 is the highest needed. So for the subsequent sections,
we consider only T being 0, 1 and 2.
The Result Set column refers to which of the result
sets is under question, as we performed the clustering and
semantic similarity comparison for both image
coselection and text search coselection data, and used a
stronger and weaker pair of parameters for DBSCAN.
The subsequent columns represent the false positive rate
for thresholds T of varying levels, 0, 1, 2, 3 and 4, with 4
being the strictest, expressed as the absolute number of
false positives divided by the total number of associations
for that specific threshold. T=0 is effectively the set of all
associations as found by the algorithm with no filtering.
Result Set

T=0

T=1

T=2

T=3

T=4

Images(3,2)

16/44

6/28

0/6

0/6

0/6

Images(4,3)

0/14

0/10

0/6

0/6

0/6

Text(3,2)

0/296

0/274

0/166

0/166

0/152

Text(4,3)

0/20

0/16

0/8

0/8

0/8

Table 1: DBSCAN with epsilon evaluated using most
significant edge
Note that in this section we discuss 'associations'
rather than synonyms, so as not to imply that the
associations found are necessarily synonyms.

4.1

Varying DBSCAN parameters

First we look at the variation in DBSCAN parameters.
Recall that the parameters are the epsilon value and the
minimum nodes for a cluster to exist. We selected two
sets of parameters, (3,2) and (4,3), expecting (3,2) to be
noisier than (4,3) due to the smaller number of nodes for
a cluster to exist and the lower epsilon threshold.
The weaker parameters have two effects, they find
more associations but have a higher false positive rate.
For images, there are at least twice as many associations
found with (3,2) for T=0 or 1, than with (4,3), but with
higher false positives, going from 0% to 20%.
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For text coselections, there is a much greater
discrepancy between (3,2) and (4,3) than with images.
For every threshold there are roughly 10 times as many
associations found by Text(3,2) than by Text(4,3),
however the false positive rate is very low, remaining
below 3% of the total associations found for all
thresholds. There are no false positives for Text(4,3).

T=0

T=1

T=2

all correct

0.95

0.98

1.00

all false

0.05

0.02

0.00

Table 3: comparison of output accuracy for threshold
values T=0, 1 and 2

T=0

T=1

T=2

all (3,2) correct

0.95

0.98

1.00

all (3,2) false

0.05

0.02

0.00

4.3

all (4,3) correct

0.93

1.00

1.00

all (4,3) false

0.07

0.00

0.00

Finally we compare the result sets generated by image
coselections versus text coselections.
One clear difference is that text coselections generate
many more associations. For the weaker clustering
parameters (3,2), text coselection clustering generated
more than 6.4 times as many potential associations than
image coselections. However since the raw source data
shows only about 5% of all searches being image
searches, this discrepancy is perhaps not surprising.

Table 2: comparison of (3,2) outputs versus (4,3)
outputs
What this implies is that the stronger clustering
parameters do manifest much more reliable accuracy,
with no false positive observed either for Text(4,3) or
Image(4,3). However there are clearly a large number of
genuine associations found by Text(3,2) and Image(3,2)
that were validated by the human evaluators but not
discovered by the stronger clustering parameters, thus the
recall is impaired. With the proportionally low error rate
of (3,2), it seems that the stronger clustering parameters
achieve a small improvement for T=1 specifically while
losing many genuine associations.

4.2

Image coselections versus text coselections

T=0

T=1

T=2

text correct

644

586

362

images
correct

92

70

30

text false

4

2

0

images false

38

12

0

Table 4: total associations comparison of text
coselections input versus image coselections inputs

Varying the threshold

Next, we look at the effect of varying the threshold at
which associations are rated as being genuine synonyms.
The total associations value T is the number of
associations generated altogether by the algorithm, while
the remaining columns filter out associations whose
cluster similarity falls below the threshold, for threshold
values of T=0, 1 and 2 respectively.
As noted above, for all results sets tested is that there
is no difference in the false positive rate once T=2 or
more. That is, a cluster similarity value of 2 appears to be
high enough to filter out all false positives. In fact for
DBSCAN parameters (4,3), there are no false positives
even for T=0, while only images(3,2) shows a significant
proportion of false positives at T=1, with all other result
sets showing false positives of 0 at T=1, except text(3,2)
with a false positive rate of under 1%.
There is however a difference in the number of
associations remaining after filtering with the threshold.
There is little or no difference between T=2 and T=3, and
T=3 to T=4 except in Text(3,2) which loses around 8% of
its associations (all genuine).
The differences are more interesting between T=1 and
T=2. In half of the result sets, notably the (4,3) sets, there
were no false positives for T=1, so the higher threshold
represents an unmitigated penalty. In one of the (3,2)
result sets, there were false positives for T=1, but only in
images(3,2) was the proportion problematic, at close to
20% even at T=1. We discuss the images versus text
contrast in the next section.
We also consider what happens if no threshold is
applied, namely whether all associations found by the
algorithm are valid. Interestingly both of the Text(4,3)
results sets showed no false positives at all while
Text(3,2) showed only around 1.3% false positives.
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Images however showed a more troublesome false
positive rate, as discussed in the next section.

What is more interesting however is that the false
positive rates for text coselection result sets are the same
or better than for image coselection result sets, for both
clustering parameter pairs. In fact, for T=1, the false
positive rate for Text(3,2) is under 1% while the false
positive rate for Images(3,2) is around 20%. For T=0, the
difference is even more marked, with false positive rates
of around 1% for text versus around 29% for images
respectively.
T=0

T=1

T=2

text correct

0.99

1.00

1.00

images
correct

0.71

0.85

1.00

text false

0.01

0.00

0.00

images false

0.29

0.15

0.00

Table 5: accuracy comparison of text coselections
input versus image coselections inputs
This is a very interesting outcome, as text clickthrough
has been deemed unreliable in other research while image
clickthrough appears to be more reliable (Ashman et al.
2011). While coselection data is not quite the same as
clickthrough data, as it indicates a relationship between
two URLs rather than between a URL and a search term,
it is implicit that the judgements made by the searchers in
creating those coselections are not as error-prone as has
been claimed in the past.

5

In Conclusion

This experiment has demonstrated that it is indeed
possible to use cluster overlap to reliably identify
synonyms from both text and image search, based on
searchers' interactions with search engines. A key novel
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feature of this work is that the synonyms identified are
not compromised by the ambiguity of search terms
because the underlying clusters are themselves not
ambiguous. This is achieved through a combination of the
natural discrimination exercised by searchers and noisereducing clustering algorithms.
So far we have found good results even with fairly
weak parameters. The level of false positives has in most
cases been low, especially for traditional text searches. In
fact, the level of reliability in the text coselections has
been higher than published literature would imply. We
plan a further experiment that will assess the reliability of
searchers' interactions, testing for cluster coherence by
selecting pairs of URLs from clusters that have been
associated using the method above, i.e. are synonymous.
One URL will be randomly selected from each cluster of
any two that are synonymous and human evaluators will
be asked to determine whether the two URLs are
mutually relevant. This is similar to the mutual relevance
ranking experiment performed by Ashman et al. (2011)
and will also test for inter-ranker consistency to reduce
noise from user error.
Finally, while the numbers of synonyms found has
been modest, this is a direct outcome of the raw data
input into the process - there needs to be enough
coselections to generate reasonable clusters over an
adequate number of URLs. Also term coverage is dictated
by searchers - only those terms for which users submit
searches and make at least two selections are going to
become part of the process. However the process is
shown to be sound, and with enough data and cooperation
among the community, a much wider coverage of terms,
not just those appearing in formal lexicons, will be
semantically linkable.

6
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Abstract
Malware is one of the significant problems in the current
Internet. Often security tool vendors develop an attack
signature to deal with the attacks. However attack
techniques such as polymorphism and metamorphism can
be used by the attacker to generate multiple variants of the
malware and complicate the signature identification. In
this paper we present our analysis on sample set of
malware and then discuss how MAEC’s taxonomy can
help to address the malware problem. .
Keywords: Malware, Software Security, MAEC
framework.

1

Introduction

The size and complexity of the current operating systems
and applications is continuously increasing and it is not
an easy task to ensure the secure operation of such
systems. Although there are several tools such as
intrusion detection systems, honey pots, and antivirus the
dynamic nature of the attacks makes it difficult to detect
and prevent attacks. On the other hand, it is simple task
for the attacker to compromise such systems and generate
different types of attacks. As a result we are witnessing
an increasing number of zero day attacks on a daily basis.
Zero day attacks are the attacks which are previously not
known. In order to deal with the malware the security tool
vendors analyze the malware and develop attack
signatures to deal with the malware. However, in most of
the cases the analysis is done manually and this requires
considerable time before a signature can be developed for
malware. In addition to this, automated tools such as
ADMmutate enable the attacker to automatically generate
variations to the malware for each infection; making it
extremely difficult for the security professionals to
identify and develop suitable attack signatures.
Our analysis confirms there is no systematic approach
to deal with the malware problem. Without a systematic
approach, there will be an ever increasing gap with the
malware attacks and the tools available to deal with the
attacks. Recently Malware Attribute Enumeration and
Characterization (MAEC) framework [Mitre, 2012] has
been proposed for unified classification of the malware.
In this paper we present our analysis on different types of
malware and make use of MAEC framework for
characterising and classifying malware. We have made
Copyright © 2013, Australian Computer Society, Inc. This
paper appeared at the 1st Australasian Web Conference (AWC
2013), Adelaide, South Australia, January-February 2013.
Conferences in Research and Practice in Information
Technology (CRPIT), Vol. 144. H. Ashman, Q. Z. Sheng and A.
Trotman, Eds. Reproduction for academic, not-for-profit
purposes permitted provided this text is included.

several interesting observations and also provide some
inputs for improving the MAEC framework.
The paper is organized as follows. Section II presents
some of the challenges with the malware and an overview
of the MAEC framework. Section III presents our
analysis on different types of malware, use of MAEC
framework for the malware and some inputs for
improving the MAEC framework. Section IV concludes.

2

Background

In this section we will present some of the challenges
related to the malware problem in the Internet and
overview of the MAEC framework.

2.1

Malware Challenges

Massive Volumes of Malware Samples: Security tool
vendors and malware researchers are constantly
researching and analysing malware in order to create
detection and remediation to protect their customers and
their computers. In the days where malware growth has
been pretty constant, malware researchers were able to
analyse and produce signatures for malware detections
for most of the malware samples. Due to the massive
malware growth in the past few years, it has been
increasingly difficult for malware researchers to analyse
(be it dynamic or static) every malware samples that they
encounter. Malware researcher needs a system of
classifying malware so that malware researchers can rely
on to help them tackle the massive volume of malware
quickly.
Automated Analysis Tools: There has been a huge
volume of malware that malware researchers need to
analyse, automated dynamic analysis tools have been
developed to assist malware researchers to speed up the
process of malware analysis. Recently automated analysis
using virtualisation is of considerable research interest.
Also malware researchers occasionally submit malware
samples to various automated analysis tools to obtain
some information with regards to the malware sample.
However, each of these automated analysis tools have
their own way of formatting information and
classification. There is no uniform way of presenting
malware information as different automated analysis tools
produces different kinds of reports. Therefore, this posts a
problem for malware researchers as they have to sift
through various reports to obtain useful malware
information. Furthermore this results in duplication of
research hindering progress on the malware analysis. For
example, Vigilante [Costa, 2005] is a collaborative
approach for the end to end detection/prevention of the
worms. Each host runs specific software which captures
the information regarding the exploit of the worm and
distributes a Self Certifying Alert (SCA) to warn other
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hosts regarding the spread of the worm. The end hosts use
the information in the SCA to identify if it is vulnerable
to the worm and apply a host based filter to prevent the
worm. However note that in this case, the end hosts
should be capable of identifying the malware from the
SCA alerts. Otherwise it is not of much use for the end
hosts.
Information Sharing: There are many security vendors
and malware researchers in the IT security industry.
Whenever there is a major outbreak of a particular
malware, each security vendors and their malware
researchers attempt to obtain malware samples and
perform their own analysis. This occasionally results in
duplication of malware research effort. There is also a
lack of detailed information sharing amongst malware
researchers. Most malware researchers are able to share
bits and pieces of information as they go along
discovering malware characteristics. Furthermore,
malware researcher may refer malware characteristics
differently as there has not been a widely accepted
standard for unambiguously characterizing malware.
Apart from the lack of standard for characterization, there
is also no clear method of communicating malware
information and their findings. As a result of this, there is
non-interoperable and disparate malware reporting
between security vendors.
Complexity of Malware: Malware infection has
evolved overtime as malware writers are constantly
adopting new concepts and ideas in making their malware
more complex so that security products have problems
detecting them and perform remediation on infected
computers. Therefore, malware researchers require more
time to analyse these malware. Nowadays, malware are
usually not written by an individual. Instead, they are
now written by a group of malware writers who usually
collaborate through underground online forums,
exchanging information and tips. Moreover, sophisticated
malware often exhibits more than one characteristic.
Therefore, it is not easy to classify malware into one
single classification. Often, malware researchers may not
agree on the classification of malware and this may lead
to dispute among malware researchers, and also dispute
between security vendors and companies or individual
who has been alleged to creating malware.

2.2

MAEC Overview

Malware Attribute Enumeration and Characterization
(MAEC) is an initiative developed by Mitre Corporation
with the support of Department of Homeland Security
(DHS) and National Institute of Science and Technology
(NIST). One of the main aims of MAEC is to develop
techniques to provide uniformity in malware reporting.
This enables malware analysis results to be standardized
and thus able to support the development of databases for
storing malware characteristics. Also, one of MAEC’s
functions is to serve as a standard method of
characterizing malware based on its behaviours, artifacts
and attack patterns. As malware are evolving with
obfuscation techniques such as polymorphism,
encryption, packing etc. MAEC attempts to use malware
characteristics to identify malware based on its distinct
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attributes instead of single signatures used in traditional
security software.
Malware were usually classified in types (e.g. viruses,
worms, backdoors etc.) based on its primary behaviour.
However, recent malware outbreaks have exhibited
multiple behaviours and malware researchers have been
identifying the same malware as different types. This led
to confusion about the true malware type and hinders
accurate information being disseminated. Therefore,
MAEC aims to permit accurate and unambiguous
malware typing based on the malware attributes.
MAEC also aims to accurately identify new instances
or variants of existing malware families using a minimum
set of malware attributes that is sufficient of
characterizing the malware family. For instance, given a
particular malware family that has a particular set of
malware attributes. If a new malware variant is
discovered to exhibit the same set of malware attributes,
we can accurately identify the new malware variant as
belonging to the particular malware family by the means
of MAEC characterization.
MAEC framework has three core components in its
framework. This includes a MAEC enumeration
(vocabulary), MAEC schema (grammar), and MAEC
Cluster (standardized output). In the following
subsections we will presents detail discussion on these
components.

2.2.1

MAEC Enumeration

It comprise of the following three levels for describing
malware attributes:
Low-level observables: these are the attributes and
actions performed by the malware. These are usually
system state changes made by malware on the system.
Actions such as creating MUTEX in the Windows
registry, and downloading a file from a remote server are
recorded as low-level observables.
Mid-level behaviour: these are the consequences of the
low level observables. The MAEC’s language groups
low-level observables into discrete clusters in order to
define mid-level behaviours. It enables low-level
observables to be clustered into a group. An action
creating MUTEX will indicate a mid-level behaviour of
preventing a second copy of the same malware from
installing on the same machine
High-level taxonomy: this is the high level grouping of
mid-level malware behaviours based on the underlying
intention of malware writers. An example will be the
behaviour of the malware being executed during every
system start up will have a “Persistence” classification
under the taxonomy. Other high level taxonomy
described in MAEC includes Self Defense (malware’s
ability to protect against reverse engineering efforts) and
Propagation (malware’s capability to spread), to name a
few.

2.2.2

MAEC Schema

It defines the syntax for the discrete MAEC language
elements. It can be used as a baseline to create malware
repositories or as a format for sharing information
between repositories. The schema consists of the
following three elements:-
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Namespaces: Namespaces represents the grouping of
malware behaviours, mechanism and other enumerated
attributes into classes.
Properties: The schema will contain a set of properties
that is applicable to the malware attributes and
namespaces with specific properties for behaviours.
Relationships: MAEC schema includes an established
set of files for defining the relationships among
namespaces.

Creates/Modifies/Deletes/Hides/
Copies/Download/Execute
Creates/Modifies
/Deletes/Start/
Stop/Hide

Files

Services

3

Malware Analysis and Characterisation

3.1.1

Register
Keys

Malware

MAEC Cluster

Apart from MAEC’s malware attribute enumeration and
schema, MAEC will also define a standardized output for
encompassing
the
attributes
obtained
from
characterization of the malware. The MAEC cluster thus
represents the standard output format of MAEC,
encompassing any set of attributes and behaviours
obtained from the characterization of malware instance.
This will serve as a container for storing and sharing
MAEC characterized information. Malware researchers
can then share malware information in a standardized
manner, therefore eliminating unnecessary confusion and
speed up information sharing. Malware information can
be output to a format like XML as it is human-readable as
well as machine readable.

Open/Scan/Connects/Close
Send/Receive Message

Creates
Directories

Mutex

2.2.3

Ports

Processes

Creates/Deletes

Creates/Modifies
/Deletes/Hides

Monitors/Kills/Hooks

Figure 1: Common Malware Attributes

We have conducted a detail analysis and applied
MAEC taxonomy on some of the attacks such as
Koobface, malicious security tools and zbot. However
due to space limitation we only present generic
observations from our analysis. Figure 1 shows an
overview of common malware actions and the objects
that these actions are performed (attributes). The objects
that malware performs actions upon are: file, registry
keys, ports, directories, processes, mutex and services.
The most common actions are creation, modification or
deletion of files and registry keys. However, these actions
are usually not malicious by itself. It is the intention
behind these actions that determines the maliciousness of
an action.

Approach

A size of about 5000 samples from different malware
families have been gathered from online resources such
as malwaredomainlist.com and one of the departments in
university environment over a period of one month. After
gathering the malware samples, each malware sample is
executed in a controlled environment (e.g. virtual box and
Xen). The aim of performing malware analysis on this set
of different samples is to gather a small size of malware
attributes and behaviour and establish the behaviours and
attributes that are observed as belonging to malware and
apply MAEC’s taxonomy. The main focus of discussion
in this paper is on the MAEC enumeration and MAEC
schema.
The current attack detection and classification
techniques can be classified as dynamic and static
techniques. Our work makes use of both dynamic and
static analysis techniques to detect the malware and
analyse its behaviour. The dynamic analysis can be used
to analyse the malicious behaviour during runtime and the
static analysis techniques can be used to analyse
behaviour without executing the code. Using system
monitoring tools such as Installrite, regshot and InCtrl,
logs are gathered and studied to derive low-level
observables such as system state changes (registry keys
and files), properties and propagation methods. In
addition to the existing tools, we have developed some of
the modules for analysing specific attacks. For example,
since PDF documents have specific structure, we have
developed the object extraction (ObEx) module to
analyse the structure of the PDF documents and extract
the information of the objects in the PDF document. The
code extraction (CodEx) module is used to detect the
code in the PDF document.

3.1.2

Malware Attributes

A typical malware when executed on a clean system will
affect and perform some of the following actions (lowlevel observables) to some of following entities on the
system at some point in time.
Malware are program that is capable of performing
malicious actions. Therefore malware exists as a file - be
it in a Portable Executable (PE) or a Portable Document
Format (PDF) or any other format. Once executed, it is
capable of affecting other files, registry keys, services,
processes, ports, directories and memory.
Malware can create a new file on an infected system.
This file varies in its purpose. Some files add more
functionality to the malware whereas others may be
dummy files created on the system to divert or thwart
malware research efforts.
Registry on a Windows operating system is a database
in which applications and system components store and
retrieve configuration data. One of the most common
registry key creations associated with malware is the run
key(HKEY_LOCAL_MACHINE\Software\Microsoft\Wi
ndows\CurrentVersion\Run). Malware will usually add a
reference entry to this key so that the malware will be
executed every time when Windows starts up. Although
there are other methods to make sure that the malware is
executed during Windows startup. Run key is one of the
easiest and most popular methods used.
Another example of malware behaviour on registry
keys is the modification of the Task Manager key
(HKEY_CURRENT_USER\Software\Microsoft\Window
s\CurrentVersion\Policies\System\DisableTaskMgr).
Some malware tries to prevent infected victims from
manually disabling the malware through Windows Task
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Manager. It attempts to do so by modifying this key so
that the Task Manager is disabled on the infected system.
Windows Services are used for creating long-running
executable application that can be run in their own
Windows sessions. Windows Services runs in the
background and are usually used to providing support for
other applications. Malware are known to deleting certain
Windows services associated with security software so
that the security software will no longer function
properly.
Processes are executing programs. When a program is
running, it creates a running process in memory. Some
malware are capable of injecting malicious code in the
running process so that the malware may monitor the
process behaviour and trigger other malicious actions
when necessary. This method is different from viruses
whereby the malware made changes to the program
directly. In processes injection, there is no actual code
change done to the program. Therefore, if the process is
terminated, the malicious behaviour stops as well.
Ports are used for originating connection to or
receiving connection from a network entity. Malware can
open ports to perform malicious actions. For example,
malware uses port to connect to remote servers to
download additional malware or sends stolen information
to remote servers.
Directories are locations on the hard disk that allows
users to group files into a common location. Malware
sometimes create new directories as a holder to put all the
files it needs.
MUTEX are usually created using the Windows
Application
Programming
Interface
(API)
CreateMUTEX. Their presence is usually to signal that
the malware has been installed on the system. This can
prevent another instance of the same software from
executing if the software is designed to check for the
existence of the MUTEX before commencing execution.

3.1.3

Malware Properties

In addition to the system changes discussed in the
previous section, we have also identified some of the
interesting properties of the malware. Listed below are
some of the important properties of the malware:
Anti virtual machine: Malware sample that has anti
virtual machine capabilities means that the malware
sample will not execute and function as intended on a
virtual machine environment. Most malware researchers
perform malware analysis on a virtual machine
environment due to its convenience and ability to mimic
real machine behaviour. Some malware writer will
therefore add anti virtual machine capabilities in the
malware to prevent them being analyzed on virtual
machines. There are many different ways in which this
can be achieved. Some of the virtual machine detection
methods include recognizing certain virtual machine
processes or special values in the registers..
Anti debugging: Malware also uses anti debugging
techniques to prevent malware researchers from tracing
malware code through disassembly. The malware writer
will include code that will detect if the malware sample is
executed under a debugger. This can be achieved by
using certain Windows API or detecting software
breakpoints in the code etc.
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Anti emulation: Code emulation is a technique used by
security software to simulate CPU and memory
management system to mimic code execution. The
malware is simulated in a virtual machine of the security
software and no actual code will be executed on the real
system. Therefore code emulation is a very effective way
of detecting malware. However, some malware writer use
anti emulation techniques such as using structured
exception handling or using long loops to prevent the
malware from code emulation.
Encryption: Encryption is an obfuscation technique
used by malware writers to prevent static analysis of
malware by malware researchers. Encryption scrambles
the malware code and any recognizable strings within it.
Malware researchers will need to know the cipher key to
decrypt the code to reveal the actual code for static
analysis.
Packing: Packers are originally used by legitimate
software vendors to encrypt and compress their software
so as to reduce the size of the application and also protect
their software from reverse engineers attempting to
understand how the software works. However, malware
writers adopted packers for the exact same purpose.
Malware writers use packers to prevent malware
researchers from static analysis and detection by security
software. It also allows malware writers to create many
different copies of malware samples as a small change in
the malware source code will produce an entire different
looking malware sample after going through a packer.
These properties are related to the malware sample
rather than malware behaviours and characterization. Its
intention is usually to thwart malware analysis attempts.
Although these properties may not be malicious per se, it
should somehow be used to add weight to the
maliciousness of a malware sample.

3.1.4

Observations

Once the low-level observables research is completed, we
began to associate these observables and determine with
the respective mid-level behaviours. In this process, we
were able to determine several common characteristics of
malware behaviour that is seen in majority of malware.
Table 1 shows a list of common low-level observables
and their associated mid-level behaviours. This is by no
means an exhaustive list as it is not possible to list all
malware attributes and behaviours.
Some of the attributes in Table 1, such as column 2,
are common not just in malware but also legitimate
software as this attribute exhibit the behaviour of
automatic execution upon system startup. Some
legitimate software such as security software exhibits this
behaviour as well so that they can provide protection to
the computer as soon as system starts up.
Other attributes such as column 1 has an associated
malicious behaviour as its existence is to prevent
execution of certain executable files.
Performing a study of common low-level observables
and its associate malware behaviour helps us understand
and establish behaviours and attributes that belong to
malware.
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There are some registry keys created by the malware
that is classified as low-level observables. However, these
registry keys do not reference to any binary files.
Therefore, it may be a challenge to determine the real
intention for creating the registry key and associate a
mid-level behaviour to it. MAEC taxonomy does not
explain how such cases should be handled.
Apart from the low-level observables like system state
changes that a malware exhibits, there are properties such
as encryption and packing that is associated to the
malware samples. Although these properties are defined
in MAEC schema, including properties information in
mid-level behaviour could be helpful in identifying the
maliciousness of the malware.
It can be foreseen that in future it is certain that new
malware behaviours will surface and MAEC
characterization must be able to handle and include these
new malicious behaviours in their classification.
Malware has an execution flow that functions the way
like normal software and some portion of code are run in
sequence whereas others are run in parallels through
multithreading. However, the behaviour structure does
not exhibit any chronological characterization.
Chronologically characterization may be useful in
classifying malware as malware writers do not usually
change their malware code and its execution flow for
different malware variants. Therefore it will be good if
MAEC taxonomy is able to incorporate chronological
characterization in its output.
There are several instances where certain mid-level
behaviour is achieved without any visible low-level
observables like process injection etc. but such behaviour
is visible in code or through 3rd party system monitoring
tools. These code or observation may be suitable for
inclusion in low-level observable as it adds uniqueness to
malware identification. However, these do not appear to
be used in MAEC characterization.
MAEC characterization does not seem to be able to
determine which malware behaviour may be the
dominant behaviour. This may cause issues in future
whereby two or more malware researchers may disagree
upon the primary malware behaviour. This may lead to
different naming or malware typing and cause confusion
to end users of security software.

!!%*(

4
Table 1: Caption

3.1.5

Discussion

Our analysis of the malware examples and their
characterization in terms of attributes and behaviours
have resulted in several interesting observations. Listed
below are some issues which were encountered during the
process of mapping low-level observables to mid-level
behaviours.
One of the issues during research and analysis was that
some malware had undergone changes in terms of
behaviour and the malware samples gathered may exhibit
slight changes to its predecessors. Therefore, some of the
MAEC characterization may not be a complete
characterization of the malware.

Conclusion

In this paper we have conducted analysis on sample set of
malware and applied MAEC taxonomy for malware. We
have made several interesting observations and identified
some inputs to improve the MAEC framework.
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Abstract
Web searching has increasingly become a prevalent
channel for tourists to conduct collaborative search for
travelling information. In this paper, we report results of a
user study on tourists’ collaborative search behaviour on
the Web. The study aims to identify the features of
collaboration and factors affecting the collaboration while
tourists search for tourism information. Data collection
techniques included pre- and post-search questionnaires,
Web search logs, online chat logs during collaborative
search, and post-search interviews. The analysis of search
logs and chat logs data reveals the types of information
the users exchange during the collaborative search for
tourism information which includes Web links, messages
related to the travel plan, division of search tasks and
sharing of search results. The participants selected
different search engines and tourism related websites
based on the search task and their needs. The results also
provide the contextual factors which influence the
collaboration for tourism information are: the budget for
the travel, the previous knowledge and the previous visit
and the technology. The findings have practical
implications for the content and presentation of tourism
websites as well as the design of interface that supports
online collaborative tourism information searching..
Keywords:
Web search behaviour, Collaborative
information retrieval, Tourism, Collaboration.

1

Introduction

Information searches play an important role in travel
decision-making (Snepenger, Meged, Snelling, and
Worral 1990; Fodness and Murray 1998; Gursoy and
Chen 2000). Traditionally, the common information
sources used by tourists or trip planners have included
travel agents, tour brochures, newspaper advertisements,
TV/radio and visitor offices (Ho and Liu 2005).
Nowadays information technology is playing a
fundamental role in the tourism industry. The Internet has
been steadily increasing as an important information
source for visitors in recent years. According to a recent
survey conducted by the Department of Resources,
Energy and Tourism, Tourism Research Australia
(Snapshots 2011), in 2010, around 29 million
Copyright © 2012, Australian Computer Society, Inc. This
paper appeared at the 1st Australasian Web Conference (AWC
2013), Adelaide, South Australia, January-February 2013.
Conferences in Research and Practice in Information
Technology (CRPIT), Vol. 144. H. Ashman, Q. Z. Sheng and A.
Trotman, Eds. Reproduction for academic, not-for profit
purposes permitted provided this text is included.

international and domestic visitors used the Internet for
information prior to commencing their trips. Tourists
search for various sorts of information from the Web,
including information about airlines, hotels, interesting
places, and weather conditions, for arranging a better
travel plan. There is evidence suggesting that people tend
to collaborate with each other for gathering tourismrelated information when information is unavailable,
incorrect or incomplete when they seek information alone
(Reddy, Jansen and Spence 2010). Unfortunately, the
existing browsers and search engines are designed to
support single-user scenarios (Morris and Horvitz 2007).
The inclusion of collaborative support in searching for
tourism information may produce more effective results
and enhance the search experience for users.
However, few studies have modelled the nature of
collaborative information retrieval (CIR) in tourism
domain in detail. A sound collaborative search model
would be helpful to the design of appropriate CIR
systems. Our study aims to investigate the nature of
tourists’ collaborative Web search behaviour and provide
a better understanding of how multiple users collaborate
via a tourism search system simultaneously.
Specifically, the study reported in this paper addresses
the following research questions:
1. What search systems and search keywords do
tourists use for searching on the Web?
2. What sorts of information do the tourists
exchange during collaborative Web searches?
3. What are the factors affecting collaborative
searching for tourism information?
The remainder of this paper is structured as follows.
Section 2 provides a literature review of related studies
both on tourists’ information search behaviour and the
existing CIR systems. This is followed by a description of
the research design explaining data collection techniques
and data analysis methods used for our user study
(Section 3). The overall findings are presented and
discussed in Section 4, and the implications for system
design are outlined in Section 5. Further research
directions are also discussed at the end of the paper
(Section 6).

2

Related Studies

The
literature
concerning
Web
information
searching/seeking behaviour is quite large, with some
focusing on the tourism domain. For example, a model
for tourist information search behaviour has been
developed where search strategies are related to search
contingencies, individual characteristics and behavioural
search outcomes (Fodness and Murray 1999). Gursoy
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and Terry Umbreit (2004) found that national culture is
likely to influence a traveler’s information search
behaviour. It is postulated that the experience of a trip
begins with anticipation and planning, and sequentially
involves the movement to the destination, the on-site
experience and activities, the movement back to the
origin, and the recollection and sharing of the experience
(Crompton 1992; Crompton and Ankomah 1993;
Dellaert, Borgers and Timmermans 1997; McKercher
1998). In the case of most travel decisions, particularly to
new destinations, the search is often predominantly
external, involving considerable effort and a variety of
information sources (Fodness and Murray 1997; Raitz
and Dakhil 1989). Evidence suggests that travelers are
likely to utilize the four broad external information
sources when planning their trips: family and friends;
destination specific literature; media; and travel
consultants (Snepenger and Snepenger 1993). However,
most of the existing tourism information searching
behaviour literature and tourism-specific search systems
are based on the assumption of a single user’s behaviour.
Our preliminary survey study (Mohammad Arif and Du
2012) on tourists’ collaborative search behaviour revealed
that i) People collaborate for tourism information for
sharing information, getting accurate and updated
information and sharing knowledge and experience, ii)
Phone, email, instant message and social networks are the
most used media for collaboration, and iii) people
collaborated with both co-located and remotely located
people. The specific types of information that tourists
exchange during the search collaboration, however, have
not been identified yet.
Twidale, Nichols and Paice (1997) argue that users
often desire to collaborate on search tasks and a truly
user-centered system must acknowledge and support
collaborative interactions between users. Researchers
have designed some device- or domain-specific
technologies for facilitating collaborative searches. For
instance, TeamSearch, developed by Morris, Paepcke,
and Winograd (2006), allows up to four co-located people
to use a digital tabletop to search through tagged photo
collections. C-TORI by Hoppe and Zhao (1994) is a
multiuser system for querying a relational database. It
provides interactive query formulation and result
browsing by supporting cooperation between multiple
users. Query formulation allows multiple users to
formulate queries jointly in which the queries made by
one user are visible to the other users.
Division of task is identified to be one important
characteristic
of
collaborative
search
task.
SearchTogether designed by Morris and Horvitz (2007) is
one of those systems which facilitates collaboration by
supporting awareness, division of task and persistence
during the process of searching the Web. SearchTogether
incorporates the processes of formulating query,
exploring search results, and evaluating the found
information. Proper communication is also essential for
the user to collaborate during the search. Reddy, Jansen
and Krishnappa (2008) developed another CIR prototype
MUST (Multi-User Search and Talk) where
communication was the focus point.
Collaborative search task would occur not only within
the co-located people but also within remotely located
50

people. MUSE (Multi User Search Engine) is a CIR
system developed by Reddy, Jansen, and Spence (2010)
to examine how team members who may not be
physically co-present interact while collaboratively
searching for information
The existing CIR systems are not that specific to
tourism domain, with few exceptions. Prestipino (2004)
proposed a community system supporting communication
and collaboration in tourism which is thread and forum
based. In our preliminary collaborative tourism
information retrieval modelling, (Mohammad Arif, Du
and Lee 2012), we proposed some significant features for
tourism CIR tools which should include synchronous
communication, supporting strong vocabulary, providing
past query and search history, voice and video call option,
and trip planner. However, the authors’ suggestions for
the incorporation of these features were beyond the scope
of that study. These features could be incorporated into a
CIR tool for tourism information.
Starting with destination choices and itinerary
planning, dynamic information needs arise spontaneously
during travel. A tourist may extend or shorten his or her
stay at a particular place due to unavoidable but
unforeseeable occurrences. There is a need for
communication and feedback thus allowing travelers to
refine the information and tour plan. Travelers tend to
acquire information through communities (Prestipino
2004; Mitsche 2005) and these communities comprise
networks of people who can exchange information. As
discussed, prior research provided insight into the overall
field of information search behavior for tourism domain
but little on collaborative environment. Some limitations
of previous studies are i) the collaboration were assumed
asynchronously; ii ) No mention was made about factors
which influence tourism collaborative information
retrieval; and iii) the studies were not conducted based
on any tourism CIR tool.
For the purpose of the work reported here, definitions
of some basic terms are required:
Collaborative Information Retrieval is defined as an
information access activity related to a specific problem
solving activity that, implicitly or explicitly, involves
human beings interacting with other human(s) directly
and/or through texts (e.g., documents, notes, figures) as
information sources in an work task related information
seeking and retrieval process either in a specific
workplace setting or in a more open community or
environment (Hansen and Jarvelin 2005).
Information Searching Behaviour refers to the ‘microlevel’ of behaviour employed by the searcher in
interacting with information systems of all kinds. It
consists of all the interactions with the system, whether at
the level of human computer interaction (for example, use
of the mouse and clicks on links) or at the intellectual
level (for example, adopting a Boolean search strategy or
determining the criteria for deciding which of two books
selected from adjacent places on a library shelf is most
useful). It also involves mental acts, such as judging the
relevance of data or information retrieved (Wilson 2000).
Web Searching is the discovery of useful information
through the search engines from the World Wide Web.
The users interact with Web search engines by submitting
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queries and the search engines return the results (Jansen
and Spink 2004).

3

Research Design

A user study was designed to explore the collaborative
search behaviour of tourists and investigate how they
collaborate with each other and interact with the search
systems for tourism information.

3.1

3.3

Study Participants

According to Fidel et al (2004), information retrieval is
collaborative only when the actors involved are
colleagues; or they are engaged in the same work
processes. We set corresponding screening criteria for the
selection of participants and criteria for choosing a pair.
The study participants were asked to work in pairs to
search for tourism information; both of the participants in
a given pair needed to be known to each other. In
addition, we required that the participants in a given pair
either should have done some collaborative work with
each other or travelled together before, thus ensuring that
they not only know each other, but also feel comfortable
while working together in a collaborative environment.
Additional criteria were that all participants should have
travelling experiences and should have Web searching
experiences (both on general searching and on tourism
information searching). A total of twenty students and
staff (17 males and 3 females) from a large university in
Australia participated in the study. The participants were
formed into ten pairs. Their ages ranged from 26 to 55
years and more than half (60%) of them were in their 20s
and 30s. All participants have had travelling experience
(an average of 9.8 years) and online search experience (an
average of 10.65 years).

3.2

each other during the collaboration, the problems they
encountered during the collaborative search, the factors
affecting collaborative tourism information search
behaviour, and participants’ expectation about a CIR tool
for tourism information search. Interviews were recorded
using a voice recorder for further transcription and
analysis.

Data Collection

The study was conducted in a laboratory setting in March
2012. Data were collected via pre- and post-search
questionnaires, tourism information search session
consisting of Web search logs and online chat logs, and
after-search interview. Pre- and post- search
questionnaires consisted of both multiple choice and
open-ended responses concerning users’ demographics,
travelling experiences, search experiences, search engines
used in the current search, reasons for collaboration, way
of collaboration, problems encountered in collaborative
tourism information searching and expected features for
a collaborative information retrieval tool in the tourism
domain. Search logs recorded the typed search keywords
and queries, browsed websites/webpages and employed
search systems during Web searching, while chat logs
documented the communication and information being
exchanged between users during the search.
Each of two computers were provided and installed
with Camtasia software and Google Talk. Google Talk
was employed to facilitate the group chatting and
exchanging messages. The pair of participants could
perform the search task and chat and talk through Google
Talk for collaboration. The search logs and chat logs were
captured by the Camtasia Studio software concurrently.
Interviews were conducted to solicitate the participants’
experience of the collaborative search activities, such as
how they conduct collaborative search, how they help

Search Tasks during Tourism Information
Search Session

Three identical search tasks were assigned to each pair of
the participants. Search task 1 and search task 2 were
designed to investigate the tourists’ collaborative search
behaviour with and without prior knowledge about the
destination, respectively. The third search task asked the
participants to find tourism information satisfying
multiple conditions. The three search tasks for three
scenarios are described below:

3.3.1

Search Tasks 1 – Searching Information
for an Unknown Place

You and some of your friends are planning to go to a
country or place for one month travel. For a better trip
plan you need to gather information about the country,
city, accommodation, transport, foods, weather,
attractions, etc. It is presumed that none of you has any
prior knowledge about that country or place. Suppose
you and one of your team members want to gather
information for the trip. You and your teammate are
sitting in a room and using two computers separately for
searching travel/tourism information on the Web and
both of you have the communication tools (e.g. Yahoo
messenger, Google talk, Skype) to discuss through this
tools during the Web search. Now you and your teammate
are asked to find as much information as you can for your
trip.

3.3.2

Search Task 2 – Searching Information
for Known Place

You along with some of your friends are planning to go to
a country or place which was visited before by at least
one of you. For a better trip plan you need to gather
information about the country, city, accommodation,
transport, food, weather, attractions, etc. You and one of
your team members want to gather information for the
trip. You and your teammate (who has prior experience)
are sitting in a room and using two computers separately
for searching travel/tourism information on the Web and
both of you have the communication tools to discuss
through these tools during the Web search. Now you are
asked to find information along with your teammate as
much as you can for your trip.

3.3.3

Search Task 3 – Searching Complex
Information

Along with some of your friends, you are planning to go
to a country which was visited before by at least one of
you. For a better trip plan you need to gather information
about the country, city, accommodation, transport, foods,
weather, attractions, etc. Suppose you and one of your
friends want to gather information for the trip. You and
your teammate (who has prior experience) are sitting in a
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room and using two computers separately for searching
travel/tourism information on the Web and both of you
have communicating tools to facilitate discussions . Now
you have to find accommodation located near to a sea
beach. Moreover, the weather forecast should be good
(say no showers and temperature between 20 0C and 30
0
C) and the accommodation should cost less than a
certain amount of money (say AUD 100) and the money
should be in local currency.

3.4

Data Analysis

The data were analysed to uncover the characteristics of
users’ collaborative search behaviour for tourism
information. Data from chat logs and search logs were
analysed to address the first two research questions, i.e.
gaining insight into the types of useful evidence of
searchers’ collaboration for tourism information, and the
information they exchanged during collaboration. The
interview data were examined to address the third
research question, i.e. finding out the influential factors
for collaborative Web search for tourism information.
Grounded theory approach (Strauss and Corbin 1990) and
content analysis (Schamber 2000) were two main
qualitative analysis methods employed in this study.
These analysis techniques have been widely used in prior
user-Web/Information Retrieval system interaction
studies (e.g. Du and Spink 2009; Du and Spink 2011;
Reddy, Jansen and Spence 2010; Wang, Hawk and
Tenopir 2000). The content analysis of pre- and postquestionnaires, search logs, chat logs and interview
responses developed taxonomies of keywords for
tourism information search reported by study participants.
The content of different types of information exchanged
by the participants during the collaborative searches and
the factors by which these collaborative searches are
influenced have also been reported from this analysis.
In the following section we report key results on the
types of keywords used for tourism information
searching, types of information and Web links the
participants exchanged (Web links are the URL addresses
which provide tourism information about such things as
accommodation, flight, attraction and food), and the
factors affecting the search during the collaboration for
tourism information.

4

Results and Discussion

The results of the study on collaborative search behaviour
of users and their interaction with the search systems for
tourism information are presented here. The discussion on
the findings is also reported.

4.1

Overview of Web Search

This section presents results about which search engines
the participants used, which websites the participants
visited for tourism information and why and which
keywords they employed for searching tourism
information.

4.1.1

Search Systems Used by the Participants

All the participants used the Internet Explorer as their
browser. Search engines used include Google, Yahoo and
Bing. The users visited different websites for tourism
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information. Sometime they visited general websites but
most of the time they visited tourism specific websites for
information. The major websites visited by the
participants and the reasons for visits are listed in Table
1. Some of these websites, for instance tripadvisor.com
and agoda.com provide not only the information on
accommodation, flight, restaurant etc. but also provide
reviews and comments of other users. Chat logs and
search logs show that these reviews and comments have
an impact on travel plan decision.
Major Websites visited
by the tourists

Reasons for visit

www.tripadvosir.com

For accommodation, flight and
restaurants

www.flightcenter.com

For flight information

www.airfaresflights.com
www.wotif.com
www.expedia.com

For accommodation, flight and
restaurants

www.agoda.com

For accommodation

www.orbitz.com

For accommodation, flight, transport,
local culture

www.lonelyplanet.com

To know about local attractions

www.wikipedia.org

To know about food, local culture and
attractions

wikitravel.org
www.cheapflights.com

For flight Information

www.bbc.co.uk

For weather information

www.youtube.com

To gather information about culture

www.farecompare.com

For fare comparison

www.booking .com

To know about booking information

www.hostels.com

For accommodation, flight, and
restaurants

www.stayz.com

For accommodation

travel.yahoo.com

For attraction, food, tour package

finance.yahoo.com/currency

For currency conversion

Table 1: Major Websites visited by the participants
and the reasons for visit.

4.1.2

Searching Keywords
Participants

Used

by

the

Type of keywords used by the participants for search
query and the type of exchanged information (which we
term as message) through chatting tool have been
classified for a better understanding of the structure and
contexts of keywords users had in mind during
collaborative search. The classifications were based on
the common topics within tourism contexts (destination,
accommodation, attractions, local transport, food etc.).
The detailed taxonomy derived is presented in the Table
2. Similar findings were reported in Mitsche’s (2005)
study but our presentation is an improvement of
Mitsche’s (2005) presentation in the way that we
represent the keywords in two levels: first level keywords
and second level keywords. The second level keywords
were used within the corresponding first level keywords.
This hierarchy of keywords helps to understand the
structure and order of keywords employed by the users
during the search for tourism information. For instance, a
user searches for an accommodation in a particular city
and found some hotels, hostels/motels and service
apartments. For making the decision the user then
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searches for hotel, hostel/motel and apartment separately
to compare the cost and service of each of the
accommodation types.
First

First

Second

Level
Keywords

Second
Level
keywords

Level
Keywords

Level

Destination

Country

Food and
Restaurants

Halal

Visa

Visa office

City

Local Food

Accommod-

Hotel

ation

Hostel

Visa Type

Apartment

Visa Form

Beach

Culture

Task

Local Song

Shopping Mall

Local Movie

Park

Local language

Zoo

Messages

Web link

exchanged

exchanged

(No.)

Keywords

Island

Attraction

Table 3 shows the total number of Messages and URL
information exchanged during the collaboration for three
search tasks.

(No.)

Messages
for
Planning

Messages
for division
of search
task

Messages
for sharing
results

Messages
for sharing
experience

Task
1

141

45

58

-

33

Task
2

130

28

26

59

29

Task
3

119

28

35

47

23

Table 3: Number of messages and Web links
exchanged during collaboration information for three
search tasks.

Museum
Building
Sporting event
Local
Transport

Budget

Total Tour Cost
Flight Cost
Accommodation Cost
Food Cost

Flight

Package
Tour

Security

The interesting finding is that for all three search tasks
the participants exchanged different kind of messages and
Web links but for search task 1 there is no message
exchanged for sharing experience. The reason is that for
search task 1 no participant had previous experience to
share.
Figure 1, Figure 2 and Figure 3 show the number of
messages and Web links exchanged by each pair of
participants for search task 1, search task 2 and search
task 3 respectively. In all cases, the participants
exchanged more messages than Web links while
collaborating.

Table 2: Taxonomy of search keywords and
information during tourism collaborative search.

4.2

Useful
Evidence
of
Searchers’
Collaboration and Types of Information
Exchanged during Collaborative Search

Sharing of experiences, exchanging messages,
exchanging Web links, talking to each other for planning
and requesting information provide useful evidence of
searchers’ collaboration. In addition to the contextual
classification of tourism keywords presented in Table 2,
the exchanged information is divided into two subgroups:
Web link (URL) and Message. Messages for the
collaboration were also classified into three categories for
all three search tasks which are: 1) Messages for planning
- messages exchanged for planning the travel and
searching information 2) Messages for division of search
tasks – messages exchanged for distribution of the search,
tasks or sub tasks and 3) Messages for sharing the search
results – messages regarding the sharing of search results.
In addition to this classification an extra message
category for search task 2 and search task 3 has been
identified which we term ‘Message for sharing
experiences’. For search task 2 and search task 3, some of
the team members are familiar with the travel destination,
so they shared their knowledge and experiences.

Figure 1: Number of messages and Web links used
in Collaboration for search task 1 employed by each
pair.

53

CRPIT Volume 144 - The Web 2013

knowledge on destination has an impact on the
collaborative search for tourism information.

Figure 2: Number of messages and Web links used in
Collaboration for search task 2 employed by each
pair.

Figure 3: Number of messages and Web links used
in Collaboration for search task 3 employed by each
pair.
The data concerning collaboration through planning,
division of search task and sharing of search results
employed by each pair are illustrated in Figure 4, Figure
5 and Figure 6 for task 1, task 2 and task 3 respectively.
For three search tasks, the participants collaborated more
on planning (141 messages for task 1, 130 message for
task 2 and 119 messages for task 3) compared to the
number of messages on division of search task (45
messages for task 1, 28 messages for task 2 and 28
messages for task 3) and sharing search results (58
messages for task 1, 26 messages for task 2 and 35
message for task 3). For task 1 the participants exchanged
more planning related messages than task 2 and task 3 as
the latter two tasks were designed for known places.
More messages regarding sharing of search results were
also exchanged by the participants for task 1 compared to
task 2 and task 3. As the place for searching tourism
information described in task 1 was unknown to the
participants, they exchanged more messages on planning
and sharing of results. For search task 2 and search task 3
the users exchanged messages for sharing the experiences
but for search task 1 no messages were exchanged for
sharing experience. These findings indicate that previous
54

Figure 4: Collaboration on planning, task division and
result sharing for task 1.

Figure 5: Collaboration on planning, task division and
result sharing for task 2.

Figure 6: Collaboration on planning, task division and
result sharing for task 3.
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4.3

Factors that Influence Collaborative
Searches for Tourism Information

Three primary factors have been identified that influence
collaborative search for tourism information. Factors are:

4.3.1

Budget for the Travel

The different social classes demonstrate distinct
preferences for a variety of products including leisure
activities (Kotler and Armstrong 1995; Morrison 1996).
The exact role and measurement of social class, however,
continues to be controversial among consumer
researchers (Boone and Kurtz 1995). Whereas social
class typically is determined by things such as
occupation, sources of income, accumulated wealth,
highest level of income achieved, place of residence, and
family history, some have argued that income alone
suffices (Boone and Kurtz 1995). In this study, we found
that budget which is associated with socioeconomic status
affects collaborative tourism information searches.
Travelers at lower income levels and higher income
levels should match at a certain level of budget to plan for
a better trip.
One participant noted:
“The problems depend on the budgeting because different
people have different budget. So we have to take care of
the budget of the other person if I am not searching for
suppose flight information I have to accommodate the
other person’s budget for the flight, I will look for
cheapest one or I will look for the comfortable one or
other person have to search for accommodation which
cheaper or accommodation which is closer to something
like that. So it depends on collaborative as well as people
or touring in a group. So we have to take care of
everybody’s budget.”

4.3.2

Prior Knowledge and Previous Visit

Tourists can gain prior knowledge from their experiences
with the destination, from the experiences of others
(collaborators), and by means of visual, verbal, and
sensory
stimuli,
such
as
advertisements,
newspaper/magazine
articles,
and
television
programming (Vogt and Fesenmaier 1998). Tourists also
acquire information through ongoing searches (Bloch,
Sherrell and Ridgway 1986). They process information
gained through an ongoing search and store it in their
long-term memory (Bettman 1979). This, in turn, forms
their (prior) knowledge (Bettman 1979; Ratchford 2001).
When a need arises to evaluate a destination, tourists first
attempt to retrieve information from their long-term
memory (Vogt and Fesenmaier 1998). Prior knowledge
enables them to evaluate a destination’s attractiveness by
retrieving information related to its attributes and
attractions (Ratchford 2001). Thus, prior knowledge
enhances internal memory and assists in the decisionmaking process (Brucks 1985). Findings on the
relationship between prior knowledge and information
search have been contradictory (Gursoy 2001). Some
researchers concluded that there is a negative relationship
between the amount of prior knowledge and the amount
of external search or collaborative search (Coupey, Irwin,
and Payne 1998; Fodness and Murray 1998). One

explanation for this negative relationship is that
experienced consumers have prior knowledge about
the
attributes
of
various
alternatives,
and
consequently do not need to acquire such information
from external sources (Brucks 1985). They make
decisions based on their prior knowledge (Vogt and
Fesenmaier 1998). A second explanation is that
experienced consumers perform more efficient
information searches because they know what is
important, useful, and where to get it (Coupey, Irwin, and
Payne 1998) and they can disseminate the information to
others. However, several researchers argued that prior
knowledge encourages search by making it easier to
process new information (Gursoy 2001; Rao and Sieben
1992). For example, knowledge of destination attributes
and attractions may allow the individual to formulate
more questions and, therefore, may lead to more external
search.
Previous visitation to a destination is one of the
most commonly examined factors likely to influence
tourists’ information search behaviour and decision
making process (Gursoy 2003; Vogt and Fesenmaier
1998). Fodness and Murray (1999) suggest that in the
case of routine problem solving, decisions are made
quickly and with little apparent effort due to the fact that
for routine trips, pre-purchase information search
probably is not necessary if previous visits provide
an adequate basis for decision making. Knopf (1981),
for example, studied the use of interpretative systems
among tourist groups with differing levels of travel
experience. He found that a more experienced tourist
tends to use more detailed and specific travel information
systems whereas the first-time tourist tends to use more
general information. The results suggest that the level of
travel experience has differential effects on the usage of
travel information and travel search behaviour. For search
task1, prior knowledge and previous visit have no direct
impact as none of the team members knows anything
about the destination. They have to explore all the
information and interact more for taking any decision for
the trip. But for other two search tasks (search task 2 and
search task 3), the person who has the prior knowledge
can help the other person in finding more information in
parallel with his own search. One participant stated:
“Actually the first one (search task) is very interesting
that both of us, the first one that we have to select a place
where nobody been before. So that is in one sense it is
very interesting and while searching these things we may
face some little problems……. And for the second and
third one, it needs time saving to collect the information
because one may know very well about those place
another one does not know, so one can share his
experience another can be like, feel very much interest
because when we say some story and some audience is
there, they feel more interest about the story.”

4.3.3

Technology

One characteristic of our research is that it involves not
just the collection and analysis of tourists search data but
also the development of a prototype for a CIR system for
the tourism domain. Although no single systematic
method has been developed, Computer Supported
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Cooperative Work (CSCW) and Human-Computer
Interaction (HCI) researchers have developed effective
methods for developing recommendations and designing
systems (Ackerman and McDonald 1996; Moran and
Carroll 1996; Twidale, Nichols and Paice 1997;
McDonald and Ackerman 1998). Research shows that
tourism has to be understood as a special stage for
technology use (Gretzel 2011). Our intention, in this
research, is to use the data analysis as a means to
systematically question the assumptions behind
traditional technology designs of conventional IR
systems, and through this questioning, to generate design
recommendations for tourism CIR systems. Through our
laboratory user study, we explored how users
collaborated during tourism information searching using
traditional search technology. However, issues such as
communication amongst collaborators have largely been
ignored in current information retrieval tools in the
tourism domain. Due to the lack of a proper tourism CIR
system, tourists can not collaborate and can access only a
tiny fraction of the information from the Web. The
technologies that influence the online collaborative search
for tourism domain are the search engines and
communication facilities among the tourists. The
participants were unable to see each other, and were
instructed to communicate with each other only through
the chat feature. We captured data through chat logs,
search logs, observations, and interviews. We found that
the chat feature played a prominent role in supporting the
collaboration between team members during their
information seeking and retrieval activities. Tourists
demand more facilities from a CIR tool. As one
participant noted that
“I think about these how you can provide the immediate
communication between the two users or more users on
their preferences and specially where to how to share the
information as well because sort of like to have the screen
share between us. We can actually point places, so we
can show a map on where to go, what to do and what are
the hotels to look forward so because we look at two
different computers. So we are not sure what the other
person looking at sometimes like things like hotel’s
information. We need that information quickly to see
whether we decide to go because sometime we have to
book on line for hotels. So I need to find quick way of
fully other person’s choices whether they want whether
they approve of those particular one or not. So I think of
a screen sharing else something.”

5

Implications for System Design

Our findings are based on the user study of collaborative
search for tourism information. The users participated in
the study are experienced in web searching and tourism
information searching. Though the participants are not
representative of all groups of people, we value their
collaborative
activities,
their
suggestions,
the
recommendations they made and their feedback on
expectations from a collaborative information retrieval
system for tourism domain. We have outlined how our
findings reported in this paper can be combined for
designing a CIR tool for tourism information are as
follows:
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Technology: Screen Sharing
The CIR tool can be incorporated with screen sharing
technology. Screen sharing technology can help one team
member to see the others' computer screen and avoid
repeating the task the other person is doing. This will
save search time and allow one member to see the
information from the other without intervention.

Division of Search Task
The information search task can be divided into sub-tasks
and each member of the collaborating team can perform
some of the sub-tasks. With screen sharing technology
embedded in the CIR tool, each member can see useful
information from the others’ screen. Each person does not
need to search for all the information.

Sharing of Search Results
Search results are important for making travel decision. A
CIR tool should have the facilities to broadcast the results
to all the members of the collaborating team. It is not the
ideal case that everybody always looks for the others'
computer screen. If someone gets interesting information
then he or she can broadcast the results to all.

Budget (cost) Minimisation
As different team members may have a different budget
for a trip, a CIR tool may minimise this problem. A
program (software) could be embedded within the CIR
tool that can search for information (say accommodation
cost) for an average budget of all collaborating members.

6

Conclusion and Future Work

In this paper we presented the preliminary results of a
user study aiming at understanding the collaboration
among tourists where they can benefit from exchanging
query terms, Web links and other information during
information searching. These findings will inform the
design of a CIR system in the tourism domain. We
observed 20 people (10 pairs). This is a higher number
observed than that of Bruce, Fidel, et al. (2003) and
Hyldegård (2006) and equal to Reddy, Jansen, and
Krishnappa’s (2008) size of participants. We cannot
claim that our sample represents a wide range of
information seekers for tourism information on the Web,
though we believe this kind of collaborative search which
we studied is widespread. More in-depth analysis is
needed with respect to finding out how contextual factors,
division of search tasks, sharing Web links, sharing
search results and sharing of experiences influence the
collaboration for planning and making the decisions for
the trip, planning for the searching, and for tourism
information searching. How these factors can be
embedded into a CIR system and how the CIR system
will support the collaborative search for tourism
information is an area for further exploration.

7
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Abstract
Academic publishers' full text databases are an important
part of the deep Web for researchers and a potentially
valuable resource for automated extraction of scientific
knowledge. Recently, some major publishers have
provided Web APIs for accessing their article databases,
thus allowing the development of Web applications to
mine these resources. However the task of knowledge
discovery from academic articles, particularly with
citations remains a challenge. We present in this paper our
research work taken up for identifying contexts associated
with sentences in academic articles and use of this
information to provide information services for the
research community. To this end, we propose an
annotation scheme for sentences in academic articles. We
also describe our experiments with conditional random
fields for sentence classification. Finally, we present
CitContExt – a citation context extraction application
developed based on the techniques discussed above.
Keywords: Sentence Context Identification, Conditional
Random Fields, Citation Context

1

Introduction

Academic publishers' full text databases are an important
part of the deep Web for researchers and a potentially
valuable resource for automated extraction of scientific
knowledge. In particular, there are a number of prominent
online academic databases that provide Web-based access
to metadata about the full text of academic publications.
One valuable service provided by some of these databases
is the ability to search and browse the citation links
between papers. Citations play an important role in
research writing, as they serve to acknowledge the
intellectual lineage of ideas and allow cited claims to be
verified.
However the available citation-related query services
are limited to following citation links to locate cited
articles, and to provide information about the number of
articles citing an article.
Within articles, citations are presented in sentences,
and these sentences along with the adjacent sentences
provide a context that implicitly defines the purpose of
the citations, e.g. to identify prior work that the citing
Copyright © 2012, Australian Computer Society, Inc.
This paper appeared at the 1st Australasian Web
Conference (AWC 2013), Adelaide, South Australia,
January-February 2013. Conferences in Research and
Practice in Information Technology (CRPIT), Vol. 144.
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article's author believes has gaps. It would be of great
benefit to researchers and librarians if the services
provided by online academic databases could be extended
to extract this implicit information and support its use for
querying, browsing and the display of statistics. However,
there are various challenges that must be addressed to
provide such contextual information services.
A major challenge in providing such knowledge based
services is the difficulty in handling the distinct
characteristics of language and thought implicit in the
research content. Another significant challenge is the
form in which the research content is available in the
online environment. Research articles are usually
published as PDF documents on the Web, which makes it
difficult to obtain reusable content from these documents,
particularly at runtime. The formatting and style of
research articles forms another barrier in providing
contextual services. It is often hard to handle different
formatting styles of research articles.
Interestingly, in recent times, some of the major
publishers have provided Web APIs for accessing their
article databases, thus allowing the development of Web
applications to mine these resources (Sciverse 2011;
Springer 2011). These Web APIs can be used to access
reusable research content that have uniform style and
formatting solving the issues related to content discussed
above. Thus, the missing component is a knowledge
extraction tool that identifies contexts associated at
sentence level in research articles. Identifying this need,
this study is taken up for developing a citation context
extracting tool that can be integrated with Web APIs to
provide knowledge based services for the research
community. Our initial work focussed on defining and
modelling contexts of sentences in related work sections
of scientific articles (Angrosh et al. 2010a; Angrosh et al.
2010b). These experiments were further extended to
cover all citations in the full text and this paper describes
these results.
One of the requisites to provide such services is a set
of context type definitions that signify different contexts
associated with sentences. Though there are a few
annotation schemes, which we discuss in Section 2, we
found it difficult to reuse these schemes for our
application and resorted to define a new set of context
type definitions for sentences. Further explanation of the
rationale for this is provided in Section 2.1 and our set of
context type definitions are provided in Section 3. Section
3 also discusses the methodology followed for deriving
these definitions. The process of context definition also
resulted in developing a framework for modelling these
contexts. This is presented in Section 3.3.
At the core of a citation context based application lies
text mining or data mining techniques that are used for
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automatically identifying the contexts associated with
sentences. There have been studies that have explored the
possibility of automatically identifying contexts
associated with sentences in research articles. Some of
these studies are identified in Section 2. We view
sentence classification as a sequential problem and
employ supervised learning methods using sequential
classification models such as Conditional Random Fields
(CRFs) for sentence classification. Further rationale for
using sequential classification models is provided in
Section 2.2 and the description of the experiments carried
out with CRFs is provided in Section 4.
Another integral part of a citation related application is
the user interface that can be effectively used for
consuming the provided information services. To provide
such an interface, we developed CitContExt – a citation
context extracting tool that can be hosted on the Elsevier
Sciverse Applications platform. CitContExt demonstrates
the possibility of providing citation context based
information services at runtime by using Web APIs. It
uses the Sciverse Content and Scopus APIs to obtain the
full text of articles and metadata about the articles they
cite, performs feature extraction on sentences, and applies
a pre-trained sentence context classifier that was
generated from an online document collection using the
supervised machine learning techniques mentioned
above. Section 5 describes the architecture and the
information services provided by CitContExt. In Section
6, we discuss use cases of our application and conclude
this paper in Section 7 with pointers to our future work.

2

Related Work

Over the years, the task of identifying contexts associated
with sentences in research articles has received
significant attention. Much of the focus has been on
creating text summarization. Teufel and Moens identified
the context of sentences based on the notion of
argumentation (Teufel & Moens 1998). Hara and
Matsumoto applied sentence classification techniques to
the clinical trial abstracts for achieving summarization
(Hara & Matsumoto 2005). Zaanen et al. used machine
learning techniques and regular expressions for
classifying sentences (Zaanen et al. 2005).
There has also been specific focus on identifying
contexts associated with sentences that have citations.
These characterize the reasons for using cited works in
the article. As early as 1965, Eugene Garfield noted
fifteen different reasons for authors to cite other people’s
work (Garfield 1965). Moravcsik and Murugesan
proposed a scheme of four categories for classifying
citations (Moravcsik & Murugesan 1975). Chubin and
Moitra developed a scheme of six categories for citation
classification (Chubin & Moitra 1975). Nanba, Kando
and Okumara developed a simplified classification
scheme involving three categories (Nanba & Okumura
1999). Teufel, Siddharthan and Tidhar have proposed an
annotation scheme of twelve categories for classifying
citation sentences (Teufel et al. 2006).
Significant work has also been done for achieving
automatic identification of contexts for sentences with
citations. Garzone and Mercer developed a rule-based
automated citation classifier (Garzone & Mercer 2000).
Nanba, Kando and Okumura identified reference types
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using cue words (Nanba et al. 2000). Mercer and Marco
analyzed the importance of fine-grained cue phrases in
citation sentences for identifying citation reasons (Mercer
& Marco 2003). Pham and Hoffmann used rules
involving cue phrases for classifying scientific citations
(Pham & Hoffmann 2003). Teufel et al. used machine
learning techniques for achieving automatic classification
of citation function (Teufel et al. 2006). Le et al. used
finite-state machines for detecting citation types (Le et al.
2006). Kaplan et al. employed coreference chains for
extracting citations from research papers (Kaplan et al.
2009).

2.1

New Context Types – The Rationale

Though there are different annotation schemes available,
it is difficult to use them for a specific application. Baldi
observes that most of these typologies were designed in
an ad hoc manner, virtually isolated from one another.
Further, these schemes were defined for different
scenarios with different objectives (Baldi 1998). Further
Guo et al. note that the scheme should be task oriented
and the schema should cover the details required by the
concerned application (Guo et al. 2010).
The focus of our study is to develop a tool that
provides citation context based information services for
the research community. Such a tool would provide
information about the contexts of citation sentences and
the adjacent sentences to it. Thus, the schema required by
would include both citation and non-citation sentences.
However, most of the studies have considered these
sentences separately. Thus, we resort to defining a new
set of context type definitions for using it to provide
citation context based information services.

2.2

Use of CRFs – The Rationale

In recent times, conditional random fields (CRFs) have
been successfully employed for achieving sequential
classification of sentences. Hirohata et al. used CRFs for
identifying sections in abstracts and achieved higher
accuracy compared to Support Vector Machines (SVMs)
(Hirohata et al. 1990). Chung (2009) and Kit et al. (2011)
have successfully used CRFs for classifying sentences in
medical abstracts (Chung 2009; Kim et al. 2011).
We also view sentence classification as a sequential
classification problem, where the task is to predict a label
sequence Yi, given an input sequence Xi. This implies
that the label for a given sentence not only depends on the
features of an individual sentence but also on the adjacent
labels. This also facilitates capturing the rhetorical
relations between sentences. Thus, we use conditional
random fields (CRFs) for our experiments.

3

Sentence Context Types

In order to define context types for sentences with
citations and their surrounding sentences, we chose
randomly 20 articles from four different Lecture Notes in
Computer Science (LNCS) volumes published by
Springer (Springerlink.com, 2011). LNCS papers
provided a uniform reference style (numbering style)
which facilitated easy identification of sentences with
citations. This formed our initial training dataset and
studied paragraphs with citations in them. The training
dataset of 20 articles provided 246 paragraphs.
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We viewed each of these paragraphs as a set of
reference areas, where a reference area is defined as the
text that contains a citation sentence and its surrounding
sentences (Nanba & Okumura 1999) and manually
identified the possible contexts that were associated with
sentences. This analysis resulted in defining the following
set of context types for sentences.

3.1

Context Types for Non-Citation Sentences

The following contexts were defined for sentences
without citations in research articles
Background (BGR)
 the sentence provides a background to an issue
Issues (ISSUE)
 the sentence refers to issues identified or raised by the
author
Gaps (GAPS)
 the sentence identifies gaps in general. These could be
gaps in the research topics addressed or related to the
current article, in works cited by the article; or in the
current article itself
Description (DES)
 the sentence is a descriptive sentence, describing
further a work cited earlier, methodology, gaps, issues
or background information
Current Work Outcome (CWO)
 the sentence refers to the results reported in the
current article
Future Work (FW)
 the sentence refers to the future work proposed in the
current article

3.2

Context Types for Citation Sentences

The contexts associated with citation sentences are
defined based on reasons for using the cited work in the
current article. Accordingly, we distinguish between the
following contexts for citation sentences.
Cited Work Identifies Gaps (CWIG)
 the sentence uses cited work(s) for identifying gaps
Cited Work Overcomes Gaps (CWOG)
 the sentence discusses how the cited work(s)
overcomes the identified gaps
Uses Outputs from Cited Works (UOCW)
 the sentence refers to using outputs of the cited
work(s) in the work reported in the current article
Results with Cited Work (RWCW)
 the sentence relates the results of the article to the
cited work(s)
Compare Works of Cited Work (CCW)
 the sentence compares different cited works
Shortcomings in Cited Work (SCCW)
 the sentence refers to shortcomings or limitations of
the cited work(s)
Issue Related Cited Work (IRCW)
 the sentence cites other work(s) for other issues such
as issues in research topics and subject area discussed
in the paper

3.3

Framework for
Context Types

Modelling

Sentence

The framework showing different patterns of relations
between the sentence context types defined above in
reference areas in a paragraph is shown in Figure 1. The
arrows in Figure 1 indicate possible links between
adjacent sentences. Several patterns can exist in a single
paragraph.
For example, a typical pattern in reference areas that
contain most of the context types defined above is
indicated by label . Such patterns appear in the
beginning of the paragraph and the passage starts with
sentences that provide a background or refer to an issue
or gaps in research topics addressed in the article and are
usually used for setting the context. These sentences may
be followed by sentences that further describe the
background or the issue or the gaps identified and
sometimes can also refer to the results and future work of
the current paper. After establishing the context,
sentences with citations may appear. As seen earlier in
Related Work section, citations are used for various
purposes and we define a set of context types for citation
sentences based on the reasons for using them in the
article. As seen in Figure 1, the context types for citation
sentences is modeled as an hierarchy which consists of
using a citation for any issue (IRCW) at the root level.
This branches out into various context types that indicate
specific reasons for using the citation. Thus, citation
sentences can have any of these contexts associated with
them. These sentences can be followed by sentences
without citations that can further describe or point out an
issue or gaps in the citation cited earlier. They can also
refer to the results or future work in relation to the work
cited earlier. Various other patterns of reference areas are
shown in Figure 1.



BGR

ISSUE

GAPS




DES

ISSUE

GAPS

CWO

FW




IRCW

CWIG

DES

CWOG

CCW

RWCW

SCCW

ISSUE

GAPS

OUCW

CWO

FW

Figure 1: Patterns of Contexts in Reference areas in
Paragraphs with Citations in Research Articles
The pattern indicated by label  is usually observed in
the reference areas after the first reference area in a
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paragraph. The citation sentence typically has preceding
and following non-citation sentences with different
contexts as indicated in the diagram. There are certain
paragraphs which have only citation sentences (indicated
by label ).The paragraphs can also start with a citation
sentence followed by sentences without citations as
indicated by label . Thus different patterns of reference
areas can appear in a paragraph with citations in research
articles.
It needs to be noted that it is not necessary that a
paragraph with citations would typically consist of only
these patterns. There could be other patterns in these
paragraphs and this depends on the writing style of
authors. The patterns explained here are some of the basic
patterns observed in the training dataset and the CRFbased tool used in this study is expected to learn other
patterns.

4

Experiments with CRFs for Context Type
Identification

As mentioned in Section 2.2 we used Conditional
Random Fields (CRFs) for achieving the task of
automatic context type identification. The objective was
to learn probabilities of sentence labels for known
features that encode properties of sentences that could be
used for generating maximum likelihood labels for
unseen sentences. The following explains the experiments
carried out with CRFs.

4.1

Conditional Random Fields (CRFs)

CRFs were introduced for overcoming the label bias
problems observed in MEMMs (Lafferty et al. 2001).
CRFs are undirected graphical models that define a single
log-linear probability distribution over label sequences
given an observation sequence (Lafferty et al. 2001). The
structure of the graph in a CRF encodes independence
relationships between labels and not the observations.
This graphical structure also facilitates a functional form
of the distribution. This function combines several
different terms known as clique potentials into a single
product, in which each term forms a subset of the
variables drawn from the full model.
The conditional probability of the labels given the
observations in a CRF with a linear chain structure
(where the probability of each state
depends only on
the probability of the state
and
and the observed
data sequence) factors according to the following
equation (Vail, 2008)

Here, X is the observation sequence, Y is the label
sequence, and
is an arbitrary non-negative function.
The normalization constant is computed by summing
over all possible label sequences , which is tractable for
linear chain structures using dynamic programming:

Conditional Random Fields use a particular functional
form for their “clique functions” :
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where w is a real-valued weight vector and f is a vector of
feature functions. The weights w are the model
parameters that are estimated during the training phase.

4.2
4.2.1

Dataset and Experimental Study, Training
and Evaluation
Dataset and Experimental Setup

We conducted experiments with 1000 paragraphs with
citations extracted from 70 research articles chosen from
LNCS. We used the first 40 articles as our training
dataset and tested the model on the remaining 30 articles.
Within the training set of 40 articles, we used the first set
of 20 articles as our development dataset and used the
complete set of 40 articles for evaluating and refining our
classifier model. The following steps were followed
sequentially in our experiments.
1. Feature Definition – to start with, we identified
features based on the annotation scheme described in
Section 3 in the first 20 articles and manually labelled
them into one of these classes.
2. Feature Selection – we performed experiments with
this initial dataset for analysing feature selection
3. Developing the Classifier Model – after identifying
the optimal feature set, we defined features and
manually tagged sentences in the next 20 articles,
resulting in the training set of 40 articles, which was
used to develop our classifier model.
4. Testing – evaluated the classifier model on the test
dataset of 30 articles

4.2.2

Training

For training the CRF model, we used MALLET
(McCallum 2002), a Java-based package that provides an
implementation of linear chain CRF algorithms for
working with sequential data.

4.2.3

Evaluation

We computed precision, recall and the F-score for
measuring classification accuracy for each label. The Fscore is computed as follows:
;

;

where P represents precision, R represents recall, TP is
the set of true positive, TN is the set of true negatives,
and FP is the set of false negatives. A 10-fold cross
validation was performed for analyzing the performance
of different feature sets on the training dataset.
We describe in the following sections, the results
achieved in our experiments.

4.3

Feature Definition

In order to define features for sentences we used the
initial set of 20 articles as our development dataset and
examined the sentences in paragraphs with citations in
these articles. The development dataset provided a total
of 246 paragraphs. We manually examined each of these
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sentences and identified the following types of features
for sentences.

4.3.1

Citation Features

Citation features indicate whether a given sentence has
citation or not.

Table 1 lists the 9 categories of terms and phrases
identified under term features that signify the context of
the sentence. Table 1 also provides description of each of
these categories along with the number of terms with
examples identified in each of them.

4.3.4
4.3.2

Section Features

Section features indicate the section of an article to which
the sentence belongs. To define section features, we
adopted a model where the content of an article is divided
into three general blocks: introduction, body and
conclusion. Sections of an article with the titles
‘Introduction’, ‘Related Work’, Motivation’ or
‘Overview’ are considered part of the introduction block.
Sections with the titles ‘Conclusion’, ‘Conclusions and
Future Work’ or ‘Future Work’ are considered part of the
conclusion block. Sections with other titles are considered
under the body block. It needs to be noted that the
Related Work section in the article may appear anywhere
in the article. Irrespective of its position, this section is
considered part of the introduction block.

4.3.3

Term Features

Normalization

Each sentence was normalized to a set of features based
on the presence of the features defined above. For
example, for a sentence that has citation, a feature
‘sentHasCitation’ is created for the sentence. The features
that are created for different cases are provided in Table
2. We developed Python scripts using regular expressions
for identifying and creating features for sentences in the
text.
A feature set defined for a sample paragraph is shown
in Listing 1. The terms in the paragraph which are
responsible for defining the features are highlighted. As
seen, sentence 1 does not have any of the terms and only
the section feature is added to the paragraph. The
paragraph belongs to the related work section of the
article.
Feature

Term features for sentences are defined based on the
presence of certain kinds of terms and phrases in the
sentence that contribute to the context of the sentence as
shown in Table 1.
Category and Description
Connecting Terms (CT) – Terms
or phrases that indicate relations
between sentences.
Shortcoming Terms (SCT) –
Terms or phrases that describe the
shortcomings or gaps.
Methodology Terms (MET) –
Terms or phrases that describe the
methodology adopted or followed
in the paper.
Result Terms (RES) – Terms or
phrases that describe the results
achieved either by the current
paper or the cited paper.
Future Work Term (FWT) –
Terms or phrases that describe the
future work of the paper
Overcoming Gap Terms (OGT) –
Terms or phrases that describe the
characteristic of overcoming the
identified gaps or shortcomings
Identifier Terms (IDT) – Terms or
phrases that identify gaps or
shortcomings in the related work
or the cited work.
Extending Terms (EXT) – Terms
or phrases that discuss extending
the current work with cited work.
Comparing Terms (COM) - Terms
or phrases that mention
comparison studies.

E.g. Terms
They, These,
This, The
authors,
Nevertheless,
performance
suffers,
we consider,
we use, we
devise, we
select
we will show,
we discover, we
propose, we
present
future work,
we plan to
extend,
enhanced,
superior,
outperforms,
improves
as shown,
observations in,

builds on
previous work,

compared,
comparison, in
contrast to
Total number of terms

No.

sentHasCitation

Sentence has citation

prevSentHasCitation

Previous sentence has citation

Block Features
sentSec=Intro

Sentence
belong
to
the
Introduction,
Related
Work,
Motivation, Background, Our
Approach sections of the article

sentSec=Sub

Sentence belongs to the Body
block

sentSec=Conc

Sentence belongs to Conclusion
block

27

114

Description

Citation Features

75
Term Features

67

sentHasTerm=CT

Sentence contains a connecting
term or phrase

sentHasTerm=SCT

Sentence contains a shortcoming
term or phrase

sentHasTerm=MET

Sentence contains a methodology
term or phrase

sentHasTerm=RES

Sentence contains a resulting term
or phrase

sentHasTerm=FWT

Sentence contains a future work
term or phrase

sentHasTerm=OGT

Sentence contains an overcoming
gap term

sentHasTerm=IDT

Sentence contains an identifier
term

sentHasTerm=EXT

Sentence contains an extending
term

sentHasTerm=COM

Sentence contains a comparing
term

27

33

30

4

10

Table 2: Features defined for Sentences
387

Table 1: Term Features defined for Development Set
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Sample Paragraph
Several researchers have been studying the behavior of chains in
MHWNs. Li et al. examine the performance of chains as the
number of hops are increased and study the effect of crossinterference between chains [5]. They analyze the effect of MAC
802.11 behaviour on the performance of multi-hop chains but do
not categorize interference patterns that govern network
performance in terms of throughput and bandwidth utilization.
Ping et al. present a hop by hop analysis of a multi-hop chain,
study the impact of hidden terminals on the throughput chains,
and present a quantitative approach towards estimating this
throughput [6]. They show that hidden terminals cause packet
drops affecting chain throughput and causing route stability.
Source: Majeed et al. (2009) [22]
Features defined for Sentences in the Sample Paragraph
Sentence 1: sentSec=Intro BGR
Sentence 2: sentSec=Intro sentHasCitation IRCW
Sentence 3: sentSec=Intro sentHasTerm=CT sentHasTerm=SCT
prevSentHasCitation RWSC
Sentence 4: sentSec=Intro sentHasTerm=CT sentHasCitation
IRCW
Sentence 5: sentSec=Intro sentHasTerm=CT sentHasTerm=ISS
prevSentHasCitation DES

Listing 1: Feature set defined for a sample paragraph

4.4

Feature Selection

In order to examine the performance of the classifier for
the features identified above, we conducted classification
experiments with the development set. To this end, the
developments set was divided into a training dataset and
development-test (dev-test) dataset 200 and 46
paragraphs respectively. The classification results for the
development set are provided in Table 3.
A
Initial Results

Label
Freq
(%)

BGR
CCW

Overall Accuracy:
78 %
P
R
F

B
Results with Issue
Features
Overall Accuracy: 86
%
P
R
F

5
1

0.57
1.00

0.88
0.50

0.69
0.66

0.57
1.00

0.88
0.50

0.69
0.66

CWECW

0.5

0.00

0.00

0.00

0.00

0.00

0.00

CWIG
CWO
DES
FW
IRCW
ISSUE
RWSC
SCCW
WUCW

0.5
6.7
35.1
1.6
12.8
8.9
19.5
0.5
7.2

0.00
1.00
0.73
1.00
0.80
0.11
0.97
0.00
1.00

1.00
0.75
0.79
1.00
0.91
0.06
0.97
0.00
0.92

0.00
0.85
0.76
1.00
0.85
0.08
0.97
0.00
0.96

0.00
1.00
0.92
1.00
0.80
0.65
0.97
0.00
1.00

1.00
0.75
0.79
1.00
0.91
0.93
0.97
0.00
0.92

0.00
0.85
0.85
1.00
0.85
0.76
0.97
0.00
0.96

P – Precision; R – Recall; F – F-Score; Freq – Frequency

Table 3: Classification Results for Development
Dataset
The initial set of results (indicated by A in Table 3)
shows that the classifier achieved an overall accuracy of
78% and the classes that performed poorly included the
citation sentence classes of CWECW, CWIG and SCCW
and the non-citation sentence classes of ISSUE (shown in
grey in Table 3).
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One of the reasons for this poor performance can be
attributed to the lower number of instances. The citation
sentence classes appeared only 0.5% of the time and this
accuracy can be increased with the increase in training
data. However the non-citation class of ISSUE with a 9%
frequency achieved an F-Score of 0.08. The confusion
matrix for this data (not provided in this paper) showed
that the ISSUE sentences were classified most of the time
as Description (DES) sentences. Thus, in order to
differentiate between ISSUE and DES classes, we defined
another category of terms called ‘ISSUE Terms’ for
defining ISSUE features. We identified 34 terms
belonging to this category with terms such as Therefore,
Thus, Hence, for this purpose. The inclusion of these
features increased the accuracy for the ISSUE class from
an F-Score of 0.08 to 0.76. Correspondingly, the overall
accuracy of the classifier also increased to 86%. The
results of the classifier with the additional feature are
shown in Table 3 (indicated by B).

4.5

Developing Classifier Model

After identifying the optimal set of features, we
considered the set of 40 articles as our dataset and
identified features for sentences in them. The training set
of 40 articles provided a total of 2539 sentences, which
had 691 and 1848 sentences with and without citations,
respectively. While experimenting with CRFs, we used
two CRF structures: a first-order linear chain and a linear
chain with additional zero-order features. Our earlier
experiments with sentences in related work sections
showed that a first-order linear chain performs poorly for
classes with a low number of instances (Angrosh et al.
2010). Thus, in order to increase accuracy for classes
which appear less, we use a linear chain CRF with
additional zero-order features to provide a “back-off”
prediction capability.
The classification results of the classifier for using
first-order linear chain CRF and a CRF with additional
zero-order features are provided in Table 4 and their
performance is graphically shown in Figure 2.

Label
BGR
CCW
CWIG
CWO
CWOG
DES
FW
IRCW
ISSUE
RWRW
RWSC
SCCW
WUCW

CRF 1st Order
Overall Accuracy:
90.23%
P
R
F
0.87
0.87
0.87
1.00
0.20
0.33
0.83
0.59
0.69
0.85
0.85
0.85
0.91
0.72
0.81
0.94
0.94
0.94
1.00
0.63
0.77
0.85
0.95
0.90
0.93
0.94
0.94
0.73
0.35
0.47
0.91
0.96
0.93
0.67
0.57
0.62
0.79
0.75
0.77

CRF 1st and 0 Order
Overall Accuracy:
91.80%
P
R
F
0.86
0.87
0.87
0.83
0.50
0.62
0.79
0.73
0.76
0.85
0.89
0.87
0.88
0.88
0.88
0.95
0.94
0.94
0.91
0.91
0.91
0.89
0.94
0.92
0.94
0.94
0.94
0.76
0.51
0.61
0.95
0.95
0.95
0.68
0.72
0.70
0.83
0.79
0.80

P – Precision; R – Recall; F – F-Score

Table 4: Results of Classifiers for Training Dataset
The classification results show that the first-order linear
chain CRF with additional zero-order features achieves a
slightly higher accuracy of 91.80% compared to an
accuracy of 90.23% achieved by a first-order linear chain.
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A significant increase is seen for classes of CCW, FW
and RWRW all of which belong to the category of classes
with lower accuracy. The classifier performed extremely
well for classes DES, ISSUE, IRCW and RWSC.
1.2

5

1
0.8
0.6
0.4
0.2
0
BGR

CCW CWIG CWO CWOG DES

CRF 1st Order

FW

IRCW ISSUE RWRW RWSC SCCW WUCW

Testing

After observing that the first-order linear chain along with
additional zero order features performed well, we created
a classifier model with the first-order linear chain with
additional zero-order features, using the training dataset
of 40 articles. We used this classifier model to test
articles in the test dataset of 30 articles. With regard to
the term features, in order to cover more terms for
deriving term features, the set of terms were extended in
consecutive steps i.e., for example, the terms present in
test dataset 1 were added with terms of the training
dataset of 40 articles to derive term features, which were
tested on unseen articles in test dataset 2. Further it also
needs to be noted that the number of additional terms
added at each step for deriving term features became
smaller, indicating that the set of terms obtained from our
dataset of 70 articles need not be continually extended to
be applicable for newer data.

Elsevier
Articles

CitContExt – Citation Context Extractor

CitContExt is a web application that integrates a citation
context extraction tool with SciVerse Content APIs
(Sciverse n.d.) for identifying citation contexts in
research articles. The SciVerse Content APIs provide
direct access to Elsevier content using RESTful URL
requests. The applications developed using SciVerse
Content APIs can be integrated in either ScienceDirect or
Scopus interface.

CRF 1st and 0 order

Figure 2: Performance of Classifiers for Training
Dataset

4.6

The classifier results of the model on the test dataset are
tabulated in Table 5. As seen, the classifier achieved an
accuracy of 92.08%, 92.92% and 90.01% with test dataset
1, 2 and 3 respectively. The average accuracy achieved
over the test dataset of 30 articles was 91.67%.

Get context
info / Fulltext retrieval

Contexts of
Current Article
USER INTEFACE

Label
BGR
CCW
CWIG
CWO
CWOG
DES
FW
IRCW
ISSUE
RWRW
RWSC
SCCW
WUCW

Test Dataset 1
(10 articles)
Accuracy:
92.08%
P
R
F
1.00 0.8 0.88
0.66 1.00 0.80
0.77 0.70 0.73
0.82 0.85 0.83
0.75 1.00 0.85
0.92 0.99 0.95
1.00 0.66 0.80
0.91 0.96 0.93
0.91 0.98 0.95
1.00 0.37 0.54
1.00 0.82 0.90
0.83 0.55 0.66
0.81 0.60 0.69

Test Dataset 2
(10 articles)
Accuracy:
92.92%
P
R
F
0.83 0.81 0.82
0.00 0.00 0.00
0.91 0.91 0.91
0.91 0.84 0.88
0.93 0.82 0.87
0.93 0.97 0.95
0.00 0.00 0.00
0.91 0.97 0.94
0.96 0.94 0.95
1.00 0.33 0.50
0.98 0.91 0.95
0.88 0.78 0.83
0.80 0.72 0.76

Test Dataset 3
(10 articles)
Accuracy:
90.01%
P
R
F
0.84 0.80 0.82
1.00 0.50 0.66
0.83 0.55 0.66
0.90 0.80 0.85
0.64 0.57 0.61
0.94 0.98 0.96
1.00 1.00 1.00
0.90 0.96 0.93
0.91 0.96 0.94
0.57 0.80 0.66
0.94 0.88 0.91
0.61 0.69 0.65
1.00 0.69 0.81

P – Precision; R – Recall; F – F-Score

Table 5: Classifier Results on Test Dataset

5.1

Architecture of CitContExt

The architecture of CitContExt is shown in Figure 3.

Identify Paragraphs
with citations /
Obtain References

Sentence
Splitter

HTTP
GET

Send JSON /
Receive JSON

Parse/Create
JSON Object
(Servlet)

Feature
Generator

Contexts of
Citing Article

Scopus
metadata

SciVerse Content APIs

Scopus
search (citing
articles)

Display Paragraphs
with Citations /
Contextual Information

Gadget / JavaScript Application

Identify
Context types /
Classifier

Web Service

Figure 3: Architecture of CitContExt
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The SciVerse Application Framework (Sciverse n.d.),
which extends the default Shindig Framework (Shindig
n.d.) offers a customized environment for developing
JavaScript applications (also known as Gadgets or
Widgets) and can be hosted on SciVerse web sites as
extensions of the already available SciVerse services.
Besides using data from SciVerse Content APIs, the
application can be configured to interact with an
external application to send/receive external data. As
seen in Figure 3, CitContExt consist of a JavaScript
module hosted on SciVerse platform for accessing
SciVerse content and a locally maintained Web
Service that interact with the JavaScript module for
identifying contexts of sentences in the accessed
content.
The following explains the key functions of each of
these components.

5.1.1

Gadget / JavaScript Module

1. Use SciVerse Content API to obtain the metadata
and the full-text of the source article and the citing
articles.
2. Extract paragraphs and references – The XML
data returned from content API is processed to
identify paragraphs with citations and references.
Information about the section to which paragraphs
belong is also obtained. While all paragraphs with
citations are extracted from the source article, the
citing articles are processed and only those
paragraphs where a reference to the source article
as a cited work is found are identified and
extracted.
3. Send content to web service – The extracted
content is sent to the web service as a JSON object
for identifying the context-types of sentences.
4. Handle response received from the web service –
The application receives contextual information as
a JSON object

5. Display contextual information – The received
JSON object is processed and displayed in
SciVerse websites. The application uses treeplugin
and Pie chart plugin for displaying the data as a
tree structure and pie chart respectively.

5.1.2

Web Service

The web service is a locally managed Java application
that receives content from the JavaScript module and
returns contextual information. The important
components of the application are as follows:
1. The application runs on a Tomcat Server and use
HTTP GET for receiving and returning content as
a JSON object.
2. Segment sentences – The paragraphs received by
from the Gadget needs to be segmented before
context types for each sentence can be identified.
OpenNLP (OpenNLP n.d.), a Java-based Natural
Language Processing (NLP) tool is used for
achieving sentence segmentation.
3. Generate features – Feature generation is an
important step in the process of identifying
context-types. Before being provided as an input
to the classifier, each of the segmented sentences
is converted into a set of features that describe the
properties of a sentence.
4. Identify context type – The obtained features are
submitted as an input to the pre-trained sentence
context classifier model for identifying context
types for each sentence.

5.2

Information Services of CitContExt

CitContExt offers the following citation context based
information services for the research community. A
screenshot of the application is provided in Figure 4.
The following are the information services offered by
CitContExt.

This figure shows the identification of contexts for sentences
(in a paragraph) in an article published in ScienceDirect. The
first and the third sentences are identified as ISSUE
sentences, and the sentence is labelled as CWOG – which
implies that the cited work overcomes the gaps described.

Figure 4: Context Identification of Sentences in ScienceDirect Articles
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5.2.1

View Contexts of Citation and NonCitation Sentences

The application enables users to view the contexts of
citation and non-citation sentences in the article. This
helps the user to understand the context in which a
citation is used. Further, the contexts of the
surrounding sentences of a citation sentence helps in
further understanding the context.

5.2.2

View Contexts of Citing Articles

Unlike current applications, which simply provide
information about the number of citing articles,
CitContExt goes further and extracts the text from the
citing article, citing a given article and presents to the
user the context in which it is cited. This helps in
eliminating the ardent task of referring to numerous
articles in order to learn about the use of citation across
articles.

5.2.3

Browse Classification
Sentences

of

Citation

The application also allows the user to view a
classification of sentences according to citations types
in a paragraph. This helps in quickly identifying the
different types of citations used in a given paragraph in
the article.

5.2.4

Browse Classification
Sentences

of

Citation

The application further allows the user to view a
classification of citing articles according to citation
types. This again helps the user in selecting the citing
article based on the citation type.

6

Use Cases

Our application finds the following use cases.

6.1

Useful Tool for Research Students

The tool would immensely benefit research students.
This tool provides information about the use of cited
works in an article, which can help identify cited
works used for preparing the background of the article
or cited works which identify gaps or cited works
which themselves have gaps. This information would
be of immense value for understanding the topic.
Further, the information about the contexts of citing
articles would greatly ease the burden of reading all
citing articles and facilitates better understanding of an
article.

6.2

Help Scholars New to a Topic

Frequently, there are times when scholars want to
quickly learn about a new topic. This tool can facilitate
in providing a quick overview of the topic by
displaying the contextual relationships.

6.3

Identify Citation Relationships

The tool addresses the crucial problem of identifying
citation relationships that can be used in several
applications. This includes (a) creating automatic
literature review (b) text summarization (c) semantic

annotation (4) sketching intellectual lineage for ideas
(e) citation context analysis etc.

6.4

Easy Integration with Current Services

The use of Web APIs facilitated in Sciverse providing
services without the need for knowing about user’s
subscription details for Elsevier content. The Web
APIs also facilitate in providing the services at
runtime, overcoming scalability problems. Thus, the
application can be easily integrated with the available
services.

7

Conclusion

We presented in this paper our research work carried
out for identifying contexts associated with sentences
in research articles and use the identified knowledge to
provide intelligent information services for the
research community. In order to achieve our objective,
we developed an annotation scheme that focused on
defining various contexts for sentences in scientific
articles. In order to establish the reliability of the
annotation scheme, we have carried out an inter-rater
study. The study resulted in achieving an overall
agreement of 89.93% among annotators (Angrosh et al.
2012a).
We also employed supervised learning methods
using sequential learning models for achieving
automatic sentence classification. We have compared
the results of our classifier with similar studies such as
those of Teufel and Moens (1999) and Teufel et al.
(2006). We note that our results achieve higher
accuracy in comparison to these studies (Angrosh et al.
2012b).
We also described CitContExt – a Citation Context
Extracting tool developed for Sciverse application
platform based on the above techniques and examined
its application through various use cases.
Our future work involves studying the application
of our annotation scheme and our tool across other
disciplines such as humanities and medical sciences.
With respect to CitContExt, we intend to implement
an interface that enables users to provide feedback
about the classification of sentences and information
about the terms and phrases that contribute in the
setting context-types in sentences. This could help in
improving our current system.

8
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Abstract
The Internet is home to an ever increasing array of products
and services available to the general consumer. This trend
has given rise to a unique category of internet search where
bargain seekers have conjugated towards deal collection
databases. This is caused, in part, because traditional
internet search engines do not perform well in this domain.
Unfortunately, these deal databases are costly to maintain
due to the heavy reliance on human participation in order to
populate them. This has lead to an interest in the
development of this class of internet search. Our research
focuses on leveraging machine learning and natural
language processing to develop a semi-supervised Web page
classifier specific to this problem. We describe the design of
our classifier with respect to the machine learning model
chosen and the training features selected. We compare our
model’s effectiveness in classifying deal versus non-deal
Web pages against other popular machine learning models
such as decision tree, support vector machines, and neural
net. Our results show that our proposed model performed
the best given the features that were extracted for model
training and testing.

However, even Google’s dominance in information retrieval
have yet to extend to Google Offers which is still in its
infancy with only a beta deployment to a handful of cities.
This suggests there is still an opportunity to make a
significant impact in this category of web search.
Our main contribution in this paper is related to the challenge
deal collectors/aggregators face with the heavy reliance on
human intervention to find these bargains. Automation is
difficult due to the unstructured nature of the web which
presents problems for computers. Our goal is to find some
method of semi-automatic classification specific to this
domain. Our main contribution is a lightweight classifier
capable of performing this category of web search to a
satisfactory level through the combination of a Naïve-Bayes
based algorithm and statistical probability. We also
demonstrate how our algorithm can be used for webpage
ranking as well as classifying. Our main contributions in this
paper can be enumerated as follows:

Keywords: natural language processing, classification, Naïve
Bayes, deals, products, web page classification.

1.

Introduction

The World Wide Web has given rise to a digital
marketplace where goods and services of all varieties are
sold. This arena is no longer the domain of solely traditional
brick and mortar retail outlets. Forrester research predicts, by
2016, Americans will spend $327 billion via e-commerce; an
increase of 62% from 2011 statistics [1]. Perhaps the greatest
indicator of this phenomenon is the emergence of deal
collectors and deal aggregation services. Deal collector sites,
such as GROUPON, have staffed 10,000 employees to locate
special product offers that bargain hunters are on constant
lookout for [2]. A plethora of such sites have led to the
creation of deal aggregators – sites that track bargains found
by multiple deal collectors. Even Google, arguably the
reigning king of search engines, have their own deal locator
service known as Google Offers.
Copyright © 2012, Australian Computer Society, Inc. This paper appeared
at the 1st Australasian Web Conference (AWC 2013), Adelaide, South
Australia, January-February 2013. Conferences in Research and Practice in
Information Technology (CRPIT), Vol. 144. H. Ashman, Q. Z. Sheng and A.
Trotman, Eds. Reproduction for academic, not-for profit purposes permitted
provided this text is included.

•

We have developed a classification mechanism that
is able to consider various textual features of a Web
page and determine whether the page contains
information on daily deals and offers.

•

We have collected a large set of features from Web
pages including WordNet references, Named-Entity
Recognition and Part-of-Speech tagging and
evaluated their effectiveness for Web page
classification in the area of daily deals.

The rest of the paper is organized as follows: In Section
2, we describe a classifier that determines whether a
webpage contains information related to daily deals or not.
Section 3 evaluates the effectiveness of the classifier from
three distinct aspects, while related works (§4), future work
(§5), and concluding remarks (§6) round off the paper.

2.

Architecture Overview

Our industrial partner, SideBuy Inc., is a daily deal
aggregator who has invested in intelligent techniques for
gathering deal information from the Web. In what follows,
we review the overall contribution that we have made to their
architecture. The primary actors of our technology are
comprised of intelligent agents, an internally developed AI
library, and SideBuy staff working together in a semisupervised model in order to find potential Web pages that
contain daily deal information. The Agents function as webcrawlers that roam the Web either independently or as
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directed by staff to specific target sites. The agents determine
a classification of the target webpage as either ‘deal’ or ‘nodeal’ using an AI library that provides a combined Naïve
Bayes classifier with Expectation-Maximization (NB/EM).
The Web page is then indexed and verified correct by staff
before inclusion into their master database, which includes
all Web pages that provide some form of daily deal
information.

of speech tagging is also used to include features that
identify simple counts such as average dollar value of a
sentence block and number of symbols (such as punctuation
marks) in the block. During the selection process, we looked
for features that were quick to tabulate with little
computational overhead. Because an intelligent agent is
tasked to spider many sites in an efficient manner – a
lightweight feature set was imperative. Thus, deeper
analysis techniques such as semantic role labeling
were
avoided due to their time and computational requirements
although a limited use of these tools could be incorporated
[19].
Table 1. Features extracted for training and testing (ALL)
FEATURE
A. Words
B. ner_dateI
C. ner_organizationI
D. ner_timeI
E. ner_locationI
F. ner_percentageI
G. ner_moneyI
H. ner_personI
I. sym_dollarAvgI
J. sym_percentAvgI
K. sym_CD_posI
L. sym_SYM_posI

DESCRIPTION
The words in the sentence
block. WordNet lexical
database is used to lemmatize.

SOURCE
WORDNET

Number of [dates,
organization entities, time,
locations, percentages, money
values, and person] instances
as identified through named
entity recognition.

NAMED
ENTITY
RECOGNITION
(NER)

The average dollar value,
average percentage, count of
numerical values, and count of
symbols, as identified through
part-of-speech tagging.

PART OF
SPEECH
TAGGING
(POS)

Figure 1. deal webpage classification in four steps

The overall process is outlined in Figure 1. First, a
webpage is retrieved (1) and is classified as either a page
containing deal information (deal) or a page with no deal
related information (no-deal) (2). Deal pages are stored in the
database for later use by SideBuy customers (3) while the
crawler follows links for leads on possible more deals (4).
In order to build the classifier for labeling Web pages as
deal or no-deal pages, we will first need to define a set of
features for each page that would serve to describe the page
and offer the grounds for building the classifier. The features
are described in the following sub-section.
2.1. Feature Selection
Features extracted from each Web page are shown in
Table 1. We incorporate lexical databases, such as WordNet,
and natural language processing techniques to obtain the
features. The reasons for the choice of features were
manifold. Foremost, the individual occurrence of frequently
appearing words was selected for obvious reasons
particularly in the context of using a text classifier Naïve
Bayes. However, we augment the frequency counts with the
use of a lexical database WordNet to include words with
similar meanings (synonyms) or closely related words to
increase the likelihood of exposure to words that may appear
in the wild but were not seen during training. We also utilize
named entity recognition to capture semantics such as
currency, percentage, organizational entity and so forth. Part
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2.2. The NB/EM Classifier
Once the features were identified, a Naïve Bayes
(NB) classifier was used to determine the label of a web page
as either deal or non-deal. We combine NB text classifier
with Expectation-Maximization (EM) clustering for this task.
The pairing of Naïve Bayes with EM is common [15] and
offers advantages to using Naïve Bayes alone. EM allows for
the discovery of clusters whose attribute distributions either
lean toward deal or no-deal status. It is an unsupervised
learning technique that is often utilized in supervised and
semi-supervised applications as well. In the case of
supervised learning, EM mitigates for an unbalanced training
set of positive and negative examples [14]. It also allows for
incomplete training samples with missing or unknown
attributes. Despite the independence assumption, NB
classifiers often perform well with text [16]. They are
relatively easy to deploy and are fast classifiers. Speed is an
important consideration in our model of the intelligent agent
web crawler, which must quickly scour the Internet for
products whose availability and pricing can change
frequently.
We use both positive and negative examples of deal and
no-deal web pages to train the classifier. The corpus for
positive training samples was readily obtained through
SideBuy.com’s existing indexed database of deal offerings.
Negative training examples were obtained through texts
available under the Creative Commons license, or public
domain through repositories such as Project Guttenberg.
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Training and testing candidates are preprocessed by stripping
of HTML tags leaving behind only the text (content of the
web page). This text is then split into sentence blocks using
sentence detection available through the OpenNLP machine
learning framework. These sentence blocks, as determined
by OpenNLP, are utilized as training/testing samples.
Although acquiring sufficient numbers of negative
samples for machine learning training is sometimes a
challenge, this classifier operates at the sentence level;
making it easier to obtain negative samples since a single
story (from Project Guttenberg for example) can contain
thousands of sentences. Our procedure transforms a web
page into similar sentence blocks suitable as counterexamples.
Once trained, a probability is assigned to each sentence
block indicating the likelihood the block is consistent with
what would be seen in a deal-like web page. The Naïve
Bayes classifier calculates the probability that a sentence
block belongs to each EM cluster and then a weighted
average across all clusters completes the calculation.
Formally, given n-clusters (Cn), discovered through EM
learning and (f) features (Ff) of sentence block (S), the
probability of (S) belonging to a cluster (Ci) denoted P(Ci|S)
using Naïve Bayes is:

A sentence block is classified as consistent with containing
deal-like content if the sum of the likelihood of being a deal
within all EM clusters exceeds a set threshold τ:

Table 2 shows examples of classified sentences. We have
decided that sentences with a probability of over 90% (τ) can
be labeled as ‘deal’. Later, we provide empirical evidence to
support the value for this threshold.
Table 2. Two example sentences with probability of being in a
deal web page.
SENTENCE BLOCK
Buy unlimited vouchers as a gift Package
includes a 7" Google Android 2.3 Tablet
with a 30 pin USB switch adaptor , charger
and user manual Lightweight and easy to
use Perfect idea for people on the go Makes
a great gift !
Challenges address the conceptualization
how e-business related knowledge is
captured , represented , shared, and
processed by humans and intelligent
software.

PROBABILITY

>90%

0.9998

Yes

0.0248

NO

2.3. Training/Testing sets and the Ensemble Method
We employ the well known ML technique of ensemble
voting in order to improve the classifier’s accuracy. This
method involves training multiple independent classifiers
with different, but perhaps overlapping, training sets. Each
classifier provides their own probability calculation to
individually determine deal or no-deal. The final class label
is achieved by majority vote of the participating classifiers
thus improving overall accuracy by consensus.
The ratio of deal sentence blocks to no-deal sentences is
compared to a threshold value to determine final deal/no-deal
classification of the web page. We also include a sanity
check where if the webpage meets this threshold but does not
contain any monetary artifacts, as determined by named
entity recognition, then the webpage must be classified as
‘no-deal’. This is to filter out those sites that describe a
product, but are not selling the product. Examples of this are
vacation blogs that describe seasonal travel packages
available and product review pages. By disabling this sanity
check, the classifier can be extended to identify general
product pages whether or not they are for purchase. Section
III demonstrates the overall effectiveness of this technique.

3.

Experimentation and Evaluation

In this section, we evaluate the proposed implementation
and offer empirical results. In our evaluations we examine
the effectiveness of the NB/EM classifier against three other
common machine learning methods including SVM, NN,
and J48.
To evaluate the effectiveness of the Naive Bayes
(NB)/Expectation-Maximization (EM) model, we compared
its classification accuracy at the sentence block level with
three other popular machine learning models: support vector
machine (SVM), decision tree (J48), and neural networks
(NN). Together these four models comprise a broad range of
general machine learning categories: probability (NB/EM),
optimization problem (SVM), graph model (J48) and
activation function (NN). In addition, two different vector
normalization techniques were investigated for training:
linear scaling, and z-score normalizing. The commonplace
radial basis function kernel and sigmoid activation function
were used for the SVM and NN models. The NN model was
constructed with n-input neurons (one neuron for each
attribute of the input vector), one hidden layer with n/2
neurons and a single output neuron to indicate boolean deal
or no-deal. For J48, the Weka machine learning collection
provided the implementation [3]. For SVM, the LibSVM
library provided the functionality [4] while the Neural Net
Framework (NNF) was used for the NN model [5].
Random sampling of 4,000 sentences from the SideBuy
corpus of 1.6 million sentences became the training set of
vectors with each vector comprised of the 12 features listed
in Table 1. These 4,000 were equally divided between deal
and no-deal sentences. For SVM and NN a sparse vector
where each attribute corresponds to the encountered
frequency of a recognized word or to a computed feature of
Table 1 was constructed. The results of training with ten-fold
crossover validation are shown in Table 3.
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Table 3. Sentence classification accuracy of various models using
ten-fold crossover validation.
NB/EM J48 SVM z- SVM linear NN zscaling
score
score
Accuracy %
96
88.7 77.33
51.39
48.3

NN linear
scaling
48.3

The NB/EM model performed best followed by J48 and
SVM/z-score. There was a noticeable improvement of SVM
when trained with z-score normalized vectors versus linear
scaling of the features. NN performed the worst regardless of
which normalization method was used. These trained
models were then tested against the SideBuy database. Ten
rounds of samples of 600 sentences (300 deal/300 no-deal)
were selected at random with replacement. Their individual
classification accuracy was averaged with results given in
Figure 2. Once again, NB/EM performed best with J48 a
close second. SVM/z-score had a better than average
accuracy where as SVM/linear, NN/z-score and NN/linear
struggled.

Figure 2. Average classification accuracy for ten rounds of randomly
sampled sentences

It would appear obvious that the word feature would be
an important attribute of the model. Particularly in this
domain, words such as “deal”, “save”, “purchase”, and
“discount” should weigh heavily on any model’s
classification decision. In the next series of tests, the models
were retrained with two different sets of features. The first
set consisted of only the words feature while the second set
contained all features except word. This word versus the-rest
test was performed to determine the impact of this core
attribute (word). Results are given in Table 4.
Table 4. Word-only versus the-rest. Average of 10 rounds of
random sampling.

word (only)
the-rest

NB/EM

J48

97.52
89.19

79.68
88.27

SVM zscore
64.58
89.07

SVM linear
scaling
49.47
49.5

NN zscore
48.6
52.6

NN linear
scaling
49.55
49

When trained only with the word feature, the NB/EM
model was equally effective as it was with all 12 features
available. NB/EM, J48, and SVM/z-score achieved similar
accuracy when trained without the word feature (the-rest).
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This may suggest that the-rest attributes are unnecessary and
thus the model feature complexity can be reduced to the
single feature. However, this is not the case as this
suggestion presumes the test sentence always contains
familiar words. These results demonstrate that the NB/EM
model, relying on its other 11 features, can determine a
sentence classification to 89% accuracy even when no
recognizable words are present.
Of Interest is the observed accuracy results given in
Tables 3 and 4, and Figure 2 across the various models. The
disparity in accuracy between SVM and NN models may be
attributed to numerous conditions. Both SVM and NN model
representations are significantly different than NB/EM and
J48. Specifically, SVM/NN used a sparse vector of attributes
where each attribute position corresponds to a recognized
word (A) and its frequency count plus an additional 11
attributes for the-rest (ALL-A) features. This results in a
large vector of attributes based on the encountered words
during training. For example, for the sampling of 4,000
sentences, the vector averaged 1,811 attributes (1,800 unique
words plus 11 static the-rest attributes). In contrast, NB/EM
and J48 models can represent the word feature in a single
attribute thus having a simpler model representation of a
fixed 12-attribute vector. Although this sparseness does not
necessarily represent a problem, particularly for SVMs
where sparse feature vectors are commonly used, this
situation presents a few considerations of its own. First, the
size of the training set may need to be larger in order to
produce sufficient unique vectors to adequately train the
model. Furthermore, SVMs operate by finding a maximal
separating hyperplane across multiple dimensions. A 1,811attribute vector requires a separation plane for 1,811
dimensions, thus potentially requiring a larger training set to
achieve a well-represented separation.
Second, the
importance of vector normalization is well-known in such
ML models hence the significant impact observed in
accuracy with the change of normalization methods: linear
versus z-score. These considerations appear to have been
realized in Table 4 with the removal of the word feature. In
this test, the vector attribute length shrunk from 1,811 down
to a fixed 11 (the-rest);- resulting in identical vector of
attributes for NB/EM, J48 and SVM. This reduction,
combined with z-score normalization, gave SVM the same
level of accuracy as NB/EM and J48.
Comparitively, the NN model may benefit from a
combination of different selection of parameters such as a
change in activation function, number of hidden layers,
number of neurons per layer, adjusted learning rate as well as
perhaps a different normalization method and larger sample
training size. Further investigation is needed but the number
of model parameter adjustments necessary make this model
difficult to tweak.

4.

Concluding Remarks

In this paper we described our algorithm for Web page
classification for a specific category of Web content – daily
deal identification. Empirical testing showed our combined
model of Naïve Bayes and Expectation/Maximization
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performed well in comparison with other machine learning
methods. We also demonstrated how our model can be used
for sorting and ranking in addition to binary deal/no-deal
classification. Our future research will build upon this work
with the goal of creating a system capable of identifying,
extracting, and mapping properties-to-products from
unstructured natural language Web page sources.
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