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Guest Editorial
Special Issue on Computer Ethics
The six articles in this volume have been selected from papers submitted to the first conference organised by the recently
formed Australian Institute of Computer Ethics. This conference, held at Swinburne University of Technology in July 1999,
attracted over fifty papers, from nine countries as well as Australia. The topics were diverse, with an emphasis on teaching
computer ethics and Internet issues. It has been decided to produce another publication on teaching computer ethics, so none
of those papers are included here, but otherwise those selected for this volume are representative.
The first paper, by Wood-Harper, Corder, Byrne and Hughes, discusses the incorporation of ethical considerations into the
systems development process through an examination of the perspectives of the relevant actors in the process. Gammack and
Goulding, in the second contribution, consider the role of information systems and knowledge management in the context of
human affairs generally, arguing that some non-Western insights are helpful. The emphasis moves away from information
systems in the third paper, to a technique or technology, image manipulation. Roberts and Webber raise various ethical
questions, and propose a protocol for image ethics. The final three papers concern the Internet. Morris presents a methodology
for cyberspace ethics which involves contrasting that space with ‘real’ space in a systematic manner. Dowling is concerned
with interpersonal interactions and ‘good manners’ in online environments, andTooks at the workplace and the classroom in
particular. Finally, Johnston and Acquaah-Gaisie examine human rights, with special attention given to regulation of the
Internet.
These six papers obviously do not cover all areas of computer ethics, but they do reveal many of the issues which are
currently being researched and discussed worldwide. Information technology has produced and will continue to produce
enormous benefits but, as with all technology, not all uses of it are beneficial or fair to all, and some can be harmful. The
study of computer ethics is a response to these problems or potential problems. This special issue constitutes a small part of
this response.
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An understanding of a problem situation is typically
described as the starting point for the information system
development process. Methodologies differ in the
perspective used to view the situation. Technically
oriented methodologies tend to view the organization
metaphorically as a machine that can be fixed through the
application of tools. Organizationally oriented
methodologies work to expose and reveal the cultural,
political, and social dimensions, recognizing in new
implementations of information systems (IS) a potent
change factor in these human dimensions. A deeper
understanding of the human dimensions can be obtained
by analyzing the ethical perspectives of the actors in the
situation and the ethical dilemmas faced by the actors,
defined in this case to include the analyst (or analysis
team) as well.
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Guest Editor: J. Weckert
INTRODUCTION

Examining the ethical aspects of a situation, though
frequently recommended, is often omitted. Though the IS
practitioner has been presented with codes of ethics from
the professional bodies, such as the Association for
Computing Machinery or British Computer Society
(Couger, 1989), they are not given instruction in their use
or implication for their practice. The tendency to teach
ethics separately from the technical courses reinforces the
idea that ethics are not important when doing technical
work (Friedman and Kahn, 1994). Even if it could be
shown that the codes were having a strong influence, there
can be a strong argument made that the codes exist to
protect the professional body, not primarily those for
whom information systems are being developed. Even
when using the codes, the analyst must use them in context
(Anderson et al, 1993).
The existence of the codes indicate that there are ethical
dilemmas that arise in the course of system development.
Their context sensitive use also sefems to imply a need for
studying the ethical perspectives that are present, the extent
to which they are implicit or explicit, and the points at
which the perspectives conflict. The problem, much as it is
with most study of the human social aspects, contains no
clear cut guidelines for recognizing that an ethical dilemma
exists. Without being aware of it, analysts who accept a
technical orientation (with presumed ethical neutrality)
accept the implied ethical stance of the methodology they
use. Indeed the emphasis on technical work may engender
a dominance in analytical thought and lead to a rationalistic
choice of ethical stance (Byrne and Wood-Harper, 1997).
Analysts also accept with little question that the dominant
ethic should be that of those who fund the development.
Yet even brief inspection would make obvious that
multiple ethics are present. There may be an individual
consequentialist ethic or a group consequentialist ethic or a
deontological approach to ethical decision making. These
are discussed more fully in the next section. What is
important for analysts in the IS development process is that
they recognize the different ethical perspectives which will
enable them to discern not only the issues, but at least in
part, why they exist. As Dahlbom and Mathiassen (1993)
point out, seeking understanding requires interpretation.
The analyst can not lose sight of the fact that they interpret
the ethical perspectives of others through the lens of their
own ethical tenets.
Before demonstrating how analyzing the ethical
perspectives might be used, a brief explanation of four
ethical viewpoints is presented. A scenario, which is
obviously an ethical dilemma in itself, is explored,
identifying its stakeholders and their possible ethical
perspectives. The article concludes with possible
implications of using ethical analysis as part of the system
development process.
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FOUR ETHICAL VIEWPOINTS

The study of ethics is a long one dating back to
Mesopotamian times (Larue, 1993), with a rich variety of
basic assumptions and debate on their validity. For the
purpose of this examination the two approaches into which
most ethical theories fall are identified as deontological in
which an action is considered good or bad based on its
adherence to some set of guidelines and teleological in
which it is the results that are important, somewhat simply
stated as the “means justify the ends”. The four viewpoints
presented below consider firstly the deontological
approach. The remaining three viewpoints are theories
drawn from the teleological approach - Utilitarian theory,
group consequentialist and individual consequentialist.
The Deontological Approach

The deontological approach requires a defined set of
guidelines that must be followed. In its simplest form,
deontological ignores the context and the consequences. In
most situations, ignoring the consequences is seldom done,
but the dominant ethic may be deontological. The validity
of the guidelines may be a question, but that debate occurs
(again in the ideal sense) separate from the situation in
which the ethic is brought to bear. The rules may be valid
because they were inspired by a deity, derived from basic,
unarguable tenets, or reached through the consensus of
some reference group. Examples of the first may be the
Bible or Koran. The second might include an ethic based
on the sanctity of life (note that there are probably no
unarguable tenets). The third could be represented by a
professional code of ethics.
Utilitarian Theory

The primary difference among the different theories in the
teleological approach is the identification of the
perspective from which to evaluate the results and the
“good” that is being evaluated. The Utilitarian theory is the
‘ideal’ example of this school. An action or decision should
result in maximizing the “good” for the human race (or
possibly all sentient beings) (Singer, 1993). The concept is
intuitively desirable and undebatable, except for the truly
misanthrophic. The implementation is far more complex. If
the “good” were defined to be access of information, would
that suggest that medical research facilities should part
with some portion of their funds for collecting information
so that citizens of technologically backward countries
could be provided increased access? The question of short
term versus long term gain is an additional concern. By
reducing the ability of the medical research facility to gain
information, a chain of events may be set in place that
would fail to see some critical advance in disease
prevention, resulting in vast percentages of the less
advanced populations disappearing which means that they
would have no access to information at all (since we have
THE AUSTRALIAN COMPUTER JOURNAL, VOL. 31, No 3, AUGUST 1999

no idea of what may pass for information access in the
afterlife, if the afterlife exists). Obviously a very simplistic
examination, it still reflects the difficulty of implementing
a Utilitarian ethic. The goal though is one that may be
considered worthy of consideration in the debate on ethical
dilemmas.
Group Consequentialism

The second theory to be used in the teleological approach
is labeled the group consequentialist ethic. Instead of
improving the existence of the human race, the action or
decision should result in the maximization of the “good”
for some specified group. This group might be a nation,
political party, religious affiliation, weekend athletic club,
office personnel, or family. To simplify the discussion, the
assumption is that maximizing the good for the group
means improving the situation of every member in the
group at least some. Maximizing income for the office
personnel might imply mathematically maximizing income
for just the office manager.
The key concept for group consequentialist ethics is that
each member of the group is experiencing improvement in
their share of the “good”. It is possible that the group exists
to maximize the “good” for the group as the corporate
body. In this instance the group really has an individual
consequential ethic.
Individual Consequentialism

The third theory in the teleological approach is the
individual consequentialist or egoist ethic. Actions are
taken that result in maximizing the “good” for an
individual. As mentioned above, a group may treat itself as
a single individual. A group may also hold an individualist
consequentialist ethic in an maximizing the good for a
charismatic leader. Nor do individuals have to hold an
individual consequentialist ethic. They may spend their
lives given to charitable activities that may be primarily
group consequentialist in nature.
This typology should not be taken to neatly categorize
the ethical perspectives to be found in the organization.
This is not an exact science. People and organizations are
not necessarily consistent in adherence to their own
publicly stated or privately held ethical beliefs. But there
will probably be a dominant ethic that sheds light on their
perspective of organizational change that is to be wrought
by a systems development initiative. In the next section a
scenario is explored and the ethical perspectives of
stakeholders identified which will help to show how a
deeper understanding of the human dimensions of actors in
tire systems development process can be obtained.
AN EXAMINATION OF A SCENARIO

In their work on using the ACM code of ethics, Anderson
et al (1993) present the following scenario.
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The development team has been asked to develop an
IS for an employment agency that will match the
qualifications of persons seeking employment with
the requirements of available jobs. The agency has
requested that the listing of applicants which are
qualified for a particular job place certain races and
ethnic groups before other groups and that the listing
display male names before female names.
We use this case for discussion since the request from
the agency strikes most people as an unethical one. The
various ethical perspectives are more dramatic because of
the serious nature of the discrimination principles that will
have to be embedded in the IS procedures and programs.
To examine the case we began by using the first stage of
the MULTIVIEW methodology (Avison and Wood-Harper,
1990). The first stage of MULTIVIEW is based on the soft
systems methodology developed by Checkland
(Checkland, 1981; Checkland and Scholes, 1990).
Specifically, a “rich picture” depicting the technical (hard
areas) facts and social/cultural/ethical realities (soft areas)
of the situation is drawn (Bell and Wood-Harper, 1998).
The soft areas include depictions of issues and conflicts.
Normally this would be done collaboratively with the
stakeholders in the system.
The analyst uses the rich picture and additional input
from the stakeholders to create root definitions for each of
the stakeholders which state in a concise verbal description
the nature of the human activity system under
consideration. The components of the definition should
include the following components as indicated by the
CATWOE mnemonic (Checkland, 1981):
•
•
•
•
•
•

Client - the system’s beneficiary
Actor - the individual(s) involved in the system
Transformation - intention of the project
Worldview - the assumptions
Owner - the eventual system owner
Environment - the situation in which the system will be
developed.

The analyst must then take all of the root definitions
drawn up by the different stakeholders to compose an
overall view that the stakeholders can agree to. What we
are suggesting is that to assist in this harmonization
process, the additional element Ethic, the basis for
determining decisions as good or bad, right or wrong, is
included.
To assist in the identification of the stakeholders, we use
the definition put forth by Mitroff and Linstone (1993). “A
stakeholder is any individual, group, organization, or
institution that can affect or be affected by an individual’s,
group’s, organization’s, or institution’s policy or policies.”
The individuals matching this condition consist of the
members of the system development team, the persons who
68

have currently registered with the employment agency, the
personnel employed by the employment agency and,
though not as obvious perhaps, the prospective job seekers
who are affected by the changes that might occur in the
situation. Groups involved would be activist groups
interested in reducing discrimination in the work place.
The organizations who are stakeholders include the agency
and the companies for which it supplies the names of
prospective employees. The government, through
supervisory agencies, also serves as a stakeholder in the
system. Each of these might have a different ethical
perspective.
Discovering these different ethical perspectives is a
special case of the process “assumption surfacing” (Mitroff
and Linstone, 1993) in which deeper understanding of the
“whys” is sought. This is not an objective technique.
Through interaction and observation the analyst draws out
what appears to be the dominant ethical perspective of the
stakeholders in the situation. Given a brief scenario, it is
not possible to know the real ethical basis for decisions
stakeholders make but, even in a real situation,
stakeholders may be unwilling or unable to reveal that as
well. Membership of some clandestine organizations such
as a white supremist group might be unacceptable rationale
yet the goals of clandestine organization may have
significant impact if the stakeholder wields sufficient
political strength.
Stakeholders’ Ethical Perspectives

We now look at different ethical perspectives that might be
held by the stakeholders identified above. First, the analyst
perspectives are identified. Avison and Wood-Harper
(1990) identify four roles that the analyst might assume
along the two dimensions of consensus-conflict and
objective-subjective (see Figure 1). Ideals are identified for
each of the four roles. We take these ideals to suggest the
ethical perspectives involved. For the functionalist, the
ideals are objectivity, rigour and formality. This may
indicate a deontological ethic, where adherence to stated
professional goals or company goals, dictates the
“goodness” of the decision or action. The second role is the
interpretive role. The ideals are meaning. This might
suggest a group consequentialist role in which the group is
the end users. Results might be classified as good if they
result in the maximization of understanding among the
users.
The third role is the radical structuralist, whose ideals
are change in socio-economic class structures. The ethic
suggested here is also group consequentialist. The group is
the end users and good results are those that free people
from socio-economic structures. The final role is that of the
radical humanist. The metaphor used by Avison and WoodHarper is that of the emancipator, or one who wishes to
free people from their social constraints and psychological
THE AUSTRALIAN COMPUTER JOURNAL, VOL. 31, No 3, AUGUST 1999
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barriers. This is not to suggest that these roles always carry
these particular ethical tenets, but rather they should serve
as a basis for discussing the implications of various ethical
beliefs. Their individual ethic when not in an analyst role
may be individualist consequentialist seeking to
accumulate honor and recognition for the project that
demonstrates talent and innovativeness thus guaranteeing
further employment and promotion. There is probably
some degree of that ethic in the majority of analysts, but
this ethic may not be dominant when the analyst assumes
the analyst role.
regulation/consensus
FUNCTIONALIST

INTERPRETIVE

Ideals: objectivity,
rigour, formal

Ideals: meaning

objective

subjective
RADICAL
STRUCTURALIST

RADICAL
HUMANIST

Ideals: Change socio
economic class
structures

Ideals: Change socio
economic & psycholog
ical barriers

conflict

Figure 1: Adapted from Avison and Wood-Harper 1990

Addressing the analyst ethical perspectives, we find that
analysts who work from the deontological ethic may see
the request to develop the system as the primary concern.
Using some professional code, they may argue that to
provide their client with a useful, functioning system that
meets their needs and demands is the overriding force.
Responsibility beyond technical competence is not
assumed. They are responsible only for system develop
ment not this eventual aim of the system. Walsham (1993)
points out that the analyst has implicitly made the decision
(with ethical connotations) to assume the ethic of the
funding group. However, new technology is often used in
ways the developers did not envision (Singer, 1993), but is
that sufficient reason not to consider the impacts of which
they are aware?
The interpretive analyst with a group consequentialist
ethic may still not find the discrimination nature of the
system a problem, just as long as there is sufficient
understanding by the actors for them to deal with the
problem themselves.
The radical structuralist and the radical humanist may
both be more sensitive to the ethical dilemma of embedding
discrimination procedures in an information systems. Their
interest is in maximizing “freedom”,for the entire group of
users, which contradicts the implied benefit to a subset of
the users if the discrimination policies are put in place.
This case represents the class of situations in which the
analyst must address the sufficient “goodness” of the
system to exist in the first place or the sufficient
“goodness” of features to be included. Dahlbom and
THE AUSTRALIAN COMPUTER JOURNAL. VOL. 31, No 3, AUGUST 1999

Mathiassen (1993) report a programmer who felt strongly
enough about the wrongness of monitoring an employee’s
terminal without their permission that he added to the
system a feature that displayed a sign on the employee’s
terminal indicating to them that the supervisor was
monitoring. Not all ethical dilemmas, however, can be
dealt with through surreptitious modification of the
requirement specifications.
The person seeking employment through the employ
ment agency may be assumed to possess an individualist
consequentialist ethic. They (in general) are interested in
obtaining a job, not primarily in everyone getting a job or
the increase of profits for the agency. The person who
would be moved lower in the listings may find that an
unacceptable action. The prospective job seeker who has
not yet registered may also find such behavior
unacceptable.
The personnel employed by the agency may be the
actual source of the request to include discriminatory
tactics. The scenario does not make clear if the request was
presented conspiratorially or on the basis of agency policy.
The scenario also does not suggest the proffering of
additional inducement to the analyst to effect what at first
glance appears unethical. Assume that the personnel who
initiated the request possessed a group consequentialist
ethic where the group is their own particular ethnic group.
The “good” is the maximization of positions held by
members of their own ethnic group.
-—
The agency itself may hold an individualist
consequentialist ethic in which the primary good is the
maximization of income for it as a corporate body.
Decisions may be evaluated not on the basis of how it
affects individuals seeking jobs but on the resultant
increase or decrease in income. Not finding some
individuals jobs may be a concurrent effect, but not the
basis for decisions.
The clients who are seeking employees may also hold
an individualist consequentialist ethic seeking to maximize
income. To that end they may seek the most qualified
individuals that they can afford who would assist them in
maximizing income.
The activist groups would hold a group consequentialist
ethic attempting to maximize some specified “good” for
their entire group. For example, an ethnic activist group
may be interested in maximizing income potential for each
member of their ethnic group.
The government may work from a deontological basis,
where the basis for determining the rightness or wrongness
of the decisions are based on their adherence to the
guidelines set by passed legislation or established
regulations.
The perspectives have been identified in light of the
single feature which was the central theme of the scenario.
These perspectives could be useful in evaluating work
69
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flows, procedures, and groups. The perspectives could be
used in deciding what information is to be maintained and
who has access to that information.
Conflict In Ethical Perspectives

An interesting paradox exists when one considers that if
the data about attributes of individuals that might lead to
discrimination were not kept, the process could not be
embedded in the prospective employee listing. The
government requires that the data be kept to ensure that
discrimination is not taking place. So keeping the data
required to satisfy the government is also that which makes
it possible for the discrimination to occur. This exemplifies
the conflict in ethical perspective.
The personnel of the agency and the activist groups have
similar group consequentialist ethic with similarly defined
“good”. The conflict is in the group defined to receive the
benefits. The agency and its clients have similar ethical
perspectives with no real conflict evident. What can be
developed is an ethical perspective map that allows the
analyst to determine perspectives that are sources of
conflict and those where, if conflict exists at all, may be
subsumed to other concerns. (See Figure 2)
ANALYST
'JOBS'

(DE.IC.GC)
GC 'ETHNIC GROUP'
AGENCY PERSONNEL

JOB APPLICANT
'•PRORT

Principle 1: Ethical reasoning should be conducted
throughout the life of an information system,
including, inception, testing, distribution
(implementation), modification and termina
tion/withdrawal
Principle 2: Every IS should improve the ethical actions of
its users
Principle 3: The benefits from an IS should be distributed
to ALL people who have an ethical need for
its use, in other words there should be 100
percent saturation of ethical users

JC 'PRORT

AGENCY

AGENCY CLIENTS
JOBS'

PROSPECTIVE
JOB APPLICANTS

dominant ethic based on democratic vote or random
choice, ie., some type of external influence. The final
approach recognizes that each situation provides data that
allows us to learn about the theories. The theories are really
secondary. What is more important is the learning that
occurs. This seems to be the approach that best corresponds
to the goal of understanding. The analyst recognizes that
identifying and using the ethical perspectives of the
stakeholders is not an end in itself, but rather a tool to be
used in the broader goal of understanding.
This understanding may be further enhanced by
considering a number of principles, adapted from the
principles of ethical technology (Churchman), that help to
tease out issues relating to ethically situated information
systems development:

'LAWS'

\GC •ETHNIC
GROUP'
ACTIVIST
GROUP

GOVERNMENT

Principle 4: The design of every IS should include:
a) the design of its ethical use
b) the design of its ethical distribution
c) the design of its ethical risk
d) the methods of justifying ethical criteria

OE - DEONTOLOGICAL 1C - INDIVIDUAL CONSEQUENTIALIST GC - GROUP CONSEQUENTIALIST

Figure 2: Partial Ethical Conflict Web

CONCLUSION

Identifying conflicts might arise if attention was focused on
issues alone. Adding the consideration of the ethical
dimension is an aid to a greater understanding of the
different aspects of the issues.
Once these conflicts or contradictions in perspectives
are identified, several approaches can be used for
resolution (Derry and Green, 1989). One is to use the
theory only as a framework for discussion. Another is to
create a theory that combines others, perhaps identifying
contingencies for when one or the other might be used. The
third is to emphasize areas where concurrence occurs. The
fourth assumes that it really doesn’t make any difference
which ethic is assumed. If the actors had complete
information, no matter which ethical perspective they
possessed they would arrive at the same decision. We think
that this is too idealistic for the short-term system
development process. The fifth approach chooses a
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These principles while idealistic in nature serve as a
further guide to enhance the understanding of the ethical
situation. Principle one reminds us that ethical scrutiny is
required throughout the life of an information system,
while principle two not only prompts us to think about the
use of the information system but also how information is
presented to users and how it effects decisions. Who should
benefit from an information system is question being asked
by principle three, stated in an idealistic manner. Finally
principle four encourages us to think beyond the initial use
of an information system, to consider the potential for
misuse and any resultant impacts, to consider the scope of
the benefits (its distribution) and to base our decisions or
stances in ethical thought, or at least to justify our ethical
stance and make it explicit.
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In this paper we address the issue of how unconsidered
information systems developments contribute to an abuse
of human values and potential. Unforeseen uses of data in
information systems suggest that the level at which codes
of IS ethics are typically detailed is insufficient to ensure
real social responsibility. The burgeoning field of
knowledge management exemplifies some dangerous
directions potential in many contemporary IS
developments. We suggest that a conceptualisation of
human knowledge embracing non-Western insights, and
of the creative role of knowledgeable humans, is required
both for IS education and truly ethical practice.
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1 INTRODUCTION

Surveying the codes of ethics for various professional
bodies in engineering and computer science (IIT, 1999)
indicates worthy values with which surely few would
disagree. Taking the Australian Computer Society
professional code as typical (ACS, 1997), the general
obligations stress personal integrity and respect for others,
including applicable laws. Implicit in such codes are
personally identified activities and a recognition of the
impact of information systems on quality of life. These
however reflect a localised awareness of the potential
impacts of a system development and seem at odds with the
potential of many information systems to be put to
purposes other than those intended originally. “If I had
known I would have become a watchmaker” was Einstein’s
rueful reflection on work that led to the atomic bomb - and
parallels with the use of recorded data for unforeseen
purposes are many, as we now illustrate.
The government of Iceland, for example, is selling the
rights to the details of the entire population’s genetic code
to an American biotechnology company, who have been
approved (unusually) to hold a 12-year monopoly on the
data marketing rights (Schwarz, 1999). Widely opposed
internally and internationally, the Ethical Committee of the
Icelandic Medical Council are advising doctors not to
participate in the project. Such a database, containing both
medical and genealogical data, can potentially identify
private details of individuals and their ancestors in terms of
health and lineage status. Despite stated assurances of
anonymity, there are neither technical nor political reasons
why such identification may not be done in future uses of
the database. In fact, the usual understanding of anonymity
as “removal of personally identifying information” has not
been applied here. Instead information identifying
individuals is being encrypted, and thus available to
authorised individuals and hackers. Despite concern from
the EU, this may lead to a European wide database. Closer
to home, Tasmania, as an island with a relatively stable
population of extended families, has similar relevant
qualities to Iceland, and is increasingly becoming recog
nised as a suitable laboratory for genetic research. An
Australia-wide DNA database to be used in relation to
crime scene forensics is also currently being proposed by
the federal minister.
Other examples indicate the existing linkages to other
systems that do explicitly identify individuals for specific
services, particularly in electronic commerce applications.
The detailed insights into personal reading habits and
potentially related direct marketing available to
amazon.com, are well known in this regard, and books can
even be commissioned to order, or proposals rejected, on
the basis of identified customer projections. Supermarkets
and other large retailers frequently use loyalty cards, linked
to deals with allied corporations. These are often tied to
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direct marketing, but now are even linked to individually
specified profit and loss statements by individual customer.
(Judge, 1998). Such statements are already used for
example in decisions about:
• detecting changes in spending patterns and the making
of phone calls to retain desired customers;
• “upselling” less profitable customers through applying
higher rates
• withdrawing marketing support for those who don’t
spend.
Banks, insurance companies and other corporations are
doing similar things. Shared information systems allow
simple transfer of data between (government) agencies,
and can be used to alert those agencies to “suspicious
transactions”. The criteria for suspicious transactions can
always be redefined at some future point. A good
description of current American legislation concerning
personal financial profiling being used in this context,
informed by a strong information systems awareness, is
provided by Tomlin (1999). Concerns particularly arise
when this data is sold and used by allied companies or
other organisations for unanticipated purposes, including
credit rating and undesired targeting. For example, the
Safeway (supermarket) club in the USA, gives specific
discounts only to those shoppers prepared to have their
shopping habits tracked. No law prevents sharing or selling
these files, and such information is known to have been
subpoenaed by law enforcement bodies. Establishing if a
suspected drug dealer has bought an abnormal amount of
plastic bags for example, can, with other information
snippets, create evidence for these agencies.
Two more examples reinforce such points. A 59-yearold man shopping at a Los Angeles store broke his knee
when he slipped on spilled yoghurt. Unable to drive or
work, he sued, but a mediator allegedly tried to settle
saying the store had information that he bought a lot of
alcohol and would use those records in court. Elsewhere, a
Maryland company was exposed in 1998 as providing
marketers with its customers’ prescription purchasing
information: effectively betraying their medical records
(Vogel, 1998).
These examples highlight uses to which information
systems may be put which may or may not be contrary to
the original designer’s understanding of the privacy levels
involved. The system specification may have been met
honestly, and in accordance with ethical codes, but where
does responsibility lie beyond that? Tomlin (1999)
observes, “(professional systems designers) will ALWAYS
allow for future expansion of “existing” applications and
processing capabilities and ... for “additional” applications
and processing capabilities to be added with a minimum of
additional effort and cost.” It would be professionally
unethical not to do so, but is it the designer’s responsibility
if undesirable or unanticipated uses are facilitated?
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Targeted junk mail and unsolicited phone calls may not
enhance the quality of life for most, and this
conceptualisation of individuals as techno-consumerist
objects is an issue to which we return.
2 COGS IN THE MACHINE?

The previous section concluded with a familiar ethical
dilemma, to which the neutrality-of-technology argument
is a flawed but familiar response. Systems theory allows us
to analyse the levels at which ethical motives apply, and
tells us that emergent properties arise from the interactions
of components at a lower level of a system. These, not
being located in any subcomponent, can take on a life of
their own. These larger systems can then interact with other
existing systems, to become established as viable entities.
Other systems may then configure themselves around the
new entity, possibly leading to a dependency. Kling’s
(1994) analysis of the car-computer analogy is exemplary:
a car, considered as a system for elite personal trans
portation emerges from the engineered components of
wheels, engine etc. Properties such as social cachet, and
convenience, which are desirable to purchasers, are now
established. An industry develops, road systems and town
planning is organised around the existence of cars and a
dependency on them becomes established. This becomes
self perpetuating as many Australian and other cities can
testify. Quality of life again is conditioned by such
systems. Although the system at the level- of the car may
have been designed, these consequences were not, and
perhaps could never have been foreseen by early engineers.
Complexity theories, such as Kampis’ (1991) theory of
component systems gives a formal and profound analysis
of how non-computable systems occur, and suggests how
this may be a source of spontaneous creativity in the
universe. To the extent that such systems are morally
indifferent and indeed literally inhuman, there is no
requirement for them to obey any ethical codes other than
those afforded by their limitations and the human adoption
of such systems. However they originally arise, once
established or reified as institutions, they can become
objects of policy, and the lower order systems then act in
the service of the higher. This naturally means that a
component may be sacrificed or have its nature altered, as
the larger system follows the logic of its own dynamics.
Ethical questions to be asked with the development of
information systems concern the purposes within which it
is conceived. Is an information system commissioned
within a logic of economic rationalism, serving and
obeying the unconscionable dynamics of capital? Or is an
assured, sincere emancipatory purpose intended, in which
human values, both immediate and distant, are paramount?
In this regard the measurement of intangible assets is a
particularly topical concern, as wildly fluctuating internet
company stocks demonstrate. Traditional economic
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measures do not comfortably handle assets of knowledge,
information flows, and the stocks and flows of human
messaging, morale and goodwill which effectively keep
numerous operations viable beyond what their
capitalisation might suggest. Equally, many companies can
attest to difficulties caused by the significant loss of
experience in sourcing and mediating critical
organisational knowledge when middle management is
delayered. Human knowledge and information commu
nication is the real capital here.
For economic progress, the “creation of knowledge” is a
primary force. As the great systems theorist and economist
Boulding (1966) noted “We can think of capital, indeed, as
frozen knowledge or knowledge imposed on the material
world ... The cumulation of knowledge, that is, the excess
of its production over its consumption, is the key to human
development of all kinds, especially to economic
development.” He then observes that following WWII,
when the material capital of Germany and Japan, (though
not the knowledge of the people) was destroyed, it took
only a few years for that material capital to be
reestablished, which did not apply to Indonesia, where this
knowledge capital “did not exist”. The concept of the
“knowledge creating company”, (Nonaka,1991; Nonaka
and Takeuchi,1994) is a major contribution to knowledge
studies, and in understanding some critical aspects relevant
to “knowledge management” as we discuss below.
Historically, a basic organising principle of society is for
war and the “world war industry” steadily accounts for
around 10% of the output of the global economy.
(Boulding, 1963). When considerable contemporary
warfare is economic, information based and technological,
alliances dominant in those weapon areas are likely to be
successful by materialistic criteria. Information systems
are naturally pressed into the service of this effort and with
the projected trends towards increased knowledge work,
service economies and technological haves and have-nots,
a new world order is being established. The larger point is
that we are currently witnessing huge, inertial and
unmanageable systems closely interacting and doing so in
a manner beyond easy (and perhaps any) human
intervention on a global scale.
Debord (1967) in a brilliant analysis predicted this,
detailing the workings and character of this phenomenon,
which he called the Integrated Spectacle. Debord’s prose is
too limpid to paraphrase adequately, but essentially the
Spectacle connotes the economic and political production
systems that consume human labour and creativity, and
distract with a bewildering variety of consumer options for
the consumers’ so-called leisure time. In the Integrated
Spectacle this joins forces with the systems of
technologies, and the convergence of these huge systems
works to contain human existence and activity within its
mechanistic and a-moral motive of self perpetuation.
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Activity, or oppositions of any sort within the system are
irrelevant to it, since, indifferently, it hosts and survives
these.
We contend that Information Systems are unavoidably
caught up in the service of the Spectacle, supporting the
preservation of the Integrated Spectacle. Although within
that, judgements of locally good or locally bad outcomes
may be made for any particular development, in the larger
view the quality of human life is significantly
compromised.
3 WHAT IS KNOWLEDGE THAT IT MAY BE
MANAGED?

In the rest of the paper we discuss a range of activities
grouped under the general term of knowledge management
and suggest that human creativity (which can never be fully
automated) is being subserved to the indifferent machine of
the Integrated Spectacle. Notwithstanding socio-technical
(Mumford, 1995) and participative approaches, the
dominant trends in IS development suggest an increasing
appropriation of humanity into information processing
service, where humans are conceived as objects in a larger
machine and their working life designed accordingly. A
clear alternative to this pessimistic analysis, informed by
an appreciation of the wider ethical implications of
information systems development is required and, indeed,
already exists in the “human centred” view and debate
(Gill, 1991). With substantial support in diverse literature
and practice we would suggest that moral primacy be given
to its insights, which enlightened future codes of ethics will
ideally embody. A consideration of knowledge
management endeavours, and the types of information
systems that attempt to deal in forms of human knowledge
indicates the essence of the difference.
Knowledge management has various definitions, but is a
response to organisational or national needs for adaptation,
survival, and competence in the face of change. In essence
it embodies organisational processes that synergistically
combine data and the information-processing capacity of
information technologies, with the creative and innovative
capacity of human beings (see Malhotra, 1998). Analysts
from the influential Gartner Group have also defined it as
follows:
“Knowledge management is a discipline that promotes
an integrated approach to identifying, capturing, retrieving,
sharing and evaluating an enterprise’s information assets.
These information assets may include databases,
documents, policies and procedures, as well as the
uncaptured, tacit expertise and experience of individual
workers.” (Harris and Stear, 1998)
Further reading of the literature on knowledge
management reveals a clear purpose for integrating this
tacit expertise with standard information processing
capability. As information technology becomes equalised
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in G8 countries, competitive advantages are likely to be
gained in other ways. Harris and Stear (1998) predict that
by 2001, it is highly probable that 90 percent of electronicworkplace technologies will be exploited as an integrated
resource for knowledge management. Knowledge
management is, however, not information or data
management, which have their own technologies and
traditions. As Churchman (1971) noted “Knowledge
resides in the user and not in the collection (of
information). It is how the user reacts to a collection of
information that matters.” Knowledge management thus
involves structuring people and incorporating their
knowledge into organisational systems.
Organisations are exhorted to enable “the same number
of employees to do better work with higher quality input...
(and achieve) more market impact by leveraging the
knowledge in people” (Manville and Foote, 1996). Aware
of the pitfalls inherent in a managerial rhetoric of
“controlling people” these authors propose the same ideas
under the banner of “postmodern re-engineering”. The
entire tone of the article is flagged by its title “Harvest your
worker’s knowledge”, and is one of a range of commodity
metaphors for knowledge found in this literature, cynically
reenacting the colonisation of expertise that motivated
earlier knowledge based systems endeavours.
Mainstream IS development makes use of object
oriented methods, predicated on the philosophies of
knowledge representation considered (particularly) in the
1980s, and information is routinely induced from large
data repositories. But such information is essentially
decontextualised, circumstantial, disembodied from its
source and accordingly liable to misuse. Shared knowledge
is a common good, but the metaphor guiding knowledge
elicitation in the 1980s was “mining precious nuggets of
knowledge out of an expert’s head” (Feigenbaum, 1978).
The contemporary area of data mining is clearly governed
by similar valuational motives and a commodity metaphor.
Knowledge is not a commodity to be quantised and traded,
but a process bound up with its knowing, and this fact
places the responsibility for decisions on humans at the
centre of that process. And it is notable that the realm of the
tacit, the creative, the physically skilled and not of the book
learned, was and is the most resistant to capture in
symbolic categories.
All of these “Western” techniques ignore critical issues
in human knowledge and the management of knowledge in
such terms is destined to fail (Takeuchi, 1998). Such issues
include the role of tacit knowledge, its naturally shared and
social status, the provisionality and construction within
cultures, the inappropriateness of standard economic
measurement and the assumption that wisdom simply
equates to organisational rank. But the motives that are so
easily exposed in the (now) soft target, but not so long ago,
leading edge technology, of expert systems have not
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changed, as the continuing Western approach to
technological developments betrays. In a major study of
the changes in British work experiences and employment
relationships between the 1980s and 1990s (Gallie, White,
Chang and Tomlinson, 1998), although skills and
responsibilities have increased for most, this was not
accompanied by a corresponding increase in autonomy and
participation in corporate decision making. In fact the
authors claim that the period has seen intensification by
management of authoritarian control, with no significant
shift in power relationships. The predominantly Western
tradition of Ford and Taylor is to consider the organisation
as a machine (Morgan, 1986), and when future
organisations are predicted to be essentially information
processing machines, knowledge workers can be little
other than cogs. There is, of course, an alternative.
4 OTHERWISE...

“The human centred philosophy ... transcends the ‘causal’
view of technology to the ‘purposive’ view of social
shaping of technology. It holds that the causal view, rooted
in the separation of the objective and the tacit dimension of
knowledge, leads to designing technology in which people
adapt to the machine. The purposive view, rooted in the
dynamic interdependence between the tacit and the
objective dimensions, leads to designing technology in
which the machine adapts to people.” (Seake, 1997)
The Scandinavian tradition of systems development
provides numerous examples of humanistic practice,
providing many active players in the ongoing human
centred debate. Gammack et al (1991) for example,
designed a decision model building environment that
integrated the tacit, experiential, and dynamically
contextual aspects of human knowledge with corporate
database records. This allowed any user(s) of the system
quickly and responsibly, to amend, remove or create
categories of information to be taken into account in
making a decision, using as much or as little historical data
as desired. Decision support systems could thus be
designed with specific reference to the end user’s context,
avoiding significant maintenance and re-engineering
problems, whilst allowing purposive symbiosis of the tacit
and objective.
As Nonaka notes, “New knowledge always begins with
the individual” (Nonaka, 1991), and the process of
transforming individual knowledge into organisational
knowledge is the core of knowledge management. Mere
mechanical extraction of this knowledge and transferring it
to a knowledge base has little value: having disembodied it
from its source ensures the coherence of the holistic
interpretation by its originator is immediately com
promised. The relational set of meanings, which give it
contextual structure, is lost. Moreover, as individuals suffer
from job insecurity, disempowerment and redeployment,
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there is no guarantee that this knowledge is accessible to
others.
Much of the value in an individual’s tacit knowledge
comes from stable referents and processes that require
commitments and motivations unlikely to be preserved in
an atmosphere of insecurity and disempowerment.
Japanese companies that consciously foster innovation
have taken a holistic approach, which sees a knowledge
organisation as having a collective sense of identity and
purpose. Creating an environment which encourages
creativity involves cultivating a knowledge sharing ethos
which concentrates not on extracting and formalising
existing knowledge held by individuals, but giving those
individuals and work groups autonomy to set their own
goals. Teams engage in dialogue and mutual exchange,
facilitating learning.
Nonaka (1991) details several methods of encouraging
this process, from designing redundancy into the
organisation to facilitate communication to the use of
metaphor. If we use mechanistic metaphors to construct our
view of reality, and understanding of organisations, then
those organisations may well come to resemble the machine
or computer we perceive them to be (Sveiby,1994).
Avoiding mechanistic analogies is likely to inspire a more
human centred model that can encourage the development
of human creative thought. Morgan (1986) identifies other,
humanistic, images for organisations, which may
increasingly inform our IS education and practice.
Management also serves the organisation, and is often
itself abused by the structural and institutionalised
demands of the system. The appropriate focus for
responsible choice is neither a management/worker nor any
other opposition within the Spectacle, but a rejection of its
entire foundation. The principles and ideals of the learning
organisation (Senge, 1990) remain true long beyond the
silver bullets of faddish management. Properly recognising
the essential equality of humanity, the unique experiences
and insights each can bring to bear on a process, and the
collective nature of knowing permits creativity to emerge
in conscious, humanly directed ways.
Designing for purposive creativity rooted in humanity’s
access to tacit knowledge is quite distinct from the random
“creativity” emerging from new combinations of data
components for whom no-one is ethically responsible. No
methodology can realistically predict unforeseen
consequences, but codes such as the Dutch (Dais, 1999)
recognise that a consideration of IS impacts is required.
Rule 2 provides that “the possibility that an application
may be used differently from the way it was meant may be
reason enough not to ... have it developed”. Surely in our
practice, and as systems development educators,
consciously working towards the liberation of all beings
from tyrannical systems should be our primary ethical
precept.
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Visual Truth in the
Digital Age:
Towards a Protocol
for Image Ethics
Paul Roberts and Jenny Webber
School of Communication and Information Studies
(Multimedia), University of South Australia

The old adage ‘seeing is believing ’ was once applied to
the reliability ofphotographic evidence and a trust in
photojournalism's reputation for truth and objectivity.
From photography's beginnings, however, the technical
capacity to alter images has been available and practised,
but manipulations then were easy to detect. Advances in
computer technology make the alteration ofphotographs
and other images mostly invisible, and image
manipulation is sometimes applied by advertisers in
deceiving the consumer, and by newspaper editors in
influencing their readers, matters which challenge the
ethics ofphotojournalism. Further concerns arise from
the copyright and ownership of images, for the easy and
mostly undetectable manipulation ofphotographs and
other images renders the ownership of this artwork
difficult to identify and to protect. The ease of image
manipulation in the digital age requires the establishment
of an ethical protocol for the guidance ofpractitioners
and consumers. This paper describes the development
and application of such a protocol in a higher education
multimedia program.
Key words: Image ethics, Integrated teaching of ethics
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1 INTRODUCTION

In his introduction to Visual Culture, Jenks (1995) points to
the centrality of the eye in western culture and argues that
as visual ability has become ‘conflated with cognition’,
looking, seeing and knowing have become ‘perilously
intertwined’. This has led to a dependence on the pictorial
representation of events and a ‘seeing is believing’ trust in
photographic recording (more cognitive-based than
philosophical), due in part to the automatic nature of the
photographic process, which has appeared more
trustworthy than words or handmade images.
Yet photography from its beginnings in the 19th century,
was, under the influence of Daguere, always a
‘combination of artistic, technical, theatrical and
entrepreneurial achievement’ (Slater, 1995), which has set
the concept of photography as truthful representation
alongside such artforms as photomontage, where
photographs were doctored for caricature or emphasis
(Evans and Gohl, 1986).
Lester (1991) and Kobre (1995) detail this long tradition
of image manipulation, mostly conventional retouching,
which could generally be detected if not on the
reproduction at least on the image itself. However,
advances in computer technology in the past twenty years
have allowed mostly undetectable alterations, so that
consumers and readers at times may be innocently or
intentionally deceived by what they see.
The ethical issues raised by this ease of image
manipulation require the estabishment of an ethical
protocol (Ritchin, 1991; Lester, 1991; Wheeler and
Gleason, 1995). Prominent in this protocol must be the
definition of photographs under categories similar to the
manner in which text is defined, such as fiction and non
fiction, or editorializing and reportage. It may require a
specific terminology such as ‘photo-illustration’ to
differentiate physically manipulated photographs from
others, and other kinds of staging, such as the use of
models as stand-ins, should be indicated to readers.
Computer educators who teach the techniques of image
manipulation have a responsibility to establish an ethical
protocol to guide students in both their academic work and
future professional activities. This paper describes the
establishment and application of such a protocol in a higher
education multimedia program, by integrating ethics into
the curriculum, and by building moral sensitivity in the use
of images progressively throughout the three year degree
program, as a pathway to the moral judgement expected of
the computing professional.
2 THE LONG TRADITION OF DOCTORING
PHOTOGRAPHS

Lester (1991) provides a comprehensive historical record
of photographic manipulation. He begins with Hippolyte
Bayard’s 1840 faked photographic self-portrait of his own
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suicide, staged to protest the French government’s
treatment of his photographic process. Thereafter follows a
rogue’s gallery of historic photographic fraud using a
variety of processes for staging and combining
photographs. Even in these early stages of photography, the
ethics of these processes were challenged, and composite
photographs were criticised by a minority of citizens for
misrepresenting the truth.
Historial war photography (for example, the American
Civil War) produced picture manipulations which were
discovered only when photographs were compared much
later. For example, comparisons revealed the rearrange
ment of ‘corpses’ in different photographs, and that the
popular close-up portrait of Abraham Lincoln was a
composite of a Southern statesman’s body with Lincoln’s
head sandwiched atop. (In more recent times the same
technique has been used to set Oprah Winfrey’s head on the
body of actress Ann-Margret on a IT Guide magazine
cover.)
In Making People Disappear, Jaubert (1986) (cited in
Lester, 1991) chronicled photographic abuses by mostly
totalitarian regimes in retouching and effacing historical
pictures to reflect a political leader’s version of the truth.
Likewise, charges of manipulation cloud famous pictures,
as Lester (1991) recounts, in the ‘unrelenting ethical
controversy’ surrounding Rosenthal’s Pulitzer Prize classic
photograph involving the US marines’ flag-raising at Iwo
Jima in World War II.
What is significant about this historical evidence of
image manipulation is not that it happened, but that its
detection was due to the clumsy photographic techniques
of the time. These earlier techniques also required timeconsuming expensive work, whereas the application of
computer technology has now allowed photographic
modification to be accomplished with ease and speed, and
with little evidence of alterations.
‘The result of this electronic manipulation is a seamless,
fast alteration of the photograph - and of its representation
of reality’ (Ritchin, 1991). Ritchin provides an example of
a Science 84 cover which represented the application of
three major imaging techniques resulting in the creation of
a ‘realistic’ image from scratch, that is, a simulated reality.
The editor in this instance did not set out to deceive his
readers, in fact the cover carried a caption ‘This Picture is
a Fake’.
3 IMAGE MANIPULATION WITH THE INTENT
TO DECEIVE OR INFLUENCE?

There is evidence, however, of the use of photographic
modification with the intent to deceive or influence. The
realignment of photographs of personalities has allowed
misperceptions of, for example, the closeness or otherwise
of the interaction between world leaders (such as Margaret
Thatcher and George Bush) by the juxtaposition of their
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images, and there are examples of the advertising
industry’s manipulation of travel photographs to show non
existing natural features in a region being promoted.
Recent editorial manipulation of photographs suggests
an intent to influence readers’ opinions (Kobre, 1995;
Reaves, 1991; Reaves, 1995). For example, Kobre (1995)
details the manipulation of a photograph on the cover of
the National Enquirer under the banner headline ‘Battered
Nicole: Photos taken by her sister show how O.J. beat her
up’. Less obvious was the smaller type under the
photograph, ‘Sister describes photos seized by cops computer re-creation’.
Kobre argues that in order to counter faked information
with the truth there must be greater photographic access
and wider distribution and publication of photographs. If
the media had had access to the pictures of the beaten
Nicole Simpson tendered during the O.J. Simpson trial
(which were much more disturbing than the fake
photograph), then the fictional image would not have been
necessary or, at least, would have been countered by the
authentic images. Unfortunately for Kobre’s suggestion,
the control of visual news information increasingly rests
with a powerful few, and there becomes less chance that
greater photographic access will combat the misuse of
adeptly altered photographs.
4 PHOTOJOURNALISM OR PHOTOFICTION?

Brand etal (1985), Lester (1991), Reaves (1-991; 1995) and
Ritchin (1991) identify the increasing use of the
photograph to illustrate preconceived editorial ideas, which
has seen manipulation move beyond conventional
techniques of retouching and cropping to the continual
revision of photographs to illustrate the view expressed in
the text, at which point photojournalism may be more aptly
described as ‘editorial photography’.
Ritchin (1991) suggests that as photographs depart from
their original purpose of visual record, they should be
differentiated in ways similar to the categorization of text
as fiction or non-fiction, editorializing or reportage. But
whereas editors consult with news writers before making
significant changes to a story, photographers’ images may
be selected and manipulated without negotiation or
recourse.
Such editing control raises questions of copyright.
Whereas a book or painting may be seen as a whole, and
the copying of all or part may be reasonably detectable, the
easy, and mostly hidden manipulation of photographs and
other images renders the ownership almost impossible to
protect (Mitchell, 1994). Should the photographer or the
photographic manipulator share the reward for the original
image? How might a manipulated photograph be traced
back to its source?
Ritchin (1991) apportions accountability for visual truth
in editorial photography to those who control its uses, and
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editors must take responsibility what they are doing to the
public’s view of the authenticity of the photograph. He
argues that editors must address both the question of image
manipulation and the use photographs to support pre
conceived ideas, but such editorial soul searching is yet to
be seen.
There is more evidence that media self-regulation may
be prompted by vigilant and vocal consumers. When
challenged by readers, a National Geographic editor was
forced to defend the digital realignment of the pyramids at
Giza on a 1982 cover, and a Time magazine cover featuring
a montage of a studio photo coupled with an actual scene
caused Time’s picture editor to write directly to readers
who had complained (Ritchin 1991).
More notable was a Time cover during the O.J. Simpson
trial featuring a computer-retouched police ‘mug shot’ of
the murder suspect. The image was styled (on the
magazine’s contents page) a ‘photo illustration’. When
challenged by observers who saw the photographic
manipulation as misleading, racist and potentially legally
prejudicial, the editor apologised but defended his action
by arguing that the photographic image had been ‘subtly
smoothed and shaped into an icon of tragedy’ (Wheeler and
Gleason, 1995).
Self-regulation is essential if even a minimal confidence
in photograpy is to survive, otherwise, as Ritchin (1991)
argues, it is questionable whether photographs will
continue to have any meaning for documentary purposes,
such as social and cultural histories, and in legal cases
where it may be difficult to prove events without
photographic evidence.
5 VISUAL PERSUASION IN ADVERTISING

The ethics of visual persuasion in advertising have been
raised by Mitchell (1994) and Messaris (1997).
Advertisements can be judged unethical if they use images
to make false claims or to sell harmful products, but a
different form of advertising uses image in a more subtle
manner. Messaris (1997) points to images which focus on
the discrepancy between an idealized vision of life and the
needs and abilities of real people. Advertisements which
use sex or status for their appeal may create a source of
dissatisfaction in people’s real lives, such as body shape, an
anxiety which has been linked to eating disorders.
Messaris (1997) suggests ethical judgements on specific
advertisements are not always clearcut, and cites a 1990
Volvo TV commercial in which a monster truck flattens
other cars, but fails to squash a Volvo 240, in a scene staged
with a Volvo which had been strengthened. As the
advertisement was based on a real-life incident in 1988 in
which a Volvo had withstood a monster truck’s weight,
then why was it necessary to reinforce the car for filming
the commercial? An industry spokesman’s defence was
that the car was reinforced because of the need for repeated
so

‘takes’. Messaris questions whether this explanation
justified the advertisement’s staging, or whether the
addition of a ‘dramatization’ tag would be sufficient to
excuse the commericial’s creators.
Image-based advertising allows sellers to express ideas
they might be unwilling to put into words lest the
advertiser’s claims be challenged legally. Messaris (1997)
cites an example of the promotion of nutritional supple
ments for bodybuilders. Scientific evidence had shown
these were no better at inducing muscle growth than an
ordinary balanced diet, and the commercial did not make
this claim verbally. Instead its message relied on a visual
‘cause-effect juxtaposition: on one hand, an image of the
product; on the other, an image of a champion body
builder’. When challenged, a spokesman argued the
company could not be held responsible for what individual
viewers saw in the images.
6 MORAL RIGHTS OF SUBJECTS IN
PHOTOGRAPHS

The moral rights of subjects in print media photographs,
television and film have been identified by Gross et al
(1988) and Lester (1991; 1995; 1996). One such case was
the use by the large corporation, Benetton, of the harrowing
picture of a dying AIDS patient in an advertisement of its
products (Lester, 1995). Other examples of the
intrusiveness and inappropriateness of photographic
reporting of tragic and often grisly events are reported in
Lester (1991; 1995) and in his (1996) text, in which he has
examined the use of photographs in perpetuating the
stereotyping of minority groups.
The struggles for protection of the privacy of
personalities from the intrusion of media photographers
have been reported comprehensively over past decades, but
developments in satellite technology (Powell, 1998) suggest
that the privacy of ordinary individuals is now under threat
as new technology fast outstrips the development of ethical
protocols which might guide its use.
Powell reminds us that in the earlier days of U-2 spy
planes and Sputnik, ethical issues centred on military
secrecy and national boundaries, but at the end of the
nineties it is satellite use, high-powered lenses, infrared
sensory devices, instant high-resolution image
transmission, and the capacity for global observation
which magnify communication ethics issues. As satellite
images reveal military forces, conventional warfare has
become obsolete, but civilian privacy has changed
dramatically also, as ‘backyard sunbathers, naturalists,
couples, speeding vehicles, and naked paramours seen
through bedroom windows can all be identified,
photographed, and publicized without their awareness or
permission’, (Powell, 1998).
Powell suggests that as the capacities of space
photography increases in parallel with its potential
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commercialism (already vendors in many countries
routinely sell space imagery to media outlets), then
communication ethicists must consider, firstly in
journalism, the decisions of editors and producers
regarding the publishing of invasive photographs and,
secondly, in new media ethics, who ‘employs, duplicates,
regulates, as well as who sells and buys satellite imagery’,
(Powell, 1998).
7 TOWARDS A PROTOCOL FOR IMAGE ETHICS

Wheeler and Gleason (1995) suggest an ethical protocol
which identifies altered and unaltered photographs by a
system of icons. This system may also serve to protect the
moral and legal rights of the photographer in ownership of
this intellectual property.
Whilst there is general support for such a system of
labelling, the need for a wider protocol for image ethics is
evident as a myriad of new communications technologies
bring with them social effects and ethical issues, which
arise before society has begun to assimilate these rapid
changes.
As discussed, a hidden effect of the new communication
technologies is that manipulation has been made easier,
and realistic, yet artificial, images may be easily
synthesized, for as Cooper (1998) suggests ‘(t)heoretically,
a presidential candidate may now be computer generated,
credentialled online, and elected without ever being
publicly seen (other than via a human stand-in)’. In similar
vein, Powell (1994) predicts totally synthetic news events.
While invasion of privacy occurs with old technolgies
such as a camera, ‘cyvacy’, (computer privacy invasion)
has very different qualities (Powell, 1998). This new
invasion of privacy is remote, undetectable, and global in
scope, and as Cooper (1998) reminds us, ‘cable, satellites,
and internet all amplify existing problems, (such as)
obscenity and indecency by making controversial and
criminal (in many cultures) images available to much
larger, different, and younger audiences’.
A protocol for image ethics in the next millenium must
encompass these many issues and be proactive rather than
reactive to the problems created by the unique features of
these new technologies, which are exacerbated by their rapid
rate of invention, implementation and unpredictable effects.
8 IMAGE ETHICS IN A HIGHER EDUCATION
MULTIMEDIA PROGRAM

In higher education too often we leave the teaching of
ethics to philosophers or to specially designated courses.
This is a missed opportunity, for research shows that
integrating ethics in discipline-appropriate ways
embellishes the study of ethics (Roberts, 1994; 1995;
Lisman, 1996). This view has led to the integration of
image ethics in the multimedia program of a Bachelor of
Arts degree at the University of South Australia.
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The image ethics program relies on the model of ethical
decision making developed by Rest and Narvaez (1994)
which involves a continuum of four distictive stages, which
are, moral sensitivity, moral judgement, moral motivation,
and moral character.
This model is particularly useful in the context of the
University of South Australia’s ‘Graduate Qualities’. These
are a set of personal and professional qualities which the
university anticipates as outcomes for its graduates, and
which underpin the university’s educational programs. One
of the Graduate Qualities involves the development of the
graduate as an ethical citizen and professional.
Naturally in a Multimedia program, subjects at each
level have a main focus on visual arts and communication
involving the construction and manipulation of images.
These subjects include an integrated image ethics
component, appropriate to the particular level of study and
to the technical content of each level.
The overall aim of this ethics program is that students
establish a personal protocol for image ethics which they
will apply in their personal and professional lives. This
protocol may be briefly summarised as follows:
• An image should be identified as ‘original’ or ‘altered’
and labelled accordingly
• An image should not infringe copyright or another’s
intellectual property
• An image should not be used to deceive or persuade
• An image should not infringe the moral rights of its
subject(s) in relation to privacy and stereotyping
• An image should not breach ethical and legal standards
in relation to obscenity and decency
• An image professional should anticipate that new
communication technologies may carry with them
unpredictable and unwanted effects for society, be
prepared to research and debate these effects, and work
towards society’s control of technology
• An image professional has an individual responsibility
for vigilance and action to defend the visual truth of
information
9 CONCLUSION

It can be anticipated that each new technology will bring
both benefit and disturbance, but ethical issues are mostly
studied only after serious problems have arisen. Research
and debate of these issues in society, industry and
academia should increase awareness of the dual effects of
new technologies.
Most importantly, each individual must take
responsibility for protecting visual truth in communication.
As Ritchin (1991) warns:
‘As readers we must remain vigilant. Otherwise, what
as a society, and among societies, are we going to be
left with as a form of communication that can be
trusted? What information will people be able to rely
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upon to make decisions? Or most precisely, what will
the role of the press in a democracy be worth? ...
Undoubtedly, we will all be told that what has
happened is the computer’s fault, and we will then be
even more isolated in our own medii bubbles than
ever before.’
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The conventional method to decide a cyberspace ethical
issue transplants the cyberspace scenario into an
analogous situation in our physical world (’realspace ’).
The interpretation of the realspace issue is intended to
clarify the cyberspace issue. However, it is often simplistic
because contrasts between cyberspace and realspace are
omitted.
Observing cyberspace as a phenomenon, the most
important property that distinguishes it from realspace is
its detachment from the space-time reference system. We
demonstrate that five important contrasts exist.
We propose a cyberspace ethics methodology (Parallel
Spaces) that explicitly considers cyberspace and realspace
contrasts during analogical thinking. The effectiveness of
our methodology is demonstrated in the virtual rape issue.
Finally, ethical implications of cyberspace properties
are discussed.
Keywords: Computer Ethics, Internet.
ACM classification: K.4.1, K.7.4.
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1 INTRODUCTION

Internet users and developers must learn to act ethically in
cyberspace. Continuing expansion of Internet services and
exponentially increasing usage emphasise this need
(Section 2). To promote cooperation across the Internet, a
shared view of this new world of interaction is required.
Popular Internet metaphors, datasphere and infobahn,
provide only part of a satisfactory ‘big picture’ (Section 3).
We propose a phenomenological model of cyberspace
(Wonder-Web) to encourage users and developers’ aware
ness of ethical considerations in cyberspace (Section 4).
Observing cyberspace as a phenomenon, we identify
properties that contrast with our physical world - termed
‘realspace’ (Section 5). The effects of these contrasting
properties are not considered in the conventional method
for deciding an ethical issue in cyberspace which involves
analysing an analogous situation in realspace. Virtual rape
illustrates the problem.
We propose a cyberspace ethics methodology (Parallel
Spaces) that considers the contrasting properties of
cyberspace and realspace during analogical thinking
(Section 6). Its effectiveness is demonstrated in the virtual
rape issue. Finally, some general implications of
cyberspace properties for ethical issues are discussed
(Section 7). These generalisations raise interesting
questions, which require further research.
2 INTERNET SERVICES

A wide range of human interaction is supported by Internet
services: email, listserv, Usenet, ftp, gopher, telnet, IRC,
video-conferencing, MUD, MOO, and WWW. The annual
10-fold increase in demand for Internet bandwidth may
even allow new modes of interaction to be developed, e.g.
online virtual reality systems (Rutkowski, 1999). Most of
the world’s population may soon be able to go online
(Hobbes, 1999).
However, it is still unclear how the Internet should be
used responsibly, and how to judge inappropriate Internet
behaviour.
3 INTERNET METAPHORS
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The Internet presents users with a new ‘world’ of
interaction. A shared ‘world view’ is necessary to promote
cooperation. Looking for a communal ‘big picture’ to
satisfy Internet users, we can identify only two major
metaphors for Internet usage, but each has variants. While
acknowledging where each metaphor fits, we highlight
inadequacies too.
The most pervasive Internet metaphor is probably
cyberspace, a term coined by Gibson (1984) in
‘Neuromancer’. Together with hypernet, datasphere, and
travellers called cybernauts, the cyberspace metaphor
conjures sci-fi images of future high-tech travel through a
kind of outer space. The freedom to go anywhere in next to
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no time and seek out new worlds of information (a la
Startrek) is evident in the mythology of hackers and the
explorations of web surfers.
Ironically, cyberspace reduces the need for users to
travel. Internet users make the bits travel while their own
atoms stay at home/work. Moreover, when the cyberdelic
experience is described as everyday consensual halluci
nation (Gibson, 1984), it is worth remembering that the
user is bodiless and presumably insensate in cyberspace.
The other main Internet metaphor is the infobahn
(information superhighway). Barlow (1991; 1995a; 1995b)
depicts it as the American Wild West - a vast frontier to be
pioneered, settled, civilised and colonised. The laying of the
railroad provides interesting parallels (Barlow, 1994a). The
Grand Analogy of Johnson (1994) is similar, describing a
newly discovered island of unlimited opportunity.
The literal inapplicability of this metaphor becomes
apparent on further explanation (Barlow, 1991; Johnson,
1994): the peculiar kind of real estate expands with
development, trespassers leave no footprints, goods can be
stolen an infinite number of times and yet remain
possessions of the original owners, and everyone is as
virtual as the shadows in Plato’s cave.
These metaphors can also be associated respectively
with perceived benefits and drawbacks of Internet use. On
one hand, cyberspace (the term now used to encompass the
rest) is seen as:
• a benign, apolitical, global village whose ethereal
inhabitants evolve toward a collective consciousness (the
wired mind) and perhaps eventually share the Omega
Point of Teilhard de Chardin (1964) - the culmination of
Man’s evolutionary ascent, when consciousness
converges into the collective organism of Mind.
On the other hand, cyberspace can be seen as:
• a politically anarchic virtual community of
disembodied, alienated netizens (Internet denizens) who
addictively interact impersonally, via personas with
handles (nick-names), in a lawless realm where
censorship (and other legal trappings, such as copyright)
are seen as malfunctions and are playfully routed around
(Barlow, 1994b).
4 WONDER-WEB : A PHENOMENOLOGICAL
MODEL OF CYBERSPACE

Although the Internet is obviously a (hu)man-made
structure, and cyberspace is the result, we believe more can
be learned about cyberspace by examining the Internet as a
given - a phenomenon. Philosophically, we propose to
investigate and describe cyberspace as consciously
experienced, without theories about its causation. This
does not imply humans are less in control of information
technology, and therefore less responsible for its mis-use.
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Consider our natural environment, phenomenologically.
Although it is clearly not our creation, we are responsible
for its mis-use. Humans control even more completely the
technologies that affect cyberspace, so we are even more
responsible for any mis-use.
We propose to approach cyberspace as if it is a newly
discovered wonder of the world - a worldwide wonder-web
- of unknown origin. Why? There are two ethical reasons:
1) If cyberspace is considered a natural phenomenon, the
laws that govern it should be discovered, rather than
imposed.
It is claimed the Wild West reared its own mores, rather
than import them, e.g. horse stealing became a hanging
offence. The severity of the penalty was linked to the
importance of the horse in the harsh conditions. Barlow
(1994b) illustrates the importance of changed conditions
on the development of intellectual property laws to suit
cyberspace. We advocate a scientific approach to the
cyberspace phenomenon, where given properties are
discovered and regulation takes them into account.
2) If cyberspace is seen as an alien culture’s construction,
it should be explored respectfully.
Rather than presuming cyberspace was initially
uninhabited - a terra nullius, or land of no one - it should
be thought of as previously occupied by beings of unknown
origin. Today’s users should consider themselves as
inheritors of cyberspace, willing to negotiate with others
they meet there.
We are not arguing here the rights and wrongs of
specific ethical issues in cyberspace. Instead, by proposing
a phenomenological model of cyberspace (Wonder-Web)
that refines the metaphors in Section 3, we assert
fundamental conditions of entry into cyberspace (points 1
and 2 above). The intention is to raise the ethical awareness
of users and developers of cyberspace. It should be
considered as an abstraction of our natural environment
and accorded similar respect.
We also are not arguing that the laws of nature, which
clearly operate in cyberspace (as elsewhere), are sufficient
to regulate all cyberspace activities. This would be akin to
expecting quantum physics to explain not only our
universe, but also how life grows and dies, how we think,
and how we should behave.
We do assert that any rules proposed for cyberspace
should be based on, and be consistent with, any
fundamental properties of cyberspace that we may discover
(e.g. below).
5 CYBERSPACE PROPERTIES

When observing the Internet phenomenologically, the most
important property of cyberspace that distinguishes it from
realspace - i.e. our physical world - is its detachment from
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the space-time reference system. Whether two Internet
users are in different offices or countries does not change
their interactions. The distance between interacting users is
immaterial. It also matters little whether an interaction
spans the date line, or whether the source is behind or
ahead of the destination.
In cyberspace we cannot meaningfully relate any two
interactions in terms of global distance or world time. Yet,
in realspace almost everything is related in these terms.
The pertinent space-time measures on the Internet are
bandwidth and baud-rate. These measure the transmission
of bits per unit of time and largely determine response
time, turnaround-time, time to download and other
meaningful cyberspace capacities.
It follows that interactions in cyberspace take time
rather than space. This concurs with Barlow’s (1994b)
assertion: “Information is an action which occupies time
rather than a state of being which occupies physical space”.
However, the universal computing space-time trade-off still
operates - we can trade (memory) space for (processing)
time, and vice versa. We conclude that the key measure in
cyberspace is rate of data transmission, not proximity in
time or space.
Since transmission rates are non-negative, absolute zero
exists on the scale of the fundamental measure in cyber
space. Therefore, we conclude that everything meaningful in
cyberspace is measurable in absolute terms, contrasting with
realspace experience where almost everything is relative.
Since cyberspace is detached from the usual space-time
measures of realspace, it is important to discover the
defining properties of cyberspace to judge their ethical
effects. The most interesting distinguishing properties
register at one end of a scale in cyberspace, and at the other
end of the scale in realspace. For instance, we have
established the contrast where cyberspace is absolute and
realspace is relative. In addition:
Where realspace is tangible - physical, material and
visible - there is nothing of substance in cyberspace; it is
intangible. Internet users become disembodied in
cyberspace; their surroundings become virtual; they
manipulate ethereal objects conveying information.
Where realspace is bounded and non-renewable,
cyberspace cannot be consumed; everything in cyberspace
can be replicated at will. Cyberspace is unbounded. It is
unreasonable to base the value of anything in cyberspace
on its scarcity. In cyberspace, possession should never be
nine tenths of the law.
As the Internet continues to grow, cyberspace expands.
Two distant users may interact via the Internet on various
occasions, but probably never over an identical route.
Traffic on a particular route may fluctuate between light
and heavy. Therefore, cyberspace is inherently dynamic.
This is not to say realspace is static, but static is
uncharacteristic of cyberspace.
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The Greek philosopher Heraclitus (544-483 BC) said,
“You cannot step twice into the same river”. This
observation readily applies to cyberspace. Continuing with
this metaphor, we observe the river is nevertheless the same
river from its source to its mouth. Cyberspace is also
universally homogenous. Any heterogeneity is localised, or
it tends to dissolve as it is propagated over the wider
expanse of cyberspace. By contrast, realspace is made of
many unique elements, and hence is heterogeneous.
These contrasting properties of cyberspace and
realspace are summarised in Table 1.
Table 1

cyberspace:

realspace:

absolute
unbounded
intangible
dynamic
homogenous

relative
bounded
material
static
heterogeneous

6 PARALLEL SPACES: A CYBERSPACE ETHICS
METHODOLOGY
Analogous thinking to solve ethical problems dates from at
least Greek philosophy and has been advocated in
information technology situations (Johnson, 1994). Using
this method to judge behaviour in cyberspace generally
involves comparing analogous behaviour in realspace and
drawing on judgements made in that environment.
Typically, the chosen analogy transplants the cyberspace
scenario into realspace. In our terminology, the cyberspace
scenario is externalised by replacing the cyberspace setting
with a similar realspace setting. The result is an external
analogy. The interpretation of the realspace issue in the
external analogy is intended to clarify the cyberspace issue.
However, this use of external analogy is often simplistic
because contrasting properties between cyberspace and
realspace are not considered (Section 5).
Consider virtual rape (Dibbell, 1993). The external
analogy in realspace is straightforward; it is the commonly
understood notion of rape as judged in a court. Its
judgement in civilised society is well understood.
However, few would argue that the exact same judgement
should entirely hold in the cyberspace virtual rape
scenario. One reason is the absence of physical violence in
virtual rape. In this case, the contrasting properties of
cyberspace and realspace are the physical or material in
realspace versus the intangible in cyberspace.
The converse of the process that produces an external
analogy may also be applied. A realspace scenario (e.g. a
rape) is internalised (in our terminology) by replacing the
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realspace setting with a similar virtual setting, i.e. one
visualised in cyberspace. The result is an internal analogy
where the people involved in the realspace scenario can do
no more than direct virtual impersonators in a simulated re
enactment. Importantly, the impersonators in an internal
analogy are no longer real physical beings. Each person’s
actions in the realspace scenario must therefore be acted in
cyberspace and somehow portrayed to the other actor (let
alone an audience). From this perspective, virtual rape can
be regarded more as defaming rather than violating the
realspace victim.
The interpretation of virtual rape based on external
analogy is obviously simplistic. The internal analogy based
interpretation is limited to feelings associated with
defamation: humiliation, dishonour and anger. Yet victims
of virtual rape report feelings of horror, anguish and shame
(Dibbell, 1993; 1996).

propaganda. Apparently, any change to the noticeboard is
instantly displayed on every active screen in the town. Yet,
the perpetrator easily escapes, being anonymous and able
to shape-shift so as to temporarily blend into the frenzied
crowd. How would an audience judge the peipetrator in
this staged analogy of racial vilification in cyberspace?
Neither of these staged analogies is purely external or
internal. Both involve analogous thinking to reveal the
ethics of a cyberspace issue by displaying the stark effects
of contrasting cyberspace and realspace properties. In the
theft issue, the wand makes the cyberspace issue more
tangible and hence comparable to the realspace situation.
In the vilification example, the broadcasting noticeboard
and shape-shifting perpetrator make the features of the
cyberspace issue more realistic. Our Parallel Spaces
methodology is formalised below.
6.2 Ethical Issue Analysis

6.1 Staged Analogy and Interpretation

As illustrated above, the external interpretation of a
cyberspace issue (based on an external analogy) may
conflict with its internal interpretation (based on an
internal analogy). We assert this is due to contrasting
properties between cyberspace and realspace (Section 5).
To bridge the gap between these interpretations of a
cyberspace issue, we devise an analogy that highlights
these contrasting properties.
A thought experiment allows us to focus on the impact
of cyberspace properties on an ethical issue. Imagine the
parties (stakeholders) together on the one ‘stage’ where
they are all visible at once playing their roles to an
‘audience’. The result is a staged analogy. The intention is
to sharpen analysis and insight in the same way a theatrical
play dramatises a story on stage by removing extraneous
real life details. We thereby concentrate a cyberspace
ethical issue in one imaginary ‘drama’ that ‘stars’ the roles
played by these contrasting properties of cyberspace and
realspace.
On the issue of theft in cyberspace, imagine a staged
scene where a prospective thief skulks around the stalls in
a busy marketplace until s/he finds the right item to steal.
While the trader haggles with customers, our thief openly
waves a magic wand over the desired item, instantly
replicating it. The ‘thief’ then casually carries the replica
away. Both the trader and customers appear nonplussed by
the miraculous ‘theft’ since they continue trading the very
same items. How would an audience judge the ‘thief’ in
this staged analogy of theft in cyberspace?
On the issue of racial vilification in cyberspace, imagine
a staged scene where a brazen racist unobtrusively crosses
‘enemy lines’ and materialises in their busy town square.
S/he pins on the noticeboard a diatribe intended to slur all
and sundry. Magically, the whole ‘enemy’ populace is
instantly aware of, and appalled by, the blatant racial
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The conventional method (Johnson, 1994) for analysing an
ethical issue in a given scenario is to use a step-by-step
procedure such as:
1) identify the players in the scenario and their interests,
i.e. identify the parties and specify the facts
2) explain the ethical problem faced by the players, i.e.
define the moral dilemma
3) list alternative solutions to the defined ethical problem,
i.e. formulate the options
4) clarify the principles at stake and their implications, i.e.
highlight the values and their outcomes for the parties
5) state the solution to the ethical problem, i.e. prioritize
the values and outcomes, then select the most
appropriate option. Also, provide a rationale for the
solution.
Step 4 is usually accomplished from the standpoint of an
ethical theory, or code of conduct. If alternative ethical
theories/codes of conduct are being compared, alternative
sets of values and outcomes may be highlighted. In general,
step 5 chooses a solution after considering the various
options in accordance with the ranked values and outcomes
derived from each ethical theory/code of conduct.
Our Parallel Spaces methodology adapts the above
procedure as follows:
1) perform steps 1 and 2 as normal
2) devise external and internal analogies (in parallel) for
the cyberspace issue. This facilitates the development of
internal and external interpretations of the cyberspace
issue.
3) perform steps 3 and 4 for both the internal analogy and
the external analogy (as shown in Figure 1). This
focuses attention on the impact of properties that
distinguish cyberspace from realspace.
4) devise a staged analogy that highlights these contrasting
properties
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5) use the staged analogy in step 5 to select the most
appropriate solution for the cyberspace issue. In
complex cases, the most appropriate option may be the
result of a detailed cost-benefit analysis.
cyberspace
issue

inability to intervene. Their inaction could heighten the
victim’s sense of injustice. The victim is clearly harmed in
more ways than being defamed.
It is not necessary to complete the analysis to show that
our Parallel Spaces methodology provides a more
comprehensive understanding of the virtual rape issue than
either the external or internal analogies.
7 IMPLICATIONS OF CYBERSPACE
PROPERTIES
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6.3 An example

To briefly illustrate our Parallel Spaces methodology,
reconsider the virtual rape issue. Internal and external
analogies were outlined above. In a staged analogy of
virtual rape, the actors impersonate the cyberspace
characters who represent the users involved in the virtual
rape case. Since the cyberspace setting (e.g. a MOO)
involves a wider community of characters than those
directly involved, the rest of the community would also be
impersonated on stage (collectively if not individually). An
audience, which may include the actual parties in this
virtual rape case, watches and judges the staged analogy.
The unique aspect of this staged analogy is the
(collectively) impersonated community of cyberspace
characters who cannot intervene, no matter how much they
object to the rapist and/or sympathise with the victim. The
community is in effect an audience that is as powerless as
the staged analogy audience. The victim’s perception is of
their ghostly self being raped before their eyes while other
onlookers do nothing, even if they object vehemently. The
victim is likely to feel subjected to voyeurism at the very
least. This is compounded when the victim realises that
another ‘audience’ will likely analyse the issue if it is
publicised. The victim could be expected to experience loss
of dignity and self-esteem. The victim’s feeling of
powerlessness could be exacerbated by the community’s
THE AUSTRALIAN COMPUTER JOURNAL, VOL. 31, No 3, AUGUST 1999

We speculate below that certain cyberspace properties
(Section 5) have some general implications for ethical
issues. These generalisations extend our phenomenological
Wonder-Web model of cyberspace (Section 4). They also
raise interesting questions, which would benefit from
further research.
Homogeneity

a) The initial ‘big bang’ of the Internet infused cyberspace
with the culture of the U.S.A. However, the attributed
homogeneity of cyberspace indicates that even if many
cultures (initially) populated cyberspace, their
interactions away from realspace realities would tend to
merge their differences. Can the interaction of cultures
in cyberspace be likened to the propagation of gases?
b) It has been argued that Information Technology, and in
particular the Internet, widens the gap between the
information rich and poor in society. A mitigating factor
is that, once in cyberspace, all users progressively
become one culture and class. Will world politics and
economics allow the Internet to reduce this information
gap?
c) The homogeneity of cyberspace tends to smooth or
dampen any introduced aberration as it disperses
through the Internet. Once absorbed uniformly, only a
sufficiently large aberration could have a lasting effect.
For instance, anonymous remailers could have changed
the way the majority of Internet users emailed each
other, by allowing authors to reveal their identity or not.
Instead, the small minority using anonymous remailers
assimilate with the rest. The introduction of the WWW
illustrates the lasting effect of a new dimension in
Internet use. What constitutes critical mass on the
Internet to make a lasting difference in cyberspace?
d) The above (a-c) do not rule out the possibility that
localised enclaves (islands in the net) will stand out
from the rest of cyberspace by adopting different
customs, organizational structures, etc. What ratio (if
any) of internal to external traffic characterises a LAN
or web-ring as an island in the Net?
Intangibility

e) For generations children have shouted the popular
rhyme “sticks and stones may break my bones but
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names will never hurt me!”. In cyberspace the converse
is true. The cyberspace phenomenon of virtual rape
confirms that even disembodied selves are still
vulnerable to an attack that is manifestly physical and
violent in realspace. The underlying principle appears to
be that in cyberspace the separation between thought,
word and deed is diminished.
This observation should be evident from the fact that
all actions in cyberspace are by command - there are no
physical actions (other than those that permeate from
realspace, e.g. ‘pulling the plug’ / ‘jacking-out’). A
command can be input as a written or spoken word, or
(with training) a type of thought. The intangibility of
cyberspace allows thought, word and deed to merge.
Dibbell (1996) is concerned this conclusion weakens
the notion of freedom of speech and the First
Amendment. We believe it is sufficient reason to treat
spamming, defamation, deliberate dis/mis-information
and the like, more seriously in cyberspace than might be
suggested by external interpretations. For instance, the
realspace version of spamming - junk mail - is
inconvenient but rarely debilitating because the physical
nature of junk mail makes it visibly easier to weed out.
What are the social implications of thought, word and
deed merging in cyberspace?

laws should be discovered, not imposed. It’s regulation
should take these properties into account.
Observing cyberspace as a phenomenon, we discover it
has properties that contrast with realspace - our physical
reality. Cyberspace is absolute, unbounded, intangible,
dynamic and homogenous. By comparison, realspace is
relative, bounded, material, static and heterogeneous.
We propose a cyberspace ethics methodology (Parallel
Spaces) to account for the contrasting properties of
cyberspace and realspace. Trials with introductory
computer ethics students show that they formulate more
solutions to a given ethical issue than with the conventional
method. This indicates a deeper understanding of the issues.
We speculate that certain cyberspace properties have
some general implications for ethical issues. These
generalisations raise interesting questions, which would
benefit from further research.
The Parallel Spaces methodology can also be applied
informally and incompletely to produce an internal and
external analogy for an ethical situation. This can provide
timely insight into an issue. We believe this practicality is
essential in an ethics methodology intended to address
issues arising from rapid developments associated with
cyberspace, be they, technological, social, political or
economic.

Absolute, unbounded, dynamic
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f) If we follow the metaphor that depicts cyberspace as the
collective consciousness or wired mind of humanity
(Section 3), built on the Internet as the collective brain,
then our improving ability to search, sort, filter and
otherwise manipulate Internet information can be
likened to reading the world’s mind.
If a person’s mind can be read, personal privacy
issues are raised. Although it is not clear how much can
be gleaned from the collective consciousness of
cyberspace, any such knowledge may be strategically
important. Objections to gathering it may be raised by
national, commercial or other institutional interests.
What level of collective information privacy is
warranted when cyberspace is characterised as absolute,
unbounded and dynamic?

Dr Jim McGovern, Adrienne Murray, Dr Justin Zobel,
Catherine Zuluaga.
Copyright: Assigned to Australian Computer Society
Incorporated by the author, Ed Morris, Department of
Computer Science, RMIT University

8 CONCLUSION

The expansion of the Internet and its exponentially
increasing usage emphasise the need for users and
developers to learn to act ethically in cyberspace. A shared
world-view of cyberspace is essential to promote
cooperation and lay a foundation for its ethical use and
development. To this end, we propose a phenomenological
model of cyberspace (Wonder-Web) that refines the
positive aspects of existing Internet metaphors. We
consider cyberspace to be a newly discovered wonder of
the world. It should be explored respectfully. It’s governing
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With an increasing number of our interpersonal inter
actions both within and outside the workplace taking
place online, there is urgent need for a better under
standing of the way in which certain qualities of the
electronic medium affect communication, particularly in
relation to traditional expectations regarding ‘good
manners’. Evidence suggests that people’s verbal
behaviour within electronically mediated environments
often differs significantly from that which they exhibit in
face to face situations. At the same time we should be alert
to recognise the nature of any changes to our under
standings of acceptable ways of interacting through the
written word which are already taking place.
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1 INTRODUCTION

The fact that people frequently express themselves
‘differently’ when interacting electronically is no secret.
Reports abound of extreme levels of verbal abuse or
‘flaming’, of normally quiet and retiring individuals
pouring out their hearts online to relative strangers, or of
people deliberately adopting personalities far removed
from their usual identities and expressing themselves
accordingly. The causes of these digressions from
customary verbal behaviour are complex, but research
suggests that they lie in part in certain intrinsic qualities of
computer mediated writing which tend to disrupt the
coherence and integrity of the writing persona, as well as
in the apparently simple fact that the writer is not
communicating in a face to face situation.
With an increasing number of our work and leisure
related interactions taking place online, the need to gain a
better understanding of the vagaries of etiquette or
‘manners’ in cyberspace becomes more obvious and more
urgent as we seek new definitions of seemly and unseemly
verbal behaviour within electronic contexts.
Theoretical perspectives on electronically mediated
writing provide a fruitful initial approach to these issues,
after which it is useful to consider their implications within
particular environments.
2 WRITING OUR SELVES ONLINE

Consideration of interpersonal interactions within
electronic environments needs to take account of the way
in which the electronic persona or manifestation of the self
is constructed, and how this compares with the ‘selves’
who communicate face to face.
In the physical world we are represented through a
variety of signs and symbols which together constitute a
complex and multi-faceted impression of our ‘selves’. In
most current computer based environments, the burden of
our self-representation falls upon computer generated text.
What we write is who we are. While it is true that within
any context our words play an important part in revealing
ourselves to others, the increased use of electronic
communications as the chief means of interaction between
people in many situations has given greatly increased
importance to this aspect of self expression.
One of the most interesting aspects of this shift of
emphasis is the fact that many theorists believe that
particular qualities of screen based environments lead us to
express and thereby represent ourselves differently. It has
been suggested for many years that even word processing,
the most apparently straightforward of all computing
environments, involves subtle but potentially significant
changes to the way in which we constitute ourselves
through our use of language (Ong, 1982; Poster, 1990;
Heim, 1993).
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As Poster writes, “... electronically mediated
communication upsets the relation of the subject to the
symbols it emits or receives and reconstitutes this relation
in drastically new shapes” (Poster, 1990). Heim goes so far
as to suggest that, “ ... the word processor creates a new
relationship to symbols, to language and, by extension, to
reality” (Heim, 1993), including the reality of the ‘self’ as
manifested through these symbols. It is even possible that
the apparently infinite malleability of computer based text
may itself militate against the realisation of a coherent and
integrated personality through this medium. If there is
no limit to the changes I can make to my textual
representation, is there actually a ‘real’ me?
While particular qualities of computer based
environments may inadvertently encourage differences
between the physically present and the textually realised
self, there are also plenty of opportunities for the deliberate
adoption of different online personae. Examples and
discussion of flexible self representation within electronic
environments, including the often contentious area of
gender identity, are documented by a growing body of
literature (Dery, 1994; Jones, 1995; Spender, 1995; Turkle,
1955; Cherny and Weise, 1996; Mitchell, 1996). Such
opportunities for the deliberate creation of alternative
manifestations of ourselves are welcomed by many
computer users and theorists.
Is all this cause for concern? It can be argued that the
exploration of dimensions of our personalities which are
denied expression within the traditional ideal of the
integrated persona is not necessarily detrimental to our
wellbeing. Turkle, for instance, suggests that the creation
of multiple online personae is very much in keeping with
many contemporary theoretical positions in which
flexibility, multiplicity and openness to change are
increasingly considered to be valuable and appropriate
qualities. As she puts it, “ ... the many manifestations of
multiplicity in our culture including the adoption of online
personae, are contributing to a general reconsideration of
traditional, unitary theories of identity” (Turkle, 1995). She
also aligns these developments more specifically with
strands of thinking within established psychoanalytic
theory which encompass the possibility that, “You can have
a sense of self without being one self’ (Turkle, 1995).
However, while not necessarily damaging to the
individual, the fact that those with whom we choose or are
required to communicate may manifest themselves
differently through the medium of computer based text
certainly has the potential to destabilise and disrupt our
usual patterns of interaction.
3 COMMUNICATING WITH OTHERS IN ONLINE
ENVIRONMENTS

In face to face situations a multitude of cues and
constraints determine the manner in which we speak to one
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another. Where the ‘self’ is revealed solely through
electronically mediated text, this richness of information is
obviously not available. Furthermore, as indicated above,
even people whom we ‘know’ in other circumstances may
not interact with us in the same way within computer
mediated contexts
While in one sense we might welcome the liberating and
democratising aspects of this situation, there is also some
cause for concern in relation both to one’s close personal
interactions and to the maintenance of that complex
network of less intense but nonetheless critical
relationships within the community and the workplace
which do much to ensure the stability of the ‘social fabric’
of society.
Reports of the implementation of the Minitel electronic
mail system in France in the 1980s, for instance, contain
heartfelt complaints of the disruption afforded to a hitherto
rigid social system by the newfound capacity for
communication across different strata of society (de Lacey,
1987). More recently, accounts have abounded in the
popular press concerning the degree to which personal
relationships conducted through email can displace in
importance those that exist in the physical world. Further,
such reports frequently recount the misunderstandings that
can arise concerning such basic aspects of physical identity
as the gender of participants. Success stories, including
those of online ‘marriages’, are well balanced by anecdotes
relating the disappointment that is often generated by
eventual face to face meetings. As the saying goes, “On the
Internet, no-one knows you’re a dog”!
Reported instances of harassment and ‘flaming’ within
electronic environments abound. These frequently involve
groups and individuals who are not characterised by such
behaviour in face to face situations, but who appear to
consider themselves liberated, when interacting online,
from the constraints which would normally govern the
force of their utterances. It is likely that this is a
consequence not simply of physical removal from a
situation where such aggression might very likely provoke
retaliation, but also from the disruption discussed earlier
which is believed to be created within the electronic
medium between writer and text. A further factor might be
the tendency sometimes noted (Dowling, 1994; 1999b),
particularly in people with poorly developed typing skills,
to express themselves in shorter words and simpler
sentences than they would normally use. This can give an
impression of ‘bluntness’, even of rudeness, which may not
necessarily reflect the intentions of the writer!
It should also be noted, however, that instances of
unwelcome electronic interactions are well balanced by
accounts of the many groups and individuals who describe,
with great eloquence, supportive relationships and a
newfound experience of community (Rheingold, 1994;
Turkle, 1995; Spender, 1995; Jones, 1995; Preece, 1998).
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So called ‘chat rooms’, real time interactive
environments which are growing rapidly in popularity,
demonstrate both the different facets of electronic identity,
and also developing attempts to regulate behaviour. Many
sites display warnings on their login pages against forms of
communication such as slander which might provoke legal
action, and some in addition provide advice for the personal
protection and security of both adults and young people off
line. “ If you are a kid or a teenager and someone asks to
meet you, make a note of his (sic) name and IP address and
make sure you tell your parents (Cybertown, 1999). They
may also warn of the possible presence of offensive
material (Chatterbox, 1999). Codes of conduct are often
laid out in considerable detail, and participants must agree
to abide by these before being admitted to the site. Failure
to adhere to these agreed standards of behaviour generally
results in banishment from the site.
Both users of and commentators on electronic mail
allude frequently to the informality of electronic messages
as distinct from the formality of many paper based
communications. Indeed email in particular is so quick and
so easy to use that it encourages a significantly different
use of language. It is often suggested that the language of
email lies somewhere between speech and writing. While
new users generally adhere for a time to many of the
conventions of the formal letter, it is common for the
structure and tone of messages to become progressively
more casual. An email message is frequently more like a
face to face chat than a letter - and indeed email messages,
although asynchronous, often form an interactive chain of
communication which closely resembles a conversation.
While the informality of electronic mail clearly
produces an appearance of intimacy, this may in fact be
spurious - an artefact of the medium. It may also be
deemed inappropriate, particularly by those who are less
well accustomed to communicating electronically. As with
any new medium, there is much to learn in order to use
email most efficaciously.
4 THE ONLINE WORKPLACE

All of these observations have important implications
within the workplace, where electronic communication is
increasingly replacing face to face interactions, telephone
calls and traditional forms of paper based communication.
Since the earliest days of electronic mail, ‘differences’
in the way in which people interacted through the medium
of screen based text were recognised as having marked
consequences on attitudes, decisions and actions within
places of employment. In particular, research undertaken
within large organisations which were early adopters of
this technology suggests a tendency for the processes of
corporate decision making to be altered by those qualities
of electronically mediated communication which blur the
usual hierarchical distinctions between participants.
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Many of the themes of the previous discussion are
encapsulated in the following paragraph, published
originally in The New York Times and reprinted in The Age
(Melbourne, Australia) in January 1985.
People communicating by computer often use
stronger language than if talking face to face, US
researchers at Carnegie-Mellon University have
found. A team of behavioural scientists discovered
much more profanity, name-calling and strong
expressions of exultation in computer messages than
in other ways of communicating. Also, people
making decisions by computer took longer to agree,
their final decisions tended to be more extreme and
they seemed to believe more strongly in the rightness
of their actions. Because more and more office
business is taking place via electronic mail, the
team’s findings suggest that the quality of decision
making might well be changing. But the unusual
characteristics of computer communication were not
necessarily all negative, the researchers emphasised.
They pointed out that the type of language used often
helped to bridge social barriers, and could draw
people out. Decision-making via computer was often
more democratic, because discussion was not as
easily dominated by one person. And more extreme
decisions could be innovative and creative, not
merely foolish.
(The Age, 1985)
By all accounts, little has changed!
One of the many interesting issues in regard to the use
of electronic communications within the workplace
concerns the ability, and in many cases the willingness of
management to monitor the messages sent and received by
employees. This is a level of surveillance which cannot be
achieved over face to face communications except through
quite extraordinary means. These capabilities are often
poorly understood by users of electronic mailing systems,
who are all too often seduced by the immediacy and
apparent informality of the medium into considering it a
‘private’ communications environment.
5 THE ONLINE CLASSROOM

A workplace of special interest to educators and
potentially, in an age in which the notion of lifelong
learning is increasingly promulgated, to each and every one
of us, is the classroom. Particularly in tertiary education,
but increasingly at school level also, there are growing
pressures for courses to be conducted either wholly or
partly online. In such situations it is considered desirable
for the Internet to be used not simply as a mechanism for
the delivery of information, but also as the medium for
interaction between teachers and students, between
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students themselves, and often between the class and a
range of ‘outside experts’ who may vary significantly in
age, motivation, cultural background and a range of other
personal qualities and circumstances.
As is clear from the previous discussidn, it is extremely
likely that the interpersonal relationships and interactions
that mediate learning online will differ in a number of
respects from those pertaining within face-to-face
educational environments (Dowling, 1997; 1998; 1999a).
In the traditional classroom both teachers and students
quickly become ‘known’ through the many aspects of their
physical presence, both as individuals and as elements of
the social dynamic of the class. The fact that our
‘telepresence’ may differ in certain respects from our
physical presence lends an unprecedented degree of
uncertainty to the extent to which we can be said to know
our fellow participants in online learning environments.
Furthermore, traditional educational institutions for the
most part provide excellent examples of hierarchical
modes of communication. The role and relative status of
each participant in the face to face classroom is generally
clearly defined and understood, whether explicitly or
implicitly, as are the implications for the way in which
participants address one another. Likewise the perceived
attributes of the students within any group soon determine
who speaks to whom, whose opinions are valued and so on.
Such relationships are less easily maintained within text
based electronic environments.
While the traditional scenario within which the teacher
has the knowledge and the authority and the student is
there to learn, primarily from the teacher, has long been
under challenge, the potential for undermining its
fundamental assumptions is thus greatly magnified online.
In addition to the ‘democratisation’ apparently inherent in
electronic modes of communication, these contexts
incorporate the capacity for a range of styles of
interpersonal interaction, all of which need to be fully
explored and- evaluated in terms of their efficacy in
promoting learning. It may be that online learning
environments, rather than simply replicating the social
organisations which exist in face-to-face settings, will
provide the possibility for new types of interaction through
which learning may take place.

type of language which is acceptable in particular
situations or when addressing certain people, the various
means of showing degrees of acknowledgment of and
respect for the opinions of others, an appreciation of the
rights of others to be ‘heard’, a common understanding in
relation to the ‘ownership’ of work and so on. Many of
these understandings differ across cultures. A lack of
awareness of and sensitivity to such differences can cause
misunderstandings, particularly in online situations where,
to give but one example, a consequence of keyboarding
rather than speaking may be the use of short sentences
which could convey an unintended impression of
impoliteness.
While such considerations are fairly new in the domain
of education, in the area of business they have of course
long been recognised in the physical world as being the key
to successful negotiation and collaboration. Where the
online ‘world’ differs is that the conventions which govern
acceptable behaviour within these contexts are not yet well
established. While some aspects are likely to mirror those
of the physical world, it is also likely that new standards
and constraints peculiar to this environment will develop
over time. For instance, regular users of electronic mail
have already evolved a series of symbols, sometimes
referred to as ‘emoticons’, intended to substitute for tone of
voice or facial expressions. These may be used to convey
qualities such as friendly intent (a smiley face),
amusement, irony, a raised voice, or a range of other
signals which would help convey meaning in a face to face
(often referred to by computing people as F2F) situation.
Various attempts have been made to codify these symbols,
and while there is already some degree of shared
understanding among those ‘in the know’, there is plenty of
room for misunderstanding as well.
Given the ‘international’ nature of the online
environment, it is possible that these new codes and
conventions might eventually transcend to an extent the
customs of particular cultures in favour of a more global
orientation. While this would have certain obvious
advantages, it raises further issues beyond the scope of this
paper, concerning the degree to which global ‘standards’ of
behaviour could and should prevail over local custom.
7 CONCLUSION

6 BROADENING OUR HORIZONS

One of the chief benefits of the Internet is its capacity to
transcend regional or national boundaries. This raises a
whole range of issues to be considered. It is well
recognised that different cultures vary in the types of
interactions between individuals that are considered
acceptable in particular situations. In relation to education,
for instance, students are inculcated from a young age with
a range of protocols and expectations in regard to matters
such as who speaks first under different circumstances, the
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It is clear that electronically mediated communications
environments possess the potential to disrupt many of the
understandings which have traditionally governed our
interactions with one another in face to face situations.
While this is not necessarily to be condemned in the longer
term, we need to be aware that we are currently in a period
of transition in which failure to adhere to traditional norms
of verbal behaviour is likely to lead to misunderstandings.
These may trivial and easily overcome, or they may have
quite serious implications.
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A first and very important step in minimising the ‘social
damage’ which may result is an informed awareness of
one’s own modes of online discourse both public and
private, and a tolerance towards those employed by others
within these new contexts.
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Computers and
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of Computer Ethics
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Information technology disseminates all human thought,
helpful and mischievous, and develops the world culture.
United Nations law on information is thin and needs
computer ethics input. The Internet is manageable only
by global laws. This paper considers human rights to free
speech, privacy, reputation, and development and
recommends a UN code of computer ethics.
Internet service providers could suggest editorial
standards for users avid compensate people injured via
their service. That burden might spur offender-tracing
safeguards.
Good moralists will build morale and make computer
ethics a happy art.

Guest Editor: <1. Weckert
FREEDOM UNDER LAW, NOT FREEDOM FROM
LAW

The Internet comes with a natal myth of cynical anarchism,
springing partly from its nature and partly from its US
origins. We envisage that since unregulated power is
abused, computer ethics will curb that licence, regulate this
great new power by education and coercion, and develop a
caring, accountable profession. For freedom comes through
willing submission to just laws, and anarchy is the greatest
cause of violence and poverty: in a jungle the biggest bully
wins. Morals are not just customs or aesthetics; “ought”
propositions carry an imperative to action and solutions.
The USA Bill of Rights 1791 provides:
1. Congress shall make no law respecting an establishment
of religion, or prohibiting the free exercise thereof; or
abridging the freedom of speech, or of the press; or the
right of the people peaceably to assemble, and to
petition the government for a redress of grievances.
2. A well-regulated militia being necessary to the security
of a free state, the right of the people to keep and bear
arms shall not be infringed.
The 2nd Amendment is used to support unfettered gun
ownership and paranoid paramilitary groups, which have
nothing to do with a well-regulated militia or security. And
the 1st Amendment is simplistic: it denies the legislature
any power over offensive speech or reporting. The US
Supreme Court recently struck down a Communications
Decency Act and a Child Online Protection Act, saying,
“The Internet is a never-ending worldwide conversation,
and the government dare not restrict that conversation” - as
if anything goes. The USA is anarchic abroad also.
Australia is in a military alliance with a state whose
weapons are controlled by computers but not by law.
FREE SPEECH

Earlier bills of rights were less extreme. England’s Bill of
Rights 1689 9. The freedom of speech, and debates or proceedings in
parliament, ought not to be impeached or questioned in
any court or place out of parliament.
and the French Declaration of the Rights of Man and
Citizen 1789 11. Free communication of ideas and opinions is one of the
most precious of the rights of man. So every citizen
may speak, write, and print freely, subject to
responsibility for the abuse of such liberty in the cases
determined by law.
Copyright© 1999, Australian Computer Society Inc. General permission
to republish, but notfor profit, all or part of this material is granted,
provided that the ACJ's copyright notice is given and that reference is
made to the publication, to its date of issue, and to the fact that
reprinting privileges were granted by pennission of the Australian
Computer Society Inc.
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Both accept that parliament must set some limits on
speech.
UN human rights instruments describe the essentials of
the human condition. The Covenant on Civil and Political
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Rights 1966 [CCPR] describes the rights of free speech,
privacy and reputation. First, article 19 describes free
speech in terms more mature and complex than those three
national civil rights:
(1) Everyone shall have the right to hold opinions without
interference.
(2) Everyone shall have the right to freedom of expression;
this right shall include freedom to seek, receive and
impart information and ideas of all kinds, regardless of
frontiers, either orally, in writing or in print, in the
form of art, or through any other media of their choice.
(3) The exercise of the rights provided for in paragraph 2
carries with it special duties and responsibilities. It
may therefore be subject to certain restrictions, but
these shall only be such as are provided by law and are
necessary:
(a) for respect of the rights or reputations of others:
(b) to protect national security, public order, public
health or morals.
Thus the UN extends the protection to forms of
expression beyond words; it discounts national borders;
and, while accepting parliament’s competence to qualify
the right, it guides and limits those qualifications. Other
human rights instruments ban • Statements indicating a chosen race, war propaganda
and national, racial or religious hatred (Convention on
the Elimination of Racial Discrimination 1965 [CERD]
article 4; CCPR article 20).
• Statements having the aim or effect of impairing equal
rights in employment (ILO Convention 111 on
Discrimination in Employment & Occupation 1958) or
education (Convention against Discrimination in
Education 1960) or on the ground of religion
(.Declaration on the Elimination of Discrimination
Based on Religion or Belief 1981), race [CERD] or sex
{Convention on the Elimination of Discrimination
against Women 1979).
• Sexual abuse of children {Convention on the Rights of
the Child 1989 [CRC] articles 19 and 34-36.
Australia’s Luddite Broadcasting (Online) Bill 1999
purports to censor pornography on the Net; but no nation
can go it alone; and an unenforceable law (like a ban on
abortion, homosexuality or narcotics) lends itself to bribery
and blackmail and weakens law generally. Adult porn and
Hollywood violence are a bore and child pom is already a
crime. The UN Human Rights Committee will eventually
reconcile those competing traditions of rights.
This paper considers protection of the right to personal
reputation as set out in articles 19 and 17. Secondly
therefore CCPR article 17 defines the rights to privacy and
to reputation:
PRIVACY AND REPUTATION: LIBEL ON THE
THE AUSTRALIAN COMPUTER JOURNAL, VOL. 31, No 3, AUGUST 1999
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(1) No one shall be subjected to arbitrary or unlawful
interference with their privacy, family, home or
correspondence, nor to unlawful attacks on their
honour and reputation.
(2) Everyone has the right to the protection of the law
against such interference or attacks.
Our home is our castle: article 17 elevates privacy and
reputation into human rights. Article 17 describes two
competing values in computing - the needs, first, to secure
privacy and, secondly, to override privacy on a disclosed
warrant to pursue named offenders. Some interference with
privacy and attacks on reputation are desirable. We yield
some privacy to help trace criminals, if not mere tortfeasors
(though civil litigants need access to legitimate discovery).
So how do we balance privacy with the need to expose
offenders, criminal and civil?
Offences committed on computers are serious - invasion
of privacy, copyright infringement, child pornography,
terrorism, theft, malicious hacking, virus writing,
vandalism, and libel - and courts should order restitution in
money and in kind. However, the expression “software
piracy” overstates it. The word “piracy” recognises the ease
of the crime, the vulnerability of its victims, and the
difficulties of detection and jurisdiction; but theft of
intellectual property is trifling next to the rape, pillage and
murder of piracy at sea or in the air. A softer form of
copyright, maybe a one-off sale, may enhance respect for
the work of software programmers.
REGULATORY OPTIONS

Consumer protection authorities may press the industry to
warn users of possible dangers and defences. Internet
service providers [ISPs] need not officiously pry, but will
stop known crimes on their system, or be penalised as
accomplices or accessories. The opportunities provided by
the computer revolution include new ways to offend with
impunity, and these require new remedies and paradigms of
care:
• ISPs should try to leave a marker when a hacker
intrudes; track users reasonably suspected of offences,
penetrating encryption where necessary; and report
offences brought to their notice (professional privilege
does not apply).
• ISPs can minimise libel. They can give seasoned
editorial guidance for the literacy, clarity and courtesy
of material on websites, bulletin boards, newsgroups,
mailing lists, and email. That is an ethical standard; but
ISPs may also be liable legally for running a reckless,
unsafe system.
• In addition, ISPs may incur strict, non-fault liability for
unrecompensed wrongs committed over their service.
Those who profit from the computer may have to insure
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against harmful by-products
unrestrained product.

of this powerful,

As we compute rather than commute, reviving cottage
industry, anyone creating an Internet message is a publisher
with a potentially mass audience, and the Net will
increasingly impinge on privacy and reputations.
Disparaging statements, made casually in the solitude of
home or office, will be widely broadcast. Electronic
communications are easily copied and printed, so
defamation on the Net will be libel. However, as between
ISP and user, it would be unjust to hold ISPs liable for a
user’s torts. One is not liable for the torts of clients. We
have at best an ethical duty to abate a nuisance created by
others. A victim may take self-help and scrub libellous
graffiti off a wall, but the wall’s owner is not obliged to.
Transmissions by Internet, phone and post are of a kind.
Postal and phone services are normally forbidden to open
mails and tap calls; they provide access, a facility for
publication, but are not publishers. Network operators and
sponsors are innocent messengers, and there is no point
killing a messenger. Publishers filter, edit, and thus adopt
the content they distribute; intermediary ISPs, as such,
exercise no editorial control, and are not liable for
defamation sent through their medium.
In Cubby v CompuServe a former ISP executive was
convicted of knowingly aiding and abetting the spread of
child pornography. However, the prosecution agreed that
since CompuServe (the ISP) could not control the content
of the mass of material on the Web, it was only a distributor
or common carrier. Leisure J said:
CompuServe’s CIS product is in essence an
electronic, for profit library... CompuServe has no
more editorial control over such a publication than
does a public library, book store, or news-stand, and
it would be no more feasible for CompuServe to
examine every publication it carries for potentially
defamatory, statements than it would be for any other
distributor to do so.
However, an ISP can make itself a publisher by acting
as editor. In Stratton Oakmont v Prodigy an unknown user
of Prodigy (an ISP) put defamatory messages on
Prodigy’s bulletin board. Prodigy was held to be a
publisher because it presented itself as screening all
material posted on its bulletin boards. By this monitoring,
editing and censoring, Prodigy exercised control over the
content, and elevated itself from distributor to publisher.
The court said, “Prodigy’s conscious choice, to gain
benefit of editorial control, has opened it up to a greater
liability than other computer networks that make no such
choice.” Does that reward the careless and punish the
careful? Lest its ruling send negative signals to the IT
industry, the court said:
The fear that this court’s finding of a publisher status
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for Prodigy will compel all computer networks to
abdicate control of their bulletin boards, incorrectly
presumes that the market will refuse to compensate a
network for its increased control and the resulting
increased exposure.
The regulated Intranet of an ISP-publisher may attract a
smaller but more rewarding clientele. Closed programs like
PICS (Platform for Internet Content Selection),
CyberPatrol, NetNanny and CyberSitter identify and
exclude offensive material and offenders. But that defeats a
cardinal feature of the Internet. Large employers may set
up such an Intranet. Employers may guide and monitor
staff email both for business efficiency and because they
are vicariously liable for the torts of a servant or agent.
Like employers, ISPs can lawfully, if not ethically,
eavesdrop, read and copy users’ messages; and perhaps
they should keep backup copies in case of system failure.
However, they cannot check all messages going over their
system. The volume and velocity of Net messages preclude
that, and also excuse ISPs, who generally do not knowingly
or carelessly deliver offensive material. An ISP is not liable
for a user’s libel if, without negligence, it had no reason to
believe the statement it earned was defamatory.
Moreover, while we might encourage or oblige ISPs to
vet or stop selected users or material on reasonable
suspicion of an offence, it is not desirable that they
routinely monitor the messages. Either routine or random
censorship at the source would itself be offensive. In 1643
Milton’s Areopagitica, itself published illegally, argued for
the liberty of unlicensed printing, and against the
imprimatur. By penetrating borders, the Net democratises
governments and mocks secret police, if not economic
spies. But pre-censorship would create a moral
dictatorship.
The density of traffic on the Net cuts both ways. It also
indicates a danger in this product, and a need for
safeguards. Product liability is a complex new dimension.
Beyond providing quick, cheap communication, ISPs may
have a duty of care to provide a system which preserves
traditional (and especially human) rights, and be held
jointly liable for defamation - not as publishers, but like
publishers. Ethical ISPs will promote responsible use of
computers; but the state may go further and impose this.
Alongside just deserts as between ISPs and users, the
nature of the product may require social justice via
standardised terms of contract, that is, social insurance in
which the careful subsidise the careless. Employers cover
workplace injury, so that an industry pays the premiums for
workcare; and car owners, not drivers, pay for third-party
insurance. The large health, engineering and legal
infrastructure of cars is a precedent (and making the
Internet safe may take as long as making transport safe).
ISPs would pass on those costs, and thus disadvantage
impecunious and careful users. Under this umbrella mean
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users would choose to be careless or nasty, but generally it
would motivate Net users to practise courtesy and
compassion. If the industry bears the cost of otherwise
non-compensable injuries occurring on the system, this
non-fault liability might generate congenial technical and
legal safeguards to engineer the best balance between free
speech and other human rights.
THE HUMAN RIGHT TO DEVELOPMENT

Beyond those libertarian rights is the right to economic
justice as provided by the Covenant on Economic, Social
and Cultural Rights 1966 and the Declaration on the Right
to Development 1986. We want equity of access to IT as
between military and civil society, between men and
women, and between the affluent and those with physical,
mental, financial, geographical or cultural disabilities.
Appropriate computer services will help indigenous
peoples and all who are information-poor. US law requires
workplaces to provide “reasonable accommodation” to the
disabled. That aim of equality in diversity is more complex
and challenging than providing the disabled with tools to
compete on an equal basis, or to achieve an independent
and normal life-style. People with low IQ, major physical
disability, or a terminal illness cannot compete equally, and
Procrustean reference to the normal and equal may
exacerbate their disadvantage. We help people to realise
their reasonable various potentials, not a priori general
norms which depersonalise the less advantaged.
Computers are becoming as common as phones, but still
half the world has never used a phone. The Internet and
videoconferencing may slow the drift to cities: they
connect the outback better than the pedal wireless which
launched Australia’s flying doctor service. The South
Pacific Forum extends over ten time zones from the Cook
Islands to McDonald Island, and from the South Pole to 15
degrees north, sorely testing communication. These island
states are small and isolated, and impart an inferior
education: CESCR article 13, CRC article 29, the
Convention against Discrimination in Education 1960.
Five of them are listed as Least Developed Countries Solomon Islands, West Samoa, Vanuatu, Kiribati and
Tuvalu. The Internet will be very useful. But development
aid involves partnership and programs; it is justice, not
charity. Receiving countries can politically support the
larger order they rely on. Support for human rights
instruments and a UN Code of Computer Ethics might be
a fair condition for a generous transfer of technology.
A UN CODE OF COMPUTER ETHICS

Computers thrive on the universal laws of physics, and the
ethics of this global technology will accept the same
discipline of universality in order to speak with authority.
Humanity now assembles in virtually continuous session at
the United Nations, and UN Resolutions represent a
THE AUSTRALIAN COMPUTER JOURNAL, VOL. 31, No 3, AUGUST 1999

species risorgimento, transcending ethnic religions and
exclusive sovereignties. They describe the agreed human
ethic and political priorities with the novel and peerless
authority of the confluence of natural and positive law. UN
meetings are more important than national parliaments,
and require efficient IT: UN debate needs Hansard
reporting. The Web disseminates some UN Resolution, but
all UN laws should be readily accessible.
We recommend a UN code of computer ethics,
sponsored if need be by IFIP (the International Federation
for Information Processing), a world institute or college of
computer ethics, and Microsoft. Compare the UN’s short
professional codes, such as Code of Conduct for Law Enforcement Officials 1979
Principles of Medical Ethics in Protecting Prisoners
1982
Principles of Judicial Independence 1985
Principles on the Use of Force & Firearms by Law
Enforcement Officials 1990
Principles on the Role of Lawyers 1990
Guidelines on the Role of Prosecutors 1990
Guidelines on Computerised Personal Data Files 1990 and its draft Code of Conduct for Transnational
Corporations.
Computer practice is global, but its organisation is still
national and provincial. Considering the rapid spread of
computers and their integration into the .fabric of all parts
of society, government, health, education, industry,
commerce, transport and entertainment, computer ethics
comes within UN jurisdiction, not merely domestic. The
novel efficiency of IT and databases impacts on many
human rights, including health, security, and property
(UDHR article 17). It concerns the UN General Assembly’s
Third and Sixth Committees, UNESCO, UNIDO,
UNCTAD, UNDP and DTCD [Department of Technical
Co-operation for Development]. This code would amplify
and refine UN doctrine and practice on information,
transfer of technology, the impact of science and
technology on human rights, and the New World
Information Order.
The UN promotes bio-diversity and also the aesthetics
of cultural and linguistic diversity. But ethics, like law, is
more simple and robust: it sets minimum standards and
aspirations. Only global values can attract ethical
imperatives in this global industry, and UN law will catch
up with the new technology. Internet users range the world,
but Mr Plod stops at his national border. Merely national
regulation is not effective for transnational corporations or
the Internet. Nations willingly pool sovereignty on vital
matters; and two or three years of diplomatic debate would
resolve the cultural differences, which are mainly a matter
of varying experience.
A UN code would build confidence in this area of
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frontier law; it would stimulate and guide economic
development; and it could define computer offences, and
procedures for investigation, trial and restitution. It would
use the best of today’s draft codes, give them bite, and thus
raise the industry’s status. A UN code is desirable partly
because there is yet no self-regulating profession of
computer workers. The field disgraced itself with
complacent, shortsighted programming for the year 2000;
it created and sold defective products without attempting to
recall and repair them. To make public amends, it should
show some vision. It could • Promote the regular World Calendar, and uniform
dating, with vast public savings;
• Propose an alphabet which merges the very similar
Latin, Cyrillic and Greek scripts, and thus facilitate
communication; and
• Help create jobs for process workers displaced by
computers (this touches the human right to work:
CESCR article 6).
COMPUTER ETHICS AS A POSITIVE ART

A concluding note on the epistemology of applied ethics
and policy leadership. Affections can distort knowledge;
but here values are our knowledge. This art moves beyond
descriptive science and into prescriptive opinion, mixing
the cognitive, imaginative and inspirational. We do not
totally distinguish between what is and what ought to be;
much more than in quantum physics, our observations and
programs create the field.
Depression is an occupational hazard for moralists.
Human intelligence is multi-faceted and includes a
conscience. When Adam distinguished good and evil, and
called them absolutes, we found lingering guilt or cognitive

98

dissonance, and named it the Fall of Man. That term
reminds us to exploit the positive functions of conflict, and
to avoid uncritical condemnation. Asimov’s three laws of
robotics, an ethic for computers, would give artificial
intelligence a rigid moral sense, and produce the Fall of the
Computer. That was science fiction. However, as computer
ethicists set new standards and prosecute offenders in order
to prevent offences, demoralised moralists will accentuate
the negative and discount the gains. We look for
responsible optimism, an optimum crime rate, emphasising
the benefits of critical discourse.
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PHLEGAR, P. (1995): Love Online - A Practical Guide to Digital
Dating, Addison-Wesley, 184pp., $17.95..

adulterous relationship simply because it is mediated by net lines and not
face to face? Does it constitute unfaithfulness? An interesting question. Is
it a sort of legal prostitution with no charge? Is the cyber- morality any
different from real life morality?
Further the author notes an interesting aspect of net-love, which is one
of the few features that takes net-love into a more pure realm. It certainly
allows a more “pure” form of interaction than is otherwise often the case.
It allows communication relatively free from the prejudices of physical
stature, physical appearance, disability, and so on. Perhaps this is a
worthy idea of “true love” from which we might learn. Mind you, the
likelihood of deception is even stronger with those who have not “been
able to make it” in real space, before trying cyber- space.
So where did I go from here. Well, I thought I would try the net out see how accurate the author was about her glowing ideals of the potential
of net-chat for establishing “meaningful” (in whatever terms you find
meaning) relationships. She said that mature people could keep their netrelationships under control to the degree they desired, and I certainly was
only going to look and see from a purely investigative viewpoint! So I
invoked IRC for the very first time and joined some of the more hot
groups around the net to have a quick look see and evaluate for myself.
Anyone logging my net activity must have thought that the conservative
old fuddy-duddy had finally gone troppo! Initially, I took the author’s
advice and simply lurked for a while watching what others seemed to get
from the net. To be brutally frank, I have seldom wasted so much time in
my life. The conversations were utterly banale, and the sex (if ever it
popped up) about as subtle as a bull in a china shop. Even grotesque. If
this is what on-line sex/love/dating has to offer, then do not bother. The
same old names kept popping up on all the chat-groups with the same old
boringly unsubtle themes. Well, bored as I was, I decided to adventure a
little, getting a mere toe wet at first, so, once or twice I ventured a “hi” or
a “:-)”, which is a net smile. And the lack of response was deafening. The
net is certainly for aficionados. Unless you understand the lingo - forget
it. It is a bit like getting into computing from the start. The chat groups
are just as bad as anywhere else. The language and mystique were
amazing - I ran up against net controllers, invisible users, invite-only
groups, and so on, without a clue what they were, much less how to
make constructive use of them. And I would have had Buckley’s own
chance of establishing a meaningful private chat with a pert damsel even
if I was so minded. And that is from a person with postgraduate
qualifications in Computer Science, and someone quite computer literate.
And when I briefly announced I was a newbie at this game and would
benefit from an explanation or help, again the silence was deafening. And
when I next used IRC, I found that I had been kicked off the channel and
banned for a few days!
This book had prepared me for nothing of this nature despite about
half of it being an introduction to how to “get it” on AOL, CompuServe,
Delphi, Genie, and a few others. My conclusion was that the reality was
quite different from the rosy picture in the book. No real chance of
meeting friends here, much less a little pleasant dalliance even if I were
so minded! One simply has to be part of the scene - or else be a total
outsider.
All this set me thinking on wider issues, and particularly the currently
topical question of whether school pupils should have access to Internet.
One hears every politician jumping on the bandwagon, all professing an
aim that no child shall live without the information superhighway by the
year 2000.1 suspect most would not know the Internet from a fishing net!
Sure the net has much potential for communicating information for
educational purposes, but my experience in this area (happier than with
the hot stuff) is that really useful information not able to be found
elsewhere is pretty sparse, and to get this minimal “valid” usage of the
net, our kids will be exposed to all the other tripe in saturating quantities.
Not that exposure to sexual themes is the prime issue in itself,
undesirable as it might be - rather, given the gross and banale form in
which it is served up, what it says about the types of thought processes
and mores we are inculcating into our young. Are we imparting skills of
critical thinking that can see this stuff for what it really is - simply base,
gut-level, instinctual, reactive stuff, exposure to which makes no critical
demands, and allows no growth in evaluative thought processes and
consequential thinking about one’s actions and attitudes?
Personally I would prefer a child to learn how to use a library before
an on-line information service, to be able to do arithmetic before using a
calculator, to be able to write well before using a wordprocessor,

Pilate once asked a question in three simple words that has echoed
through the ages, “What is Truth?”. Our generation seems less interested
in truth, but is probably more obsessed with, as the song says, “What is
this thing called love?”. This book throws into relief one of the latest
means of pursuing that elusive commodity - via on-line chat and
interpersonal exchange in cyberspace. Like most modern commentators,
however, the author is just as mixed up as are love seekers, be they net
chatters or crooners, about the difference between love and plain old sex.
So it is probably equally fair to regard this book as a substitute for a
manual on “Netsex, and How To Get It.” But even recognising this, it
will not help you all that much!
It is hard to grasp exactly what the intent of this book is. It is by no
means academic. One would have hoped for a depth analysis of the
psychology and sociology of cyber-seekers of net-love, net
companionship, and net-what-e’er-else you might wish. Why, for
example, cyberspace rather than real life? At best, although psychology
is mentioned, and the author claims to have chatted to a psychologist
who “spent many hours with me, sharing his insights on the psychology
of the cyberspace community”, any psychological analysis is truly trivial
and superficial. The author is a journalist, and the book really is a
journalistic “investigation” of a current hot topic with all the
superficiality that implies. It might best be regarded as homely advice
that Grandma might have given, had Grandma ever thought of chatting
about a net she had never met or even imagined, about those subjects that
were better not chatted about anyway. And the similarity of the themes of
this book when giving advice about protecting oneself from net-vultures,
bears a striking resemblance to what I think Grandma may have said
about being left alone in the parlour when Horace came a-calling. And in
those days we listened to Grandma, and were in no doubt about the
standards we were expected to emulate.
What do I really mean? Well, for example, the author unfolds a
scenario where boy (probably) meets girl (probably) via net-chat. Chat
develops, and from the public net, might well develop into a little private
net- chat. Subjects deepen and face to face meeting may be requested
and, wow, from there it is all supposedly rosy in the garden.
Alternatively, if desired, the relationship may remain on the net, and
possibly develop into a sort of typed phone-sex orgy of written mutual
arousal. The author offers a lot of caution regarding getting involved in
this cycle - the person to whom you chat may not be what they are
claiming (they may not be Rock Hudson, 25, Elle-like, physical,
gorgeous, blonde, hunk-like, or even the sex they claim). So don’t reveal
too much - your name, locality, phone number, address, personal details,
etc. If a face to face meeting is requested, then go in company if you go
at all, watch out for the cyber-rapist, give yourself an escape route, and
terminate quickly if you wish. Beware, you may be disappointed if the
vision doesn’t match reality. The person may not even be an adult at all,
and you may be seducing, or being seduced by, a child with a quick wit
and a roguish nature. A serious issue. And so on, with this sort of
homespun wisdom laboured page after page.
I may be extraordinarily naive<*>, but is this sort of basic personal
survival creed such an astounding new insight that it warrants bookspace? Have we come to such a pass of gullibility, that this fundamental
circumspection needs stating because it is not known or not practised? If
we have, then it is our basic family and school education that must give
us the most profound cause for concern - not net-sex. I will mention later
the access of youth to material such as chat-groups on the net, but if we
have come to the pretty pass I question above, there are grossly more
fundamental questions to answer than simply whether school pupils
should have access to the net. Perhaps this is one use of this book - that
it raises issues in such a way that causes us, not to examine the issues
themselves, but the underlying societal structures that require them to be
stated like this. The author does not go near this latter topic.
Mind you there a couple of interesting and pertinent questions raised
by the way through the text - just a couple. The author talks about an
individual sitting in front of his or her screen late into the night when the
spouse has long gone to sleep elsewhere in the home. A regular
“monogamous” relationship is developed by chat, and remains purely
net- bound, with no personal meeting at all, but is deliberately used for
the pseudo-phone-sex type of contact. Does this constitute an any less
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spellchecker and grammar aid, to develop healthy interpersonal skills in
relationships education before flaunting around the net, and being
flaunted at (!), and so on.
So I think I’ll stick to the printed word for the moment, and keep a
finger out of digital dating, though mind you, in the right circumstances I
M
suppose I could be convinced otherwise ...
True gentleman, early fortys, rather overweight,
balding, but with a nice personality, seeks a
luscious 20-25 year old lady, trim curvaceous
figure, fine skin, soft husky voice, long soft
hair, to conduct private lessons on the use of
cvber-space chat-groups. Desires never to be
banned again, and to learn the fullest potentials
of the medium. Picture, vital statistics,
availability, to ...
Dr. Chris. Andrews
Royal Brisbane Hospital
(*) Actually my naivetie is a little rhetorical, simply to make a point,
having seen much of real life as a GP!
ABELL, M.L., BRASELTON, J.P. (1994): Differential Equations with
MAPLE V, AP Professional, Boston, 684pp., Price unspecified
(paperback).
This is an interesting new addition to the literature on symbolic
algebra. The prelace states :
“Differential Equations with Maple V may be used as a handbook that
addresses some ways to use Maple for computation of explicit or
numerical solutions of a variety of familiar differential equations and
as a supplement for beginning courses in ordinary and/or partial
differential equations.”
The authors background and interest in computer aided learning and
tertiary mathematics education has led them to write an educational book
in the spirit of the MAPLE motto “The future of mathematics”.
The book is divided into twelve chapters. It contains an Appendix on
MAPLE V, a Glossary of commonly used MAPLE commands that may
be useful in solving differential equations and a Quick Reference Guide
to MAPLE commands in tabular form. Abell and Braselton use MAPLE
V.2 throughout the text. To users already using MAPLE V.3 the
publication of a textbook based on an earlier release is at first sight likely
to be irritating. Due to the similarity of the two releases this is unlikely to
cause many problems and it is to be hoped that Abell and Braselton
remedy this in the second edition of their book.
Each chapter is organised in a similar way with subsections on
individual topics subdivided into definitions, examples and solutions.
Theoretical chapters alternate with application oriented chapters. The
areas covered include First Order Ordinary Differential Equations,
Higher Order Ordinary Differential Equations, Ordinary Differential
Equations with Nonconstant Coefficients, Laplace Transforms, Systems
of Ordinary Differential Equations, Eigenvalues and Fourier Series, and
Partial Differential Equations. The authors own interests and biases are
reflected in the areas of application chosen, with predominantly physical
and biomedical applications used. Nevertheless it is still likely to be of
interest to readers with interests in other applications. The graphs tend to
be somewhat on the small side, but it is hard to see how this could be
improved without resorting to a considerably longer text. The wide range
of topics covered is bought to some extent by a reduced depth of
analysis. The claim of the authors that this book may be used as a
textbook on Differential Equations therefore needs to be viewed with
some caution. As a “stand alone” textbook for a first course on
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differential equations it is unsuited (but nor was it intended to be used
this way). Nevertheless, it is eminently suited as a second text, in a first
or even second course on Differential Equations, for practical sessions
involving the use of MAPLE V.
R. Beard
University of Queensland
LUBAR, D. (1995): "It’s Not a Bug, It’s a Feature!’’, Addison-Wesley,
202pp., $17.95.
This is a nice little book, containing several hundred little anecdotes,
pearls of wit and wisdom, off-the-mark predictions, bad advice, put
downs and even the odd word of praise all about our favourite topic of
computers! Though some years old now, it has not aged at all.
The quotes are many and varied, from the likes of Steve Jobs, one of
the founders of Apple, and Arlan Levitan, an American computer
journalist, to such as George Bush and Woody Allen. Having grown up
with a VIC-20 and then a Commodore 64 I was pleasantly surprised to
find Jim Butterfield mentioned more than once.
Obviously the odd Americanism will occur, in the form of jargon or
wordplay. For example, the back page proclaims that the author “has
written numerous articles and video games. He’s still waiting for them to
write back.”
In short however, I found this to be a warm and enjoyable collection of
quotes. Anyone looking for a joke book with pages of hilarity will not
find it here, but anyone who would like a collection of entertaining
comments, many quite thought-provoking, will be well catered for. Let
me leave you with the salesperson who when asked if he had any 486
computers in stock responded “No, I think the cheapest computer we
carry costs about $900.”
David M. Williams
University of Newcastle
CASTI, J. (1996): Five Golden Rules, John Wiley & Sons, Ltd., 235pp„
$39.95.
A common myth is that the abstract results of pure mathematics do not
affect the lives of many people. In this work, Casti explains the
mathematics which is hidden behind many of the everyday things taken
for granted.
Subtitled, “Great Theories of 20th-Century Mathematics - and Why
They Matter”, Casti has chosen five theorems from this century (from the
approximately 200,000 published each year) which he believes are
“great”. His criteria was fivefold: Did the theorem break a major logjam
in the development of mathematics? Is the theorem elegant and does it
shed light on questions over a wide range of areas? Do applications
extend outside pure mathematics and provide a more complete
understanding of the workings of the world? Were new techniques or
methods of logic required in the proof and did these methods provide
insight into other important problems? Finally, does the theorem provide
opportunities to obtain deeper knowledge of ourselves and the universe?
With this in mind, Casti has indeed chosen five great theorems,
namely the Minimax Theorem from Game Theory, the Brouwer FixedPoint Problem from Topology, which helped land a man on the moon,
Morse’s Theorem from Singularity Theory, the Halting Theorem from
the Theory of Computation, which provided the impetus for modern
computers, and the Simplex Method from Optimisation Theory.
This is a most engrossing work with straightforward explanations of
the topics involved. All those with an interest in the mathematical
process will find it worthwhile.
David M. Williams
University of Newcastle
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NEWS BRIEFS
ONLINE AUSTRALIA YEAR
The Minister for Communications, Information
Technology and the Arts, Senator Richard Alston,
has officially launched Online Australia 1999 - a
national focus on the information economy.
“Australia is already a globally recognised
leader in the use of new technologies including
the internet, electronic commerce and informa
tion technology, and in the development of
computing software and hardware, internet and
other online applications,” Senator Alston said.
“The daily lives of all Australians are being
transformed by the information revolution made
possible by these developments, which are
creating new opportunities for Australians in both
city and country - new and better jobs, easier and
safer lives, a more prosperous and exciting future.
“More can be done to expand these
opportunities, and raising the national awareness
of the benefits and challenges of the information
age is the key.
“Online Australia 1999 will engage the
Australian people in an economy-wide process
of expanding Australia’s productive, confident
and vibrant online presence.”
Senator Alston said Online Australia 1999
activities will range from ‘hands on’ events for
first time users of the internet to high level
conferences to examine the future.
The year will culminate with the Online
Australia Conference and a series of national
awards recognising best practice use of the
internet and online services in the community
sector and in schools, by older Australians, in
telemedicine, in e-Commerce and multimedia,
and by small business.
Each month of Online Australia 1999 will
have a theme, based on the key areas identified
in the Government’s Strategy Framework for the
Information Economy.
These monthly themes are:
• May: Small and Medium Business
• June: Government Online
• July: Health and Education
• August: ¥2K/Employment Skills (dual theme)
• September: Culture and Communities
• October: E-Commerce
• November: Australia and the Global
Economy
Further details about Online Australia 1999 are
available at www.onlineaustralia.net.au or by
contacting the National Office for the Information
Economy (NOIE) on (02) 9240 0900.
COMMUNICATION SHAKE DOWN
The Sydney 2000 Olympic Games will be a
technology wonderland. The very latest
equipment will be employed to assist in the
efficient running and the widespread coverage
of the Games. Yet, the technology itself opens
up a new range of issues that need to be
managed precisely.
The Sydney Olympic Communications
Coordination Committee (SOCCC) has put in
place four sub-committees to identify risk areas
and to work on strategies to avoid or overcome
problems. These sub-committees are made up of
representatives from government agencies, our
technology partners and people from relevant
areas within SOCOG and SOBO, and they come
together to share their expertise. They are
working on specific areas, as follows:

EMC Expert Group - SCI was originally
formed to identify all services that may be
affected by electromagnetic interference at
Homebush Bay and to produce a report on
methods for overcoming the problem. That
report was delivered in April 1998. The EMC
Expert Group - SCI has now extended its
responsibilities to cover EMI management at all
Sydney 2000 Olympic Games sites.
Spectrum Management - SC2 was initially
put in place to manage the allocation of
spectrum required to support Broadcast
coverage of the Olympic Games, and it now
covers all spectrum requirements.
Operations Equipment Standards and Testing
- SC3 will provide recommendations to the
SOCCC on the use of communication equipment
during Games time. The main aim is to prevent
or restrict the import or use of communication
equipment that could be dangerous and minimise
the potential for communication equipment to
cause interference to other communication
services used in conjunction with the Games.
Communication Regulation and Equipment
Information Services - SC4 will develop informa
tion packages and, through various mediums,
deliver the essential guidelines to the Olympic
Family, the media and the general public to
minimise communication problems at the Games.
AND NOW TO SAFEGUARD SOFTWARE
AGAINST THE MILLENNIUM BUG ...
Standards Australia has targeted computer
software in its latest assault against the
Millennium Bug, with the release of a new
handbook on how to ensure year 2000
compliance for software applications.
HB134—1999, Year 2000 compliance
measures for software, has just been released
amid growing concern over how well prepared
small and medium enterprises are for the
Millennium Bug.
With only six months to go before the Bug
bites, the guide is designed to address a distinct
need for ‘self-help’ information about the
impact of the year 2000 problem (y2k) on
software applications.
HB134—1999 sets out testing requirements
and procedures for ascertaining y2k compliance
of software. It covers software types ranging
from those available on IBM PCs, Motorola
mid-range mainframes and embedded chips.
The software may be used for producing reports,
screens, processing, calculations and interfaces
and includes end-user tools such as spreadsheets
and databases.
The handbook identifies levels of compliance
for these types of software and, depending on
the nature of their use, recommends appropriate
action.
Sandeep Mathur, y2k compliance expert and
author of the handbook said HB134—1999 also
provided a list of dates which were deemed to
be critical in the year 2000, and described tests
required to ensure software compliance for
those dates.
“Not all dates will be valid for every type of
software,” Mr Mathur said.
“The dates you test will depend on the kind
of processing you are doing on your software.
An accounting software, for example, must be
tested for month and year-end processing.
“Even if you have a y2k compliant PC, if the
software running on the PC is not compliant, you

will still strike problems come the year 2000.”
Mr Mathur said many small organisations
were making the mistake of focusing purely on
their hardware for year 2000 compliance.
“The software problem event horizon could
be long, not just on January 2000,” he said.
“Some organisations have already felt the
impact of problems. Some software may fail
way into the year 2000. In other words, both the
software and hardware have to be compliant.”
Of equal concern is the disturbing silence of
small and medium enterprises on the progress of
their y2k compliance activities.
“Unlike the larger organisations, which have
adequate y2k methodologies, many SMEs have
very little knowledge about how to solve their
y2k problems and, as a result, are taking
chances,” Mr Mathur said.
“This is where resources like HB134—1999
and HB121—1998, on y2k compliance for PCs,
can be of great help.”
The handbooks are available through
Standards Australia’s Customer Service Centre
by telephoning 1300 65 46 46 or over the
Internet at www.standards.com.au
‘STUDENT CAM’ ON CAMPUS
Parents are able to view their children in class
via the internet at Brisbane Boys’ College
(BBC) on its new web site featuring ‘Student
Cam’ on its home page.
‘Student Cam’, a live video feed via a web
camera, made its debut in a computer classroom
and then roamed the campus each week providing
a live tour of the College for current and prospec
tive parents, old boys and the wider community.
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BBC’s Head of Information Technology, Chris
Eske, demonstrates the home page to students
Head of Information Technology at BBC, Mr
Chris Eske, believes this is a first for an
Australian school and adds a new dimension to
the information services provided by the
College’s web site.
“The new web site provides an invaluable
information source for the College with all print
material now published instantaneously online,”
Mr Eske said.
Student assignments, artwork and College
publications can now be viewed at the site.
“This medium is replacing traditional print
media and provides a more immediate
information service to parents, no matter where
in Australia or the world they live,” he said.
‘The school’s weekly newsletter, College News,
is now sent via email to subscribers including
parents of boarders and those whose hard copy
stays in the bottom of their sons’ school bags.
“The demand for this technology is
increasing; our file server is currently processing
more than 200 e-mails a day.”
Brisbane Boys’ College was the first school in
Queensland to offer its students and staff free

NEWS BRIEFS (Continued)home access to the internet and world wide web
via the College’s proxy server.
By operating as an Internet Service Provider
(ISP), the College provides offsite access to the
internet via the College’s proxy server and
networked computer system.
“It also ajlows the students and teachers to
access user pays information that the College
subscribes to,” said Mr Eske.
“Subscription costs usually prohibit individ
uals from accessing these resources; however, in
this case the whole school community can
benefit from the school’s subscriptions.”
The Brisbane Boys’ College web site is
located at httpAwww.bbc.qld.edu.au
SPEECH RECOGNITION SOFTWARE
FOR THE MACINTOSH
Dragon Systems Inc. and Apple Computer
Inc. have announced that Dragon Systems will
create and market Macintosh-compatible
products based on Dragon NaturallySpeaking.
“It’s great news for our customers that
Dragon is bringing their world-class speech
recognition software to the Macintosh,” said
Steve Jobs, Apple’s Interim CEO. “The under
lying architecture of the Mac platform, with fast
PowerPC processors and outstanding audio
support, will make Macintosh the premier plat
form for Dragon NaturallySpeaking. Dragon’s
return to the Mac market is more evidence of the
great business opportunities available on
Macintosh for innovative developers.”
“We have received many requests for a
Macintosh version of Dragon NaturallySpeaking
and, working with Apple, we’re going to deliver a
high-quality speech solution for Mac users,” said
Dragon Systems Chairman and CEO Janet Baker.
“Over the last year we have seen Apple bring out
innovative products and we think Dragon Systems
will offer the ideal speech recognition solution for
anyone who wants to extend the capabilities of
their iMac, Power Macintosh G3 or PowerBook.”
MONASH’S NEW COMPUTING
FACILITIES SET THE PACE IN
CUSTOMER SERVICE
Imagine this scenario: a university provides its
students with seven-day, twenty-four hour access
to hundreds of reliable and leading-edge PCs. It
does this by turning the student’s card into a
swipe card which provides admittance to the IT
facilities. It also automates the heating and aircooling in the building so that they are switched
off by passive infrared sensors when the student
leaves. This may sound utopian to many, but at
Monash, IT students are currently receiving that
level of quality and customer service.
The new computing facilities managed by the
Faculty of Information Technology provide IT
students with unprecedented access to PCs. The
dean of the Faculty, Professor John Rosenberg,
believes that the faculty’s teaching facilities are
significant for many reasons. Most importantly,
from the students’ perspective, they provide the
level of customer-service one would expect from a
University which is conducting a global enterprise.
“I’m sure that service expectations will not
only be met, but will be raised. The level of
service and utility we are providing is more
typical of a major bank than a university”, said
Professor Rosenberg.

The way in which the facilities were put in
place is also significant as it reflects the
university’s strategy of engagement with industry
and draws upon its tradition of innovation. “To
provide the best service we will certainly have to
be innovative and that may well involve forming
and developing relationships with enterprises
such as Leading Solutions, Hewlett-Packard and
Macquarie IT that have the capacity to help us
upgrade our services, our performance and our
facilities”, Professor Rosenberg said.
More than 450 HP Vectra 350 MHz
computers, all with 17 inch monitors, have so
far been supplied by HP’s largest dealer in
Australia, Leading Solutions. Prior to delivery
in a compressed time frame of two weeks, each
PC was loaded with software to enable its
connection to the Monash network.
Together with PCs in other computer teaching
laboratories managed by the faculty, students
undertaking a course with the faculty will now be
able to use at their convenience, over 550 PCs.
NEC-A, UNIVERSITY OF MELBOURNE
IN $3 MILLION SUPERCOMPUTER
COLLABORATION
NEC Australia will supply an SX-4 super
computer to the University of Melbourne as part
of a $3 million collaboration signed recently.
The computer, which is capable of
performing 3.6 billion calculations per second,
will be used by the university for major research
programs. Access to the SX-4 will also be
leased out to private industry. The SX-4 is one
of the most powerful computers in Victoria, and
under the terms of the technology upgrade
agreement, its capabilities and the value of the
contract will grow in coming months.
With four gigabytes of main memory and a
parallel vector processing system, the SX-4 is
hundreds of times faster and more powerful than
a home PC. It was manufactured at NEC’s Kofu
plant near Tokyo and will be installed soon at the
university’s computer centre. Melbourne Uni
versity Private will also have access to the SX-4.
NEC’s SX-4 Series is the most successful
high-end supercomputer yet developed, with
135 sold in just three years.
RUSSIANS JOIN THE SEARCH
In cyberspace there are no boundaries; the
only barrier left to conquer is the language
barrier. Today hordes of Ruskie kids are visiting
Australian websites due to an agreement
between UNSW Press and the publishing
division of the Russian Ministry of General and
Professional Education to translate Don’t Just
Surf, Effective Research Strategies for the Net by
Maureen Henninger, into Russian. Translation
rights were agreed upon early last year resulting
in the distribution of 10,000 copies of the book
to schools all over the Russian Federation.
Don’t Just Surf was first published by UNSW
Press in 1997 and was reprinted twice; early this
year a second edition was released. Demand for
the book in Australia has risen steadily and the
popularity of the second edition has served to
establish Don’t Just Surf by UNSW School of
Information Library and Archive Studios
Coordinator of Continuing Eduction, Ms Maureen
Henninger, as one of the Press’s best sellers.
“It’s the first book we’ve had translated into
Russian, which is a very new market so it’s a bit
of a coup”, said Publisher Mr John Elliot. “It is

a credit to UNSW, to the Press and to Maureen
Henninger and SILAS that, with all the
published material on the Internet from right
around the world, the Russian Ministry chose to
translate Don't Just Surf.”
“That Don’t Just Surf should become a text
for Russian schools reminds me that Marshall
McLuhan in the Gutenberg Galaxy (1962) said
the “new electronic interdependence recreates
the world in the image of a global village.”
Maureen Henninger.

SMALL BUSINESS AWARDS
Leading e-business company Balanced IT
Services has been awarded best IT company at
the recent Australia Post NSW Small Business
Awards.
Mr John Perkins, Managing Director,
Balanced IT Services commented: “We are very
pleased to win this prestigious award. The
Australia Post Small Business Awards draw
from a large section of all NSW small
businesses and we are thrilled to be selected as
the best IT company in the Finalist category. It
certainly motivates us to be the leading ebusiness solutions provider in Australia.”
Held each year, the Australia Post NSW
Small Business Awards is open to most small
businesses (less than 100 employees). The
awards are judged on criteria including: sales
performance; financial growth; commitment to
customer service; marketing activities and other
outstanding achievements.
MAPPING CONTEMPORARY ART AND
CULTURE ON THE INTERNET
From Cobar to Cronulla, students and
teachers can now talk to leading contemporary
artists in cyberspace via a new interactive
website set up by a group of Sydney-based
contemporary art and new media organisations.
www.sydneyarts.net is designed to assist
teachers and students by providing a curriculum
based contemporary art resource,” said Dr
Penny McKeon, Senior Lecturer, School of Art
Education, College of Fine Arts, UNSW.
www.sydneyarts.net provides links between
the study of art and art making by enabling stu
dents to interact with current practices,” she said.
It features contemporary art images, artist
profiles, digital media, interviews with practicing
artists, curators and gallery directors, a discus
sion forum and calendar of events and activities.
RABBIT AND UNIVERSITY IN DIGITAL
MEDIA DEAL
The University of Western Sydney, Macarthur
and Rabbit Photo have announced a partnership
to co-operate on projects focussing on ecommerce applications for digital media.
“The two year program is designed to deliver
mutual benefits,” said Des Crawley, Professor and
Director, UWS Macarthur Digital Media Centre.
“We will operate on research projects and the
development of business ventures which employ
digital media technology. Rabbit will also provide
commercial experience for our students. We are
very pleased to welcome Rabbit Photo, a leader in
the use of digital technology in retail photo
processing, to our industry partnership program.”
Stafford Parnell, Company Secretary of Rabbit
Photo, said the partnership with UWS gave both
organisations the opportunity to explore commer
cial applications of digital media.

