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Bob Wallace on what he does and doesn’t
like about Turbo Pascal.
And what Borland have done about it.
Bob Wallace is the President of Quicksoft, the
respected US publishers of PC-Write, and a dis
tinguished software author in his own right.
Writing in PC World recently on the subject of
Pascal he stated...“We highly recommend Borland
International’s Turbo Pascal (4.0). You can get started
quickly with this compiler - especially if you
purchase one or more of the tool boxes.
It is
definitely
the best
in terms
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of turnaround time
for locating and
I0»lAH
correcting errors,
and it is the only
compiler that provides graphics support.
The lack of a source level debugger is Turbo
Pascal’s only drawback, but Version 5.0 of
the program should correct this deficiency.”
The perceptive Mr. Wallace was, of course,
quite right in his prediction. A source level
debugger is now part of the newly released Version
5.0. This also has a compile speed of 34k lines per
minute. Smart linkers strip unused code and data.
And there’s a full development environment
including EMS support for editor.
The Borland International Turbo Pascal
language range is the most advanced and compre
hensive on the market today. The Turbo Assembler
is the fastest available, is fully compatible with all

3 versions of MASM (even MASM can’t make this
claim) and easily interfaces with High Level
languages. And there’s full 386 support!
The Turbo Debugger supports EMS and has
remote debugging, 386 virtual machine debugging,
overlapping windows and breakpoints that allow
stepping, expression logging or executing program
code. Data debugging allows you to browse, inspect
and modify arrays and linked lists. It supports
CodeView and .MAP compatible programs.
Turbo C2.0 is an optimising compiler with a
speed of 16k lines per minute. There’s a full pro
gramming environment including EMS
CJjJ support for editor. There are 6 memory
■ models and over 430 library functions.
And in Australasia, Borland Inter
national Turbo languages are distributed
, and supported by
Si Tech Pacific. So

TURBO
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country.
To find
out more
ill*"
about
Borland’s
Turbo language series and the many ways it can
help you call Tech Pacific today.

BORLAND TURBO LANGUAGES
FROM TECH PACIFIC
When you’re serious about computing!

Tel: Sydney (02) 697 7111; Melbourne (03) 690 9055; Brisbane (07) 371 7866; Auckland (09) 444 5144; Wellington (04) 877 037

FileSafe Floppy Disks are
engineered to exceed every
industry standard worldwide.
So you can be sure they're safe.
And because we don't have a
huge corporation to feed, we
sell them to you at way below
the price of ‘big name' brands.
Error-free and lifetimeguaranteed, FileSafe Disks are
available in 3.5" and 5.25" sizes,
each in a choice of double
sided/double density and double
sided/high density.
Available from the following
FileSafe dealers:
SYDNEY: Millett Coombes
Technology 4178011. Pen &
Paper Office Supplies 8164522.

No risk.
10 Diskettes

FileSafe
Floppy Disks

FileSafe
Floppy Disks

MELBOURNE: Business World
5617222. Covenant Computing
Services 629 2290.
BRISBANE: Delsound 8396155.
Trax Computers 3907946.
Or contact DRM for a
distributor near you:
SYDNEY: 9975522
fax 997 7685.
MELBOURNE: 8002216
fax 8002216.
BRISBANE: 3575729
fax 3575093.

FileSafe
Saving you money, safely
DRM0005 TREBLE JOHNS & MORE

flews Briefs
“News Briefs from the Computer World’’ is a regular
feature which covers local and overseas developments
in the computer industry including new products, and
other topical events of interest.

JOINT VENTURE TO DEVELOP X.500
DIRECTORY SERVICE SOFTWARE

A joint venture agreement has been signed by Datacraft,
the CSIRO Division of Information Technology and the
Centre for Information Technology Research at the
University of Queensland to develop an X.500 Directory
Services software package. The development is being
supported by a grant of $754,000 under the Generic
Technology component of the Industry Research and
Development Act, 1986.
With the growth of value-added networks and services
there is a need for software tools which can help the
network providers develop information service applicat
ions. Directory services are a key requirement for many of
these applications. The software package to be devel
oped will be a generic directory services toolkit based on
the ISO draft international standard DIS9594 (also known
asCCITT X.500).
The generic toolkit will consist of:
• a directory server with its underlying database that can
easily be implemented using a variety of host database
management systems or operating systems;

CSIRO Division of Information Technology Chief John O’Callaghan
(L) congratulates Rob Cook, CiTR, U of QLD (Centre), and Datacraft
State Manager John Velik (R) on the joint GIRD grant awarded for the
development of an X.500 Directory Service Software package.

• a library of user interface software; and
• an implementation of the Directory Access Protocol.
In the design of the toolkit, strong emphasis will be
placed on portability and ease of interfacing. This is
particularly important as a wide variety of operating
environments must be covered.
While the generic toolkit can be sold as a product in its
own right, it will be used by Datacraft as a tool for
ongoing product development in areas such as directory
services for X.400 Message Handling Systems (MHS),
Electronic Document/Data Interchange (EDI) systems
and OSI network management.
For more information, contact John Chamberlain,
Datacraft (AUST) Pty Ltd at (03) 727 9111; Rob Cook,
CiTR, University of QLD at (07) 377 2911; or Judy
Marcure, CSIRO Division of Information Technology at
(02) 887 9331.

Shh... “Killer” is at work,
ou would call it a Merlin Gerin UPS.
I call it "Killer" because it kills off the Power
Bugs which would love to get into my data.
From 150 V.A to 4800 kV.A, Merlin Gerin
protects all computers against "infested" power,
brown-outs and black-outs.
Talk to Merlin Gerin first.
It will be
the last you
s
suffer from
Wtm
bugs in your
data.
PHONE TOLL-FREE

008-02-3173
MERLIN GERIN

Staffing and Training Implications
of Australian Software Export Targets
From a National Input-Output Study
B.S. Thorntonf, T.M. Parkf, John Goddardft and J.M. Hughest
An input-output table for Australia including the software industry (for the first time) has been constructed
and used to investigate outcomes of the Federal Government’s targets for Australian software exports.
Approximately four times as much is spent on software as hardware and software is a prime factor in selling
hardware. Software could become one of Australia’s largest export earners. However, the level of trained
software personnel required to achieve the Government’s targets has not previously been quantified nor have
the effects on other industry sectors been assessed as has been done herein. The results of the paper indicate
that an increase in software staff from approximately 12,000 to 23,000 would be required to increase
Australian exports from the current $100 million p.a. level to $500 million p.a. The training implications are
discussed but no clear solution is apparent and the problem would be greater to meet the Government’s
eventual targets of $1000 million and $1500 million p.a. under present educational resources and industry
training.
Keywords and Phrases: Software exports, input-output tables, IT staffing, IT training, inter-industry
comparisons.
CR Categories: d2.7. kl, k3, k3.2.

1. INTRODUCTION

The extent to which Australia is lagging in building up a
computer manufacturing industry is well-known, but
greater hopes are held for the software industry. Four
times as much is spent on software as on hardware
(Boehm, 1981) and software is a major factor in selling
hardware.
The Federal Minister for Industry, Technology and
Commerce, Senator John Button, in his address to the
Australian Computer Society in mid-September 1987,
said that the information industry (which includes the
software industry) could quickly become one of Austra
lia’s largest export earners. It would, at the same time, be
the biggest contributor to reducing the trading deficit.
Information industry imports are currently $4,500 million
and its overall exports are only $120 million. The
Government’s strategy is to increase this export/import
ratio from 4% to 15% in 10 years. Under the Corporate
Partnership Scheme overseas owned information compan
ies supplying Australia locally will be required to embark
on a seven year plan to achieve an export/import ratio of
50% in return for exemption from offset obligations.
The present paper is based on the recent extensive
report by the Foundation for Australian Resources (Thorn
ton et al., 1987) which was a two year study initiated when
the general industry feeling was that software exports
would be of major benefit to Australia from both the trade
balance and increased employment aspects — it was
hoped that the work would confirm the optimistic views
Copyright © 1988, Australian Computer Society Inc.
General permission to republish, but not for profit, all or part of this
material is granted, provided that the ACJ’s copyright notice is given and
that reference is made to the publication, to its date of issue, and to the
fact that reprinting privileges were granted by permission of the Austral
ian Computer Society Inc.

held. There are substantial opportunities plus some major
problems subsequently revealed by the study. The results
indicate that an increase in exports of software from $ 100
million to $500 million per annum would improve Austra
lia’s trade balance and have beneficial effects for key other
industries but almost a doubling of software staff will be
required.
The eventual export levels of $ 1,000 million per annum
and $1,500 million per annum sought by the Federal
Government would be beneficial if achieved in a realistic
time-frame. However, the realities of the continuing
national shortage of trained computer staff appear to us to
inhibit this. The training problems associated with achiev
ing even the $500 million per annum export level are
serious in themselves. We also studied the effects of var
ious levels of partial import replacement and found that
the results indicated only slight improvements in the
national economy and on the software industry itself as
compared with the export scenarios. Nevertheless, import
replacement by good competitive local products should
also lead to exports of these products.
2. A PROFILE ON THE SOFTWARE COMPONENT
OF THE COMPUTER INDUSTRY

The number of software houses in Australia in early 1987,
most of which are small, was about 1,200 (Pacific Compu
ter Weekly, 1986). A survey (Dennis, 1984) of Australian
Software Houses Association (ASHA) members showed
that about 25% of ASHA members had in excess of 30
professional staff and 40% in excess of 16.
The activities of the industry as shown by this survey
deserve comment: 31% were software product developers,
39% turnkey developers and only 20% represented over
seas products. The total number of professional staff in all
software houses in 1985 was estimated by Mr Ian Dennis
(then President of ASHA) as about 7,500 with a gross

t University of Technology, Sydney and tt Australian Computer Society. Manuscript received November 1988, revised December 1988.
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turnover in that year of about $350 million. In 1985-86,
Australia’s 1200 software firms, with 16,500 employees,
had an estimated turnover of about $600 million (Pacific
Computer Weekly, 1986). A comparison of this figure
with Dennis’ gives an indication of the rate of growthestimated as 50% per annum. Export figures for the finan
cial year 1987-88 were expected to be $100 million, an
increase of over 100% on the 1985-86 figure. In the pres
ent study, we have investigated the inter-industry effects of
an increase from the $ 100 million level of software exports
to $500 million per annum as the first part of the Federal
Government’s objectives.
2.1 Comparative Economic Size of the Software
Industry and its Inclusion in an Input-Output Table

We must observe that software is relatively insignificant in
terms of direct financial output compared to the other
industries in Australia. The industry has not been included
as a separate category in the Australian Bureau of Statis
tics Input-Output (I/O) tables and therefore quantitative
studies using I/O techniques have not been possible until
now. An important factor is that the software industry has
inputs from a number of other industries (e.g. office
equipment and supplies, buildings, communications,
financial services) and its outputs are used by many other
industries. These linkages are spread over the other indus
try sectors, although not uniformly. The major users are
manufacturing, finance, transport/communications, pub
lic administration and community services. Less than 10%
is used by the software industry istelf. However input
linkages are not spread over all industries. In fact, except
for manufacturing, utilities, transport/communications
and finance, the other industries’ contribution to the pro
duction and marketing of software is trivial. 1/O tables and
their associated mathematical techniques are a recognised
means of determining the effects of possible scenarios
such as export expansion or import replacement and such
studies allow the effects on other industry sectors to be
assessed rather than limiting assessments to an industry in
isolation. Details are given in many econometric texts and
specifically in Appendix 1 of the Foundation for Austral
ian Resources report (Thornton et al., 1987). The particu
lar difficulties related to the Australian software industry
are given in Section 3.1 of the present paper and the results
concerning staffing are given in Section 4.
The significance of the software industry’s contribution
to economic components in the model is seen from Table 1
from the FAR report.
3. AN INPUT/OUTPUT ANALYSIS OF AUSTRALIA’S
SOFTWARE INDUSTRY AND CONSEQUENCES OF
ITS EXPANSION

Input/Output tables (I/O) are often used to examine the
flow-on effects of a change in one sector of the economy
on all others. As a simple example, an I/O table would
indicate the outcome to be anticipated from a program to
electrify the railways and update the rolling stock. There
would be extra demands on the steel industry and on
energy supply. These in turn would generate second round
162

demands on steel, energy and capital goods as further
rounds would be created that would feed-back into these
industries and many other sectors. 1/O table analysis traces
through this “multiplier effect” of a given injection in one
sector on all other sectors including the initial sector. But
the extra demand on say the steel industry or a particular
type of labour may strain supply conditions. In our simple
example, if the steel industry could not quickly expand
output or the particular labour market were tight, the
expansion through the rail electrification program would
be facilitated only by a contraction somewhere else. I/O
table analysis would demonstrate which areas of the econ
omy would need to reduce output in these conditions.
These falls are necessary to compensate for multiple
expansion elsewhere. The methodology of I/O table anal
ysis is presented in many texts but its application to real
problems is usually more complicated such as in previous
studies (Thornton and Sorli, 1982) of the clothing and
textile industry in Australia with respect to increased
imports coupled with changes in technology in the
industry.
3.1 Collection of Data for a National I/O Table to
Include the Software Industry

The 4 to 5 year lag in official data availability has always
been a problem in using I/O tables for analysis of current
events or for predictions. Also, neither software nor the
computer industry have ever been included as an industry
sector in Australian I/O tables. To obtain a national I/O
table for forecasts beyond 1986-87 incorporating the
software industry, software was incorporated into a
national input/output table to produce figures initially for
1984-85. This was done by taking the input/output tables
for 1980-81 provided on microfiche in January 1987 by
the Australian Bureau of Statistics (ABS). The ABS table II
in that document contains the 28 industry classifications
listed in Appendix A1. These industries were aggregated
to the nine listed using the Concordance of our Appendix
Al and used in our model. This Concordance also crossrelates to other classifications which have been used in the
collection of data.
Software outputs for 1985 and 1986 were then taken
from survey figures provided by International Data Cor
poration (IDC) classified by:
A. Finance
B. Manufacturing
C. Distribution
D. Public Administration
E. Community Service
These figures were broken down to the nine industries
used for the model by assuming that software sales in a
particular industry sector are in the same proportion (but
not the same money value) as hardware sales in that sector.
The distribution of hardware by industry used was that
presented in Thornton et al., 1983.
The software input figures were prepared from sample
responses to a survey which included software houses with
1-4,5-9,10-19,20-49 and 50+ professional employees by
weighting the responses according to figures available in
The Australian Computer Journal, VoL 20, No. 4, November 1988
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Table 1.

Software Contribution

Amount
($M)

Output
Value Added
Household Income
Payment to Government
Gross Operating Surplus
Capital Formation
Exports
Imports
Net Trade
Intermediate Sales
Intermediate Purchases
Primary Inputs
Final Demand
Employment

1234
655
494
29
132
202
493
311
182
539
268
966
696
23200

Software Per
centage of
National
Total
0.35
0.32
0.47
0.11
0.18
0.49
1.52
0.79
*
0.40
0.20
0.44
0.32
0.36

approach was taken after exhaustive investigation showed
that:
1. Quantitative information on the industry was scattered,
non-coordinated or non-existent in specific areas,
2. No government organisation or private industry had
incorporated software industry data into a national
table with broad industry groups.
3.2 Use of the Table for Assessing the Effects of
Increased Software Exports

* There is a trade gap of $3857 million for Australia (1987).

the 1986 Software Industry Survey Results published by
Department of Industry, Technology and Commerce.
To these figures has been added a row giving the
number of employees in the industries. These figures have
been taken from Australian National Gross Products by
Industry 1984-85 (Australian Bureau of Statistics). This

The resulting table described above (Table 3 in Thornton
et al., 1987) was used as input as a transaction table into
the GRIMP program (Jensen and West, 1986). This suite
of programs allows modelling with input-output tables
and was developed at the Department of Economics,
Queensland University by R.C. Jensen and G.R. West.
The input is based on this table but the level of software
output was increased from the $20 million assessed for
1984-5 by:
1. Taking the software used by other industries from the
IDC figures for 1986, and
2. Increasing the Australian software exports to $500 mil
lion as an illustrative target for the early 1990s.
The transaction table was updated by the RAS method
used by the Australian Bureau of Statistics and which is
described elsewhere (Gretton and Cottrell, 1979).

Table 2. Aggregated National Input-Output Table (including the software industry) for $500 million software exports ($493 million actual, in Export
column).
Units are $A million, except for employees (thousands). Reading across a row shows how the outputs of an industry are distributed, i.e. how much it sells or
provides directly to other industries. Reading down a column shows the inputs used by an industry to make its products, i.e. what it purchases directly from
other industries. The cell where a row and column intersect shows the inter-industry dollar flow between two sectors. In any inter-industry cell, we can find
the “direct coefficient” as the ratio between the output of a product and required amount of input. In the cell intersection Software and Manuacturing,
production of $ 1 unit of manufactured goods requires (127/163707) x 100 cents in direct purchases, e.g. inventory and production planning systems from
the software industry. (Before applying such calculations any “double accounting” should be eliminated.)
[Sector

Softwar Agricul Mining Manufac Elec Ga Constru

Trans Financ

Pub Adm Com Ser

Total I

Dorn

Cap

Stk

Xpt

Total F

Total

0
-554
167
944
!
0
28
0
0
0

493
5371
5181
15830
35
0
5226
282
51
35

696
7093
5983
91783
2730
27958
13642
27901
13006
29329

1234
17243
13524
163707
10270
30149
25080
50809
13914
30645

587 32503

220123

356575

(Softwar
jAgricul
[Minins
jManufac
j Elec Gas
j Construe
jTransp
(Finance
Pub Adm
(ComScrv

54
0
0
50
5
0
45
114
0
0

19
1446
5
2930
204
26
375
503
23
142

19
31
1600
1561
310
205
536
902
13
75

127
8583
4675
41741
2288
265
5356
8038
410
338

22
I
797
584
1880
43
245
284
24
10

7
30
322
12768
99
16
1130
1737
94
62

62
14
69
4800
206
267
1283
1461
91
96

126
9
16
3125
1839
1008
1229
6671
111
241

50
15
21
1492
265
178
489
1054
18
91

53
21
35
2872
444
181
751
2145
125
260

539
10150
7539
71924
7540
2190
11438
22908
908
1316

202
0
162
2115
534
103
64856 10153
—1
2696
16 27942
7944
444
25782
1837
12955
-0
29293
1

|TotalI

268

5672

5251

71821

3890

16265

8350

14375

3674

6887

136452

145759 41275

|Dom
(Gross
(Tax
|Imp S/W
Jimp Oth

494
132
29
311
0

1735
8923
507
0
405

3354
3894
268
0
757

40388
27163
9126
0
15209

2802
3091
251
0
237

7652
3614
671
0
1946

9761
4174
1036
0
1759

10588
21609
3456
0
782

8201
0
558
0
1481

29888
1616
344
0
910

105864
74215
16245
311
23487

0
0
8001
0
7599

0
0
1782
0
5518

0
0
86
0
327

0
0
261
0
2012

0
0
10130
0
15456

105864
74215
26375
311
38943

| Total P

966

11571

8273

91886

6380

13883

16730

36434

10241

23758

220123

15600

7300

413

2273

25586

245709

1234

17243

13524

163707

10270

30149

25080

50809

13914

30645

356575

161359

48575

1000

34775

245709

602284

23

406

95

2802

130

519

456

629

361

1129

6550

iTotal
Employ.
Dom
Gross
Imp S/W
Imp Oth
Employ

=
=
«
*

Domestic
Gross Operating Surplus
Imported Software
All Other Imports
Number of Employees (000s)
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Table 3. Flow-on of output for $1 in the software industry.
One dollar of software industry output is associated with a total of 1.5875
dollars of output in the other listed industry sectors of which five cents
(0.0483 dollars) is the flow-on for software, 0.0513 dollars is the flow-on
for agriculture etc (see RHS of columns), but it does not have a prime
causal effect. This is a ranked table whereby comparisons are readily
highlighted such as the effect of software on Manufacturing and Finance
is ten times the effect of software on Agriculture and Mining.

Rank

1
2
3
4
5
6
7
8
9
10
Total

Sector

Manufact
Finance
Com Serv
Trans P
Pub Adm
Elec Gas
Agricul
Software
Mining
Construe

Percent

Flow-on
Multiplier

Flow-on
Output

Total
Output

41.83
22.05
10.66
8.21
4.79
3.63
3.23
3.04
1.78
0.77

0.6641
0.3500
0.1693
0.1303
0.0761
0.0577
0.0513
0.0483
0.0283
0.0122

819.68
432.04
208.92
160.79
93.93
71.20
63.34
59.60
34.90
15.09

819.68
432.04
208.92
160.79
93.93
71.20
63.34
1293.96
34.90
15.09

100.00

1.5875

1959.49

3193.86

The resulting table with the raised software level of
output is our Table 2 entitled “I/O Table 1986 S/W
500$M”.
To see what the economic effects are likely to be of
such a change, it is necessary to use the I/O table with
caution in any model of interest so as not to cause mixed
influences and effects which may not be the result of what
one intended to be a causal change in the input/output
table. Therefore, a final demand driven model was used
which allowed the software exports to reach approxi
mately $500 million per annum while keeping the same
ratio of software employees to software production (both
of which will rise of course) as we had for the 1984-85
Input/Output table.
The resulting indications for the intermediate usage
part of the table will be conservative because of our single
demand-driven input but if we had also significantly
increased the national sales to sectors in Australia the
results would be a conglomeration of effects virtually
impossible to interpret and unable to reveal the effect
being sought (i.e. of increased software exports). In other
words the flow-on information would not be “causal”, as
pointed out to us by Dr Trevor Mules of the Department of
Economics, Adelaide University. The changes required in
an export scenario to identify effects are therefore made
only in the exports of software and not for increases in the
use of software made by Australian industries beyond their
1986 levels given by the IDC software survey. Naturally
the domestic usage will increase year by year but this has
to be kept separate (a separate model) to avoid conglo
meration of effects.
The effects of-the export scenario on Australian indus
tries are seen in the extensive tables of Reference 4. In
particular, three very important ones are given here as our
164

Table 4.
Industry sectors ranked in order for output flow-on. A gross measure of
the increased outputs and services required from Australian industries to
achieve $A500 million per annum software export target.

Sector

Initial

First

Indust

Cons’m

Total

Flow-on

Software
Agricul
Mining
Manufact
Elec Gas
Construe
Transp
Finance
Pub Adm
Com Serv

1,0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000
0.0000

0.0437
0.0000
0.0000
0.0407
0.0037
0.0000
0.0365
0.0925
0.0000
0.0000

0.0025
0.0049
0.0040
0.0432
0.0085
0.0032
0.0105
0.0280
0.0007
0.0010

0.0021
0.0464
0.0243
0.5802
0.0454
0.0091
0.0833
0.2295
0.0754
0.1682

1.0483
0.0513
0.0283
0.6641
0.0577
0.0122
0.1303
0.3500
0.0761
0.1693

0.0483
0.0513
0.0283
0.6641
0.0577
0.0122
0.1303
0.3500
0.0761
0.1693

Total

1.0000

0.2171

0.1065

1.2639

2.5875

1.5875

Initial Output Level
Output Flow-on
Total Output Effect

1234.36
1959.49
3193.86

Table 5.
A gross measure of the income flow-ons associated with Table 4 for $500
million per annum software exports.
Rank

1
2
3
4
5
6
7
8
9
10
Total

Sector

Manufact
Com Serv
' Finance
Transp
Pub Adm
Software
Elec Gas
Mining
Agricul
Construe

Percent

Flow-on
Multiplier

Flow-on
Income

Total
Income

32.89
23.16
14.64
10.18
9.01
3.88
3.16
1.41
1.04
0.62

0.1638
0.1154
0.0729
0.0507
0.0449
0.0193
0.0157
0.0070
0.0052
0.0031

202.22
142.41
90.03
62.58
55.37
23.87
19.42
8.66
6.37
3.83

202.22
142.41
90.03
62.58
55.37
518.28
19.42
8.66
6.37
3.83

100.00

0.4980

614.76

1109.17

tables 3, 4 and 5. Table 3 gives the flow-on of output for
one dollar to the software industry. Table 4 gives the gross
measure of the increased outputs and services required
from Australian industries to achieve the $500M per
annum export result and Table 5 gives the associated
income flow-ons.
4. STAFFING REQUIREMENTS FOR EXPORT
BENEFITS

The results of the export model show that for software
exports increased to $500 million (say by the early 1990s),
the software industry would require 23,000 professionals
and the corresponding value of the Australian production
would change from $647 million (1984-85) to $1234
million.
These figures for the $500 million per annum case are
The Australian Computer Journal, Vol. 20, No. 4, November 1988
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found from Table 2 — see bottom of software column
opposite Employment (23,000) and the last column, first
row of “Total” ($1234 million).
It is assumed that the job displacement effects of com
puters are now insignificant and the use of software is
mainly for new or increased production or supply of
services.
It is also important to note that the change in employ
ment from approximately 12,000 to 23,000 to achieve
$500M per annum exports of software implies that such
professionals are, in fact, likely to be available i.e. trained
at the rate required to fill the jobs. Achieving such a change
is unrealistic for Australia unless tertiary education facili
ties are properly supported by both Government and pri
vate industry participation in the next five years together
with significant industry training initiatives. Any eco
nomic benefits which are likely to accrue to Australia from
software exports are clearly seen as dependent upon this
factor as a priority.
We considered the increasing usage of fourth genera
tion languages as a factor in reducing the manpower needs
predicted by the model but we feel that the effect may not
be significant for the following reasons:
Fourth generation languages will make users aware of
the increased potential for software production and this
will demand to continue exceeded productivity.
As they become more universal, it is predicted that each
software employee will become much more productive.
This in turn will cause the price of software to reduce.
This study has assumed that these two factors will
balance each other and not reduce the staffing requirem
ents significantly.
We note with alarm that predictions for the demand for
programmers will have increased by 43% in 1990 accord
ing to the Bureau of Labour Statistics but the number of
young people entering the programming workforce will
have declined by 20 per cent. The Australian demand from
industry is estimated at about three times the present total
computer science graduate production rate for all tertiary
establishments and the worst effect of the resultant shor
tage has been a high turnover rate of programmers some
times estimated as high as over 60% per annum — a figure
which implies great wastage in the form of unifinished
projects. A survey (Kriegher et al., 1986) has given the
number of persons solely employed in computer related
capacities in 1984 as 177,000. The growth rate of this
workforce is 12% per annum. The breakdown into special
ist categories is as follows:
Full-time Part-time
%
%
Specialist staff (data management comms.
specialists, programmers, systems analysts
and field engineers)
Operators (all types)
Computer sales and support

22.4
69.8
7.8

12.5
87.5
0

On a worldwide basis, the expenditure on software
activities is over four times that on hardware (Boehm,
1981), and, because of the small local computer manufac
turing base, the Australian ratio is almost certainly higher.
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So it is not surprising that the availability of trained soft
ware specialists is proving to be a major bottleneck in
making the most effective use of computers.
A Focus/Computerworld survey (Barkway, 1986)
gives an anticipated growth rate for jobs for programmers
as 28% per annum. The total number of graduates from all
universities and CAEs each year majoring in computer
science is about 1,500 and, as virtually all these institutions
have a quota on intake, this figure is unlikely to change
unless more Federal funding is provided. Teaching staff
availability is a further serious problem.
To some extent, the shortfall is made up by migrants
and the use of less highly qualified personnel. The remain
ing shortfall is reflected in the increasing number of soft
ware contracts being placed overseas mainly with soft
ware houses in Singapore and Bombay. Moreover, because
the necessary programming effort is not available, the rate
of implementation of new projects is often reduced. As a
result, there are considerable delays in realising the
improved efficiency which continuing advances in compu
ter design make possible.
With the help of information made available by the
Graduate Careers Council of Australia (GCCA, 1985),
the total number of graduates with computer science
majors can be estimated. About 6,000 students have
majored in computer science from the 18 universities and
22 CAEs and Institutes of Technology with departments
of computer science (or with some equivalent title), two
thirds from universities and one third from CAEs and
institutes.
5. ADDRESSING THE SHORTFALL IN STAFF

In a July 1987 statement (Press Release, 1987), announc
ing plans to promote and internationalise Australia’s
information industries, the Minister for Industry, Technol
ogy and Commerce, Senator John Button, outlined steps
the Federal Government would take to “ensure that indus
tries have access to sufficient numbers of skilled workers”.
These initiatives included reference to:
— Increasing the number of undergraduate places offered
in tertiary institutions in electronics and information
industry related disciplines;
— Encouraging students to enter information industry
related disciplines, especially science and mathematics;
— Upgrading the number and skills of teachers in the
information industries disciplines;
— Encouraging the development of in-house and co
operative training programs by the industries.
They were to be complemented by the establishment of
an Information Industries Training Foundation “to better
identify specific skills shortages”. Two strategies for
addressing the staff shortfall were specifically mentioned
(Computing Australia, 1988).
— The introduction of the new Co-operative Education
Programmes in Information Systems.
— “Fast track” immigration.
5.1 Co-operative Education Programmes

In 1987, the government invited a number of tertiary
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institutions to participate in the establishment of pilot
co-operative degree courses in information systems. This
followed initiatives from the Education Committee of the
Business Council of Australia (Finn, 1987). In addition to
guidelines concerning course content and duration, the
key innovation was for students to spend periods of up to
30% of the course in industry, and for those periods to be
“an integral part of the academic program and accredited
accordingly” (CTEC Guidelines). Accordingly, 200 stu
dent places were allocated to this program in 1988.
Assuming minimal attrition and continuance of the
scheme, this will provide an additional 200 practitioners
per year to the information industries.
An indication of the distribution of these graduates
within the computer industry can be obtained by consider
ing the industry partners involved. Of 74 initial industry
sponsor organisations 28 (38%) were in the finance sector,
another 38% were in the manufacturing and distribution
sector, and nine (12%) were involved in provision of con
sulting and software services.
The co-operative education programmes were intro
duced in a broader context of increasing student intakes in
computing science and other information industries disci
plines. The additional tertiary intake as a result of govern
ment initiatives was 650 student places in 1988 (including
the 200 for the co-operative programs in computer infor
mation systems) (CTEC, 1987). The impact of this will not
be seen in the workforce before 1991, and, even allowing
for low attrition rates, will bring the number of graduates
each year to about 2000. About two thirds of graduates
with computer science majors are retained in the industry.

5.2 Immigration

At the professional levels of employment within the infor
mation industries, an international labour market oper
ates, and Australia has relied significantly on immigration
to meet its needs. In 1985, immigration accounted for 20%
to 30% of total supply to the occupational grouping (Deir,
1985). While immigration quotas could be increased, none
of the benefits which would be obtained by gearing up the
tertiary education sector to provide the graduates needed
would then ensue.
6. OTHER STAFFING STRATEGIES

Many of the issues in defining strategies to generate more
human resources to develop software products have been
faced already in other countries. In the UK, the Alvey
Committee’s Program for Advanced Information technol
ogy (which included in its objectives the need to capture
the largest possible share of the world information tech
nology market) recognised that the supply of skilled man
power was totally inadequate (HMSO, 1987). The UK
undergraduate output with relevant skills was some 6500
per year in 1982.
The same environment fostered a working group of the
UK Cabinet Office Advisory Council for Applied R&D
which addressed the problems of the UK software industry
(and its international competitiveness), the Information
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Technology Skills Shortages Committee of the Depart
ment of Trade and Industry, and a report (Manpower for
IT, 1986) commissioned from the Institute of Manpower
Studies.
Strategies which resulted from these intensive exami
nations (Butcher, 1986) included:
— Funding an increased number of academic posts (and
therefore an increased number of graduates — a 12%
per annum increase was proposed);
— Strengthening postgraduate research and training;
— Encouraging industry to sponsor postgraduate student
ships (this in the context of a ‘New Partnership’ between
industry and the education system. Industry pledged
financial support to fund extra places in higher
education);
— Increased in-career training;
— The formation of an IT Skills Agency (to help industry
define its need to the education world, to encourage it to
contribute to education by providing finance, equip
ment and so on, and to advise government on the distri
bution of funds to tertiary institutions).
Parallels to many of these exist in proposals for meeting
the staffing needs of Australia’s software industry. Structu
ral problems also need to be overcome. For example,
“where does the manpower to educate come from, in a
scenario of relatively low educational salaries and an
industrial shortage” (Newtown, 1986).
7. CONCLUSIONS

The Federal Government wishes to achieve a $500 million
level of software exports within a few years and subse
quently reach the $1,000 million and then $1,500 million
per annum level of software exports. However, whereas
there are national benefits which we have evaluated in the
flow-ons to other industries, the major problem will be the
staffing and training levels required — an increase from
12,000 software professionals to 23,000 is indicated to
rise from $100 million per annum to $500 million per
annum in exports. Even with the new training schemes
which the Government is promoting with some 2,000 new
graduates per year by 1991, it is very doubtful whether the
increase in exports of software could be achieved in the
short term in Australia. This would make the Federal
Government’s objectives of $1,000 million and $1,500
million per annum exports difficult to achieve under pres
ent conditions for training, teaching staff availability and
funding.
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APPENDIX Al: CONCORDANCE

1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

IDC Clas
sification
(see text)

28 Industries (ABS)

Our Model

Agriculture
Forestry, Fishing, Hunting
Mining
Meat and Bulk Products
Other Food Products
Beverages and Tobacco Products
Textiles
Clothing and Footwear
Wood, Wood Products and
Furniture
Paper, Paper Products, Printing,
Publishing
Chemical
Petroleum and Coal Products
Non-metallic Mineral Products
Basic Metals and Products
Fabricated Metal Products
Transport Equipment
Other Machinery and Equipment
Miscellaneous Manufacturing
Electricity, Gas, Water
Construction
Wholesale and Retail Trade
Repairs
Transport, Storage and
Communication
Finance, Property and Business
Services
Ownership of Dwellings
Public Administration and
Defence
Community Services
Services
Recreational, Personal and Other

1. Agriculture

B

2. Mining

B

3. Manufacturing
and
Distribution

B

4. Elect,Gas,Water
5. Construction
3. Mfg. etc.

D
B
C

6. Transport etc.
7. Finance

E
A

8. Public Admin.

D

9. Community

E

3. Mfg. etc.

C
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Guest Editor’s Introduction

Electronic Funds Transfer Systems
William J. Caellif
EFTS - HIGH SPEED, VERY LARGE
TRANSACTION DRIVEN SYSTEMS
Electronic funds transfer systems represent a class of tran
saction driven computer and data network applications
that are categorised by a number of important parameters.
These include requirements for:
— very rapid response times,
— high reliability and fault tolerance,
— widespread distribution of service points and terminals,
— large data bases, with acceptable levels of complexity,
— high levels of privacy, authenticity and integrity, and
— terminal operation and interfaces acceptable to the
general public.
In addition these systems are increasingly becoming the
topic of governmental legislation and their impact on the
individual is being constantly assessed.
For computer scientists and engineers as well as profes
sionals involved in the design of information systems, such
large scale transaction driven requirements pose new chal
lenges to the development of computer structures.
Moreover, these challenges may be more pressing over the
next few years than other advanced research topics, such
as studies into artificial intelligence. In the 1990s we are
contemplating massive EFT Networks with possibly many
hundreds of thousands of connected user level terminals,
many at the home level, for the provision of all types of
financial service. The question today is one of whether or
not current computer hardware and software and data
network architectures, particularly those becoming the
subject of national and international standards, are well
suited to this new environment. Can the demands of such
large scale transaction driven systems be met simply by a
“scaling up” of traditional hardware and software
structures?
If so, is that direction the most cost effective? Are
emerging standards, based around the “Open Systems
Interconnection (OSI)” model of the International Stand
ards Organisation (ISO) the ones needed by the banking
and finance industries worldwide for the creation of
national and international EFT networks? Do they meet
the security, control, reliability and management needs of
the financial enterprise and also of its clients and
customers?

It may be that the emerging development and market
ing of fine and coarse grained parallel computer systems
may provide answers to some of these questions. Such
systems may indeed have application in this area in addi
tion to those of scientific/engineering/graphics applica
tions largely promoted at present. Could it be that their
usage in such commercially oriented applications may
become more important than the scientific areas of current
usage? This will depend not only on the availability of
hardware (and that appears now assured through the grow
ing manufacture and sales of parallel computers based
around the Inmos “Transputer” and other allied micropro
cessor components) but also on the development of soft
ware systems for these machines adapting them to these
transaction oriented, commercial applications.
SECURITY — THE MAJOR CONCERN
In any electronic funds transfer system an authentic mes
sage IS MONEY. The overall security of an EFT transac
tion means that its:
— authenticity,
— integrity, and
— privacy,
must all be maintained. At present such messages also
contain some identifying information related to those
involved in the transaction, unlike the situation that applies
to the more usual form of money, “the folding stuff’. This
identifying information is used to establish the authenticity
of the transaction and is itself subject to a number of
standards, both national and international. By the 1990s
this will all change. Not only will there be growing legisla
tive concern with the maintenance of privacy in EFT
transactions but the technology will also be available at
prices acceptable to the wholesale and retail banking
community to enable this to be achieved.
NATIONAL SIGNIFICANCE OF AN EFT SYSTEM
A pay cheque is automatically credited by the employer to
the employee bank account; the employee uses the ATM
(automatic teller machine) to get the odd cash required; the
employee uses the ATM or credit/debit card and PIN to
pay for goods and services by electronic funds transfer at
point-of-sale (EFT-POS) at the local store, department
store chain, petrol station and elsewhere; the store operator

t Information Security Research Centre, Queensland Institute of Technology, Brisbane, Australia.
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uses the EFT-POS terminal to control the stores financial
affairs with its bank. At the corporate, or “wholesale bank
ing” level the ability of an organisation to electronically
“move” its cash resources around the world at short notice
and at the push of a few buttons is here now. Transborder
data flow involves all forms of transactions and these
include EFT varieties!
All of this means that the payments system of a nation is
rapidly going electronic, with less need for the actual
“printing of money”. This in turn means that Govern
ments worlwide must soon evaluate this trend in terms of
fiscal control policy and vulnerability to infiltration and
sabotage. The question is a simple one — through the
development and widespread installation and usage of
EFT systems will governments lose the ability to readily
control the overall macro-economic affairs of an econ
omy? The money-less, cheque-less economy is on its way
and may take further giant strides in the 1990s as the full
potential of the “smart” or “chip” card is realised in
practice.
AUSTRALIA - MAINTAINING A LEAD
Australia has maintained a lead for some time in this area
of transaction driven EFT services. Moreover, as covered
in a review article in this issue, the Standards Association of
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Australia, through its various technical committees, has
been at the forefront in the development and definition of
the necessary security standards for EFTS. The SAA 2805
series of standards have been world leaders in this
standardisation activity, giving Australians a high level of
confidence in the operation of EFT networks throughout
the nation. With the adoption of standards for crypto
graphic key management (SAA 2805.6 Parts 1 to 4),
Australia has led in making these EFT networks capable
of secure interoperation for multiple financial enterprise.
There is no doubt that the primary interaction of the
average person with large scale computer systems and
networks now occurs through usage of an automatic teller
machine (ATM) or electronic funds transfer at point-ofsale (EFT-POS) terminal. This trend is likely to continue,
if not accelerate, as other services move to larger scale
distributed computer systems, for example in the wager
ing, health care, and allied industries as well as in the area
of governmental services and information sources. At the
same time, computer professionals will be developing
information systems that incorporate EFT services into
other more specific applications. This will place new
demands upon computer professionals for incorporation
of security, control, reliability, performance and like
considerations into overall system design and for the
performance of advanced research into such systems.

Encryption in Electronic Funds Transfer
Applications
Elizabeth A. Kempt
To protect the data sent through financial networks, encryption and message authentication are essential.
Both the PIN and the transaction details are at risk in ATM and EFTPOS systems. The Data Encryption
Algorithm can be used both to encrypt PINs and generate a message authentication code that can be verified
by the receiving party. Since the same key is required for both encryption and decryption, there is the
problem of distributing it safely to both ends of the communication line. This difficulty can be resolved either
by using public key cryptography or by implementing the Transaction Key scheme proposed in Australia.
Keywords and Phrases: Data Encryption, Security.
CR Category: E.3.

INTRODUCTION

David Kahn (Kahn, 1983) has cited priests, soldiers, lovers
and criminals as users at one time or another of encryption.
In earlier days when dispatches were sent by courier or
carrier pigeon, there was always the danger that a message
would be intercepted. Now, although we have far more
sophisticated methods of transmitting information, this
threat still remains. Financial institutions that send and
receive money in an electronic form are greatly at risk.
Banks cannot hope to stop illegal interception of messages
sent through financial networks but they can reduce the
impact of such activities by using encryption. So now we
can add bankers to Kahn’s curious list.
Financial institutions all over the world have intro
duced services for their customers such as Automated
Teller Machines (ATMs) and Electronic Funds Transfer at
the Point of Sale (EFTPOS) that are heavily reliant on the
use of computers and communications. The term elec
tronic funds transfer (EFT) is used to describe these appli
cations since paper based instructions for the movement of
money are replaced by the electronic transmission of the
data. Data in electronic banking is not just a resource of
value to the institution but its very lifeblood. Banks not
only have to worry about any financial losses due to crimi
nal activities but are also vulnerable to a loss of customer
confidence if adverse publicity results. Encryption of the
transmitted data is seen as one of the major ways of
preventing criminal activity and its repercussions.
This paper reviews the use of encryption and authenti
cation in on-line ATM and EFTPOS services, with a spe
cial emphasis on current developments in Australia. The
principles and practice of classic and public key crypto
graphy are outlined followed by a discussion of the Aus
tralian standards that have just been published. Attention
Copyright © 1988, Australian Computer Society Inc.
General permission to republish, but not for profit, all or part of this
material is granted, provided that the ACJ’s copyright notice is given and
that reference is made to the publication, to its date of issue, and to the
fact that reprinting privileges were granted by permission of the Austral
ian Computer Society Inc.

is focussed in particular on Australian Standard AS 2805
6.2 “Key Management — Transaction Keys” which offers
an elegant solution to the key management problem.
RISKS TO UNPROTECTED DATA

Where communications are required for on-line process
ing of a transaction, messages are transmitted in both
directions between the source of the message and the host
computer. At its most complex, this might involve a mes
sage being switched from a terminal to a mainframe via
many other computers. This makes messages vulnerable
to the activities of criminals who may intercept, alter,
destroy, disclose or compromise the information in some
way. The various forms that electronic crime can take are
well-known. They include passive and active wiretapping,
browsing, masquerading and piggybacking. If encryption
or message authentication codes are not used then particu
lar risks to ATM and EFTPOS services include:
1. Discovery of the Customer PIN by Passive Wiretapping

The major safeguard in ATM and EFTPOS systems is the
authentication of transactions by personal identification
numbers (PIN). If a customer PIN and account number are
discovered the person who obtains them can masquerade
as the legitimate user. For example, a dishonest retailer
could install a dummy EFTPOS terminal in order to cap
ture card data and PINs. Such information could then be
used to generate large numbers of fraudulent transactions
to the retailer’s own account through a genuine terminal.
Alternatively, this information could be used by crimi
nals to perpetrate a counterfeit card fraud. Even on a small
scale a considerable loss could be suffered by an organisa
tion but if thousands of counterfeit cards were distributed
this would be much more serious. Such a crime might not
be detected until the legitimate cardholders examined
their statements or received notification that their
accounts were overdrawn. The cost to a bank would be
considerable. In the first place restitution would have to be
made to defrauded cardholders if the bank wanted to
retain its customers. Deciding which transactions were

f Department of Computer Science, Massey University, New Zealand. Manuscript received June 1988, revised December 1988.
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legal and which ones were fraudulent would be extremely
difficult since customer declarations would have to be
relied upon. In such circumstances, many people might
make fraudulent claims on a bank either accidentally or
deliberately. An important side effect of such a large scale
counterfeit card fraud would be loss of consumer confi
dence in ATM and EFTPOS applications (AS 2805.3,
1985).

K,

2. Alteration, Deletion and Addition of Data by Active
Wiretapping

Transactions can be altered so that the amount of a retailer
credit is increased, a customer debit decreased or a debit
changed into a credit. It may also be possible to interfere
with the network so that credits are directed to the wrong
account or debits suppressed. In EFTPOS, large sums can
be misdirected to an existing account or one set up for
fraudulent purposes (Smart and Evans, 1986). Then, mak
ing use of the Society for Worldwide Interbank Financial
Telecommunications (SWIFT), these fraudulently
obtained funds could be transferred to a bank account in
another country. In these circumstances, it would take time
to identify and recover the funds and at worst the money
might never be retrieved.

K2

t0'

Kn

ENCRYPTION

To combat the threats described above, encryption and
message authentication codes are commonly used. A mes
sage or a component of a message, such as a PIN, can be
encrypted to make it unintelligible to anyone who does not
possess the decryption key. Encryption is used not only for
encipherment but also in the generation of an authentica
tion code. A message authentication code (MAC) can be
appended to the data so that any change to that piece of
information will be discovered.
Encryption is a process that allows information to be
scrambled in some way so that an opponent (a term used in
this context to describe a person trying to break a crypto
gram) cannot retrieve the original text. Both code and
cipher systems can be used for this purpose but, in comput
ing, cipher systems have been developed as they allow for
a change of key whereas codes do not. A message, referred
to as the plain-text, is encrypted by a key in accordance
with specific rules (the algorithm). In this way ciphertext or
cryptograms are produced. The plaintext can be recovered
by the process of decryption. The basic principles are
explained by Davies and Price (1984). The result of enci
pherment is expressed mathematically as:
y = Ek(x)
with decipherment
x - Dk(y)
where x is the plaintext, y is the ciphertext, k is the key, E
the encryption function and D the decryption function. It
can be seen that the key is a vital feature of the process; it
has to be known by both parties concerned but kept secret
The Australian Computer Journal, Vol. 20, No. 4, November 1988
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Figure 1. Data encryption algorithm.

from others. In classical cryptography the same key is used
for encryption and decryption but this is not the case with
public key ciphers which require a second key to decrypt
the ciphertext.
There are various types of ciphers but those used most
often in computing are block and stream ciphers. With a
block cipher the data is encrypted and decrypted in blocks
of a size specified by the algorithm. In stream ciphers on the
other hand the data is divided into lengths determined by
the user. The distinction between these two is more
involved than this and the interested reader is referred to
Meyer and Maty as (1982). Chaining is a technique used to
make an algorithm more secure since it makes the output
block dependent not only on the current data and the key
but on data in the previous message. This has the result that
even two identical blocks will not produce the same output
so there are no repetitive patterns to aid an opponent. At
the start of a message there is no previous cipher block so
some other information has to be made available for the
encryption of the first block. This is referred to as the
initialising variable and must be the same for the sender
and receiver. To keep this secret, the initialising variable
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itself needs to be transmitted in an encrypted form so that it
cannot be discovered by criminals, otherwise the whole of
the first block is vulnerable.
Encryption can be implemented between one node and
the next (line-level encryption) or between the devices at
each end of the network (end-to-end encryption). With
line-level encryption, the message is encrypted for trans
mission along communication lines only, and is in the clear
at a node. Keys only need to be known by the nodes
connected by the line. Traffic flow security is provided in
this way since all information headers and control signals
are encrypted as well as the message. This means that wire
tappers cannot even find out where the information is
flowing.
With end-to-end encipherment the data that is passed
through the network is encrypted, leaving the network
information in the clear. The network functions are com
pletely unprotected; “call request” and “call accepted”
packets can be detected, so that no traffic-flow security is
provided. There is a need for a key to be available at both
ends of the network. A secure channel, therefore, between
the two parties is required when the same key is used for
encryption and decryption.
DATA ENCRYPTION STANDARD

The Data Encryption Standard (DES) outlines the Data
Encryption Algorithm (DEA) announced by the American
National Bureau of Standards (NBS) on 15 January 1977
for the protection of non-classified data. The quest for a
standard started in 1973 and it became obvious that
Lucifer, devised by IBM for use in automated tellers, was
the best algorithm available. The original key length of
128 bits was objected to by the National Security Agency
(NSA) on the grounds, it was claimed, that its members
wanted a cipher “weak enough for them to read but strong
enough to protect the traffic against the casual observer”
(Athanasiou, 1985). After lengthy discussions the DES
was agreed upon. Whilst the algorithm was essentially the
same as Lucifer, the key length was reduced to 56 bits
(plus 8 parity bits). The DEA has subsequently been widely
used in banking. For example, Australian Standard AS
2805.3, “PIN Management and Security”, recommended
that PINs should be encrypted using DEA.
Classified as a complex non-linear ciphering algo
rithm, the DEA (see Figure 1) encrypts a 64 bit block of
plaintext to produce the same length ciphertext. This pro
cess has 19 stages. Following an initial permutation of the
64 bits, the algorithm iterates 16 times using a different
key on each occasion. The leftmost 32 bits are then
exchanged with the rightmost 32 bits and a final permuta
tion produces the ciphertext. The first and last permuta
tions are key independent; the initial permutation IP rear
ranges the 64 bit plaintext whilst the final transposition is
the inverse of this, IP'1.
In each of the 16 iterations, two 32 bit inputs are
converted into two 32 bit outputs. Whilst the left output is a
copy of the right input, the right output is produced by
exclusive ORing the left input with the 32 bits generated
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by the complex function, f. This is expressed during the
first cycle as:
R,=L0©f(R0,K,)
where L0 denotes the left input for the first iteration,
R0 denotes the right input for the first iteration,
R, denotes the right input for the second iteration, and
K, denotes the key for the first iteration.
The calculation of the function value involves several
steps: the expansion of R0 (the right input) to 48 bits,
exclusive ORing this with the key, partitioning the result
into eight groups of 6 bits each, entering each group into an
S-box which produces a 4 bit output and, finally transpos
ing the 32 bits by passing them through a P-box. The
original key of 64 bits is reduced to 56 bits on the first
iteration after it has been passed through Permuted Choice
Table-1. To produce a different key for each of the 16
stages, the 56 bits are first moved once or twice to the left
in accordance with the schedule in the Left Shift table and
then re-arranged and reduced in number (to 48 bits) by
Permuted Choice Table-2. The message is recovered by
applying the algorithm to the ciphertext ensuring that the
same key block is used during decipherment as was used
during encipherment.
The DES can be used as either a block or stream cipher.
In Electronic Code Book mode, DES is a block cipher
where each block of the message is encrypted independ
ently of the others. Cipher block chaining, used in the
generation of message authentication codes, makes the
ciphertext dependent on the contents of the previous block
(or initialising variables in the case of the first block)
whereas in cipher feedback mode, the DES acts as a
self-synchronising stream cipher. Although the DES can
be (and is) implemented in either hardware or software,
only hardware implementation of the algorithm tested and
validated by NBS comply with the standard. In practice,
large scale integrated (LSI) chips are used for this purpose
in banking.
DES has met with a great deal of criticism over the
years. From the time that the standard was adopted there
were many people who believed that the key length of 56
bits was too short even though there are 256 possible keys.
Heilman and Diffie suggested in 1977 that it would be
possible to build a computer that could test a million keys
per second (Athanasiou, 1985). This machine, it was
claimed, would break an encrypted message in about half
a day for an average cost of $US5000 per solution. Non
etheless many experts considered that the DES was a safe
and efficient algorithm for commercial use and the DES
was re-certified by the National Security Agency in 1983
(Anderson, 1987). The NSA have finally decided, how
ever, that current technologies such as supercomputers
and fifth-generation software threaten the security of DES
and that the algorithm should be replaced by codes distrib
uted and regulated by itself (Anderson, 1987). This is
hardly surprising in view of the fact that the algorithm has
been in the public domain for several years and there are a
large number of people with an interest in breaking it.
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computed then the message will not be accepted when the
communication protocols indicate an error free reception.
The hardware or software must inform the computer or
operator that a message has failed the MAC test. It has
been estimated that the probability of detecting a change
in the message is 0.9999999998 since a feature of the
MAC algorithm is that if any bit of the message is altered
then the output of the computation will change. The use of
an encryption key known only to the sender and receiver
means that it is virtually impossible for anyone else, even if
they know the algorithm and have captured and analysed
messages, to duplicate a MAC.
PUBLIC KEY CIPHERS

Temp 2

Figure 2. Generation of the MAC (ANSI x 9.9).

The invention of public key cryptography has been attrib
uted by Kahn (1983) to the NSA as well as to the authors of
the first published paper on this topic, Diffie and Heilman
(1976). In this type of system the sender and the receiver
use different but related keys, only one of which needs to
be kept hidden. The sender encrypts a message with a key
that is made publicly available (hence the name of the
method) whilst the receiver uses one that has been kept
secret (the private key) to decode the information. This
asymmetric system makes it unnecessary to carry a secret
key between two locations. Public key systems are effec
tive because it is extremely difficult to determine the
inverse of the enciphering function. The most common
public key encryption method is known as RSA after its
inventors Rivest, Shamier and Adleman (1978) of MIT
and can be used both to keep messages secret and authen
ticate them. Public and private keys are generated using
prime numbers and modular arithmetic. Encryption is the
operation

MESSAGE AUTHENTICATION CODE

A valid message authentication code (MAC) proves that
the message is genuine; that is, the details have not been
changed. The ANSI X9.9 FIMAS Standard (1982)
recommends a method of authenticating a message that
has been used by the Australians (see AS 2805.4, “Mes
sage Authentication”) as well as the Americans. Taking as
input the bits of the message that require protection, the
MAC processing algorithm produces a new value that is
appended to the message. The DEA is used in conjunction
with the relevant bits of the message to produce the MAC.
Since the DEA only operates on 8-byte blocks, the exam
ple (Figure 2) shows a message divided into three 8-byte
blocks. Block 1 is encrypted by DEA and the output is the
8-byte block marked as TEMPI. The result is exclusive
ORed against message block 2. This allows the bitwise
combination of block 2 with TEMP 1. The result of the
exclusive OR is input into DEA again, generating TEMP2.
Finally TEMP2 is exclusive ORed against block 3 with the
result input to a final pass through DEA.
The 8 byte block generated is referred to as the message
authentication block. The 32 most significant (or left
most) bits of the computation, called the MAC, are added
to the end of the message prior to transmission. On receipt
of a message, the host computer calculates a MAC from
the data. If the transmitted value is not the same as that
The Australian Computer Journal, Vol. 20, No. 4, November 1988

y = xe(modulo m)
and decryption is the operation
x = yd(modulo m).
where the public key is the pair of values (e, m) and the
private key is the value d. The plaintext is divided into
small blocks so that the bit pattern of each one can be
converted to a number x which is processed by the above
algorithm to produce the ciphertext. The modulus m is the
product of two large primes and the security of the method
relies upon the difficulty of factorising a number that may
contain over 200 digits.
The RSA systems currently available range from selfcontained boxes with dedicated hardware to software
implementations able to run on various computers
(Lammer, 1987).
THE KEY MANAGEMENT PROBLEM IN
CLASSICAL CRYPTOGRAPHY

The keys (and any initialising variables required) have to
be available both at the terminal and the cryptographic
unit at the host computer. There may be a two or three key
hierarchy used by an organisation for data transmission
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purposes. In a two layer architecture, session keys are used
for encryption and MAC processing during a particular
time period, a day or a week, for example. When this key is
transmitted to the terminal it is encrypted using the master
key. Another level of security is introduced in a three level
system by the existence of a terminal key, sometimes
referred to as a key encrypting key. The session key in this
scheme is protected during transmission by the terminal
key. Session keys, therefore, encrypt data whilst master
keys (in a two level hierarchy) and terminal keys (in a three
level hierarchy) are used to transport keys through a net
work. There may be two session keys at an ATM or
EFTPOS terminal, one to encrypt PINs and the other for
use in the generation of message authentication codes.
The safety of all these keys is of vital importance to an
organisation. Any compromise of a key (either by disclo
sure or substitution) allows the discovery of the data
encrypted under it. Key management can be a considera
ble problem; banks have to provide for the secure genera
tion, distribution and storage of keys. Storage problems are
minimised if tamper resistant security modules are availa
ble at the host and terminals. These modules are con
structed with secure locks backed up by systems
that can detect interference. If an attempt is made
to discover the keys the unit is designed to destroy any
important information such as encryption keys or initialis
ing variables. The protection of keys during the generation
and transmission stages is more of a problem. Since the
same key has to be available at both ends of the communi
cation channel, there must be a safe method of delivering
keys to terminals. The discovery of the master key, in
particular, may necessitate its replacement in all the ter
minals in the system, a major undertaking.
EFTPOS IN AUSTRALIA
Before considering the Australian standards on key man
agement, it is useful to review EFTPOS developments in
this country. It was the rapid growth of such systems that
made it essential to face up to the problem of key
management.
When Westpac decided in 1982 to enter the EFTPOS
market, it launched the world’s first national retail elec
tronic funds transfer system in conjunction with BP Aus
tralia Limited, Woolworths and Food Plus Pty Limited
(Hansen, 1986). By 1986, Westpac and the Common
wealth Bank, who together accounted for approximately
two thirds of the EFTPOS terminals in place, had agreed to
operate jointly an EFTPOS network. Amongst other
developments, eight banks (the National Australia Bank,
the Australian and New Zealand Banking Corp. and six
state banks) set up reciprocal arrangements to accept
Bankcard and each others debit cards in EFTPOS termi
nals (Mallyon, 1986). Finally, the Commonwealth Bank
and the ANZ Banking Group have recently linked their
EFTPOS systems (McCathie, 1988). In effect a national
EFTPOS network is now in place. It is not only the banks
that have become involved with EFTPOS. Building socie
ties, credit unions, and the Australian Retailers Associa
tion are also interested parties. To meet their needs, Tele
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com Australia launched a network service in 1987 to
support both open-access and gateway operations (Rees,
1987).
With all these shared networks in place, key manage
ment procedures are required to keep the encryption keys
secret. As the various financial institutions in shared net
works do not generally use the same methods for checking
PINs no single algorithm installed in an ATM or EFTPOS
terminal can verify them all. Banks are not likely to entrust
other financial institutions with their secret keys so gener
ally authentication is carried out centrally by each bank.
Messages may pass over many links and must be verified
in some way. If a message is deciphered at a node before
re-encryption and forwarding to the card issuer, then the
PIN might appear as clear text, a procedure that makes a
bank open to a fraudulent attack. Moreover, should a
particular bank use only one key to protect all its inter
bank traffic, the whole network is exposed if the key is
discovered.
The terminals used in EFTPOS are much less sophisti
cated than ATMs and the security of any keys stored there
cannot be guaranteed. Since the terminal is entirely under
the control of the staff in the retail outlet, the device may be
removed and the information stored there accessed. With
nearly 60 million electronic transactions processed by
Australian banks and retailers in 1986, most through
EFTPOS terminals (Leech, 1987), it is hardly surprising
that the security of the transactions is a matter of great
concern. Criticism was voiced in 1986 when Mason
observed, “we have travelled too far, too fast... we have
still not reached agreement on how to manage the most
critical facet of these systems — the secret encrypting
keys” (Mason, 1986).
The Standards Association of Australia was faced with
the unenviable task of drawing up key management
procedures after EFTPOS had already been introduced on
a large scale. Care had to be taken that a retailer could be
connected up to several financial institutions without any
lessening of security. The time taken to approve the stand
ards (comments on a draft were asked for as early as 1985
whilst agreement was reached in November 1987) shows
the difficulties involved when so many parties were con
cerned. Even the preface to the standards points out that
they were not intended to invalidate existing systems but to
constitute a formal specification which would standardise
future developments of EFTPOS systems in Australia.
THE KEY MANAGEMENT STANDARDS
The problem of key management in Australian EFTPOS
systems has been dealt with in four standards:
Part 6.1: Key Management — Principles
Part 6.2: Key Management — Transaction Keys
Part 6.3: Key Management — Session Keys — Node to
Node
Part 6.4: Key Management — Session Keys — Terminal
to Acquirer
Part 6.1 deals with the principles of key management
that should be observed when developing system specifi
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cations. Various issues are discussed including the
following:
— the requirements for physically secure devices and a
physically secure environment to ensure that PINs and
stored keys cannot be accessed
— the generation of keys by random or pseudo-random
methods that make it impossible to determine whether
any one key is more likely than another
— protection against key substitution
— measures to limit the effect of key compromise
— the principle of key separation, that is different types of
data should be protected by different cryptographic
keys.
Part 6.2 describes techniques for the management of
keys used in the authentication, encryption and decryption
of electronic messages. It should be adopted where a phys
ically secure device is unavailable. This scheme provides
an ingenious solution to the key management problem.
For this reason, it is dealt with in some detail, with particu
lar attention paid to the major features: transaction keys,
terminal keys, message authentication and PIN
encryption.
The concept of transaction keys was originally deve
loped by H.J. Beker, J.M.K. Friend and P.W. Halliden
(1983) and is reminiscent of the approach employed in
espionage, where keys are used only once and then dis
carded. For each transaction, a new set of keys is crypto
graphically generated independently by the terminal and
acquirer’s computer, using the previous terminal key and
data read from the plastic card. These transaction keys
consist of the PIN encryption key, the MAC key and the
privacy key (used to encrypt data other than PINs). Each is
the output of a One Way Function (OWF), a nonreversible method of merging two 64 bit fields into one 64
bit result. Given the appropriate inputs, the DEA is used to
decrypt D with K as the key. The 64 bit output is exclusive
ORed with D to produce the final 64 bit value (see Figure
3). Three other quantities are also derived for each transac
tion in the way just described: the card key, the authentica
tion parameter and the decoupling key. The card key is
used in addition to the PIN encryption key to encipher the
PIN whilst the authentication parameter enables the card
issuer to verify, amongst other details, the transaction
amount. The decoupling key is used to produce the authen
tication parameter.
A terminal maintains a 64 bit key for every acquirer
with which it communicates. This is updated immediately
following the successful completion of a transaction with a
particular acquirer, by executing the One Way Function
with the concatenation of MAC residue X and MAC
residue Y as one input and the old key as the other (see
Figure 4). Since no residues are available when a terminal
is initialised, there has to be some method of generating the
first terminal key. Terminal initialisation procedures are
not fully defined in the standard. Whilst part 6.2 states that
a 16 digit-value should be entered through the terminal
cryptographic unit prior to executing a transaction pro
posed by the acquirer, no further requirements are speci
fied. Some other recommendations, however, are made. It
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Figure 3. One way function (AS 2805 6.2).
MAC Residue (Y)
From Response Message

MAC Residue (X)
From Request Message
D
'r
Current
Terminal Key -----K~^

OWF

r
New terminal key

i

:....................................... i
Figure 4. Terminal key construction (AS 2805 6.2).
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Figure 5. MAC key construction (AS 2805 6.2).

is suggested that the transaction “not be for value” (sic),
that the first transaction has a transaction amount of zero
and that subsequent transactions be executed at the discre
tion of the acquirer. The standard seems to place on the
acquirer the ultimate responsibility for guaranteeing that it
communicates only with valid terminals.
Once a customer enters transaction details into the
terminal, the MAC key (see Figure 5) is constructed by the
One Way Function from a variant of the terminal key and
the card value CV1, the least significant 64 bits of the
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primary account number. Then the message authentica
tion block (MAB) for the request is calculated. Whilst the
32 most significant bits (MAC) are appended to the mes
sage, the other 32 bits (MAC residue X) are kept by the
terminal. To check the authentication code of the request,
the acquirer also calculates the MAC and compares it with
the one received. Should the two match, the message is
accepted as genuine and the acquirer stores MAC residue
X. The message has then to be forwarded to the approp
riate institution when the acquirer is not the card issuer.
Such node to node communication is the subject of part 6.3
and is not considered here.
The acquirer subsequently has to add a MAC to the
card issuer’s reply to the terminal (see Figure 6). This is
generated not only from the message details but also from
MAC residue X and, for approved transactions, the
authentication parameter (although neither of these is
transmitted to the terminal). Since the MAC residue from
the previous message is included in the calculation, the
messages are said to be chained together. Several mes
sages can be linked in this way. It is the residues, though,
from the request and response messages (MAC residues X
and Y respectively), that are used in the generation of the
next terminal key.
Two keys are required to encrypt the PIN: a card key
and a PIN encryption key. The first of these is constructed
from data recorded on the card, whilst the PIN encryption
key (see Figure 7) is derived from a variant of the terminal
key and card value C V2, a permutation of 64 bits from the
primary account number. The PIN block (that is the PIN and
specified card data) is encrypted twice under DEA, once
with the card key and then with the PIN encryption key.
This process is shown in Figure 8. If the acquirer is not also
the card issuer, the message has to be retransmitted. It
cannot be sent on in its current form since the card issuer
does not have the terminal key which is necessary to
reconstruct the PIN encryption key. The acquirer, there
fore, uses the PIN encryption key to decrypt the PIN before
re-encrypting it with a key known to both parties. Note
that it is impossible for the acquirer to obtain clear text
PINs if the card key is unknown. Consequently, to provide
end-to-end PIN protection (that is between the terminal
and card issuer), the data used in the generation of the card
key should not be transmitted.
It is obvious that there are many advantages to the
approach proposed in part 6.2:
1. Both the terminal and acquirer have access to all the
information required for transaction key generation, no
keys needed to be transmitted and no master key stored
in the terminal.
2. The keys change for each transaction in a pseudo
random way that is difficult for anyone other than the
card acceptor and acquirer to predict. Even if current
key values are obtained, backtracking to discover pre
vious key values should prove impossible.
3. MAC chaining allows the terminal to check that the
acquirer received the original message and generated
the reply.
4. The terminal and card issuer both independently gener176
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ate the authentication parameter so that the terminal
can establish that the card issuer’s processor approved
the transaction for the requested value. (Remember that
this parameter is never transmitted between the
acquirer and terminal but is used in the MAC
calculation.)
5. Many acquirers can access terminals without lessening
The Australian Computer Journal, Vol. 20, No. 4, November 1988
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security for others if one of them should prove negligent
in this area.
6. It is possible to implement part of the transaction key
scheme in intelligent card technology. This would pro
vide even greater protection to a cardholder.
Parts 6.3 and 6.4 will not be considered in any detail
here since both standards are based on the more traditional
three key hierarchy described above and employ a master
key, key encryption keys and session keys. Part 6.3 des
cribes methods of interchanging session keys between
nodes where each node is able to change its keys whenever
it wishes. On the other hand, part 6.4 deals with the
acquirer to terminal dialogue; session keys are generated
by the acquirer only. Both parts maintain the principle of
key separation with different keys for PIN encryption,
MAC processing and data encryption (using the privacy
key). To add another level of security, there is one set of
keys for messages transmitted and another for those
received. One interesting feature of part 6.4 is that the key
encryption key can be updated by both the terminal and
acquirer by means of a one way function from information
that is not transmitted. This means that the key encrypting
key need not be distributed. Obviously parts 6.2 and 6.4
both deal with communication between the terminal and
acquirer. Two proposals were put forward so that those
who already made use of the three key hierarchy did not
feel threatened by the more novel transaction key scheme.
FIAT—SHAMIR SCHEME

It is impossible in one article on encryption and authentica
tion to describe all the current developments in this area.
One of particular importance that should be briefly menti
oned is the method proposed by Fiat and Shamir (1986).
This is a simple identification and signature scheme which
enables any user to prove his identity and the authenticity
of his messages to any other user without requiring a
public key. Its security relies on the difficulty of extracting
modular square roots when the factorisation of the modu
lus, n, is unknown. It can be used in intelligent or smart
cards, a technology that will ultimately replace plastic
cards as a means of customer identification.
CONCLUSION

Encryption and authentication measures are inadequate if
the secret keys used to encrypt the PINs and generate the
MAC are discovered. Key management is fraught with
pitfalls where networks are shared and lightweight EFT
POS terminals installed on the premises of retailers. To
combat these difficulties the Standards Association of
Australia has produced four standards on key management.
The most radical of these, part 6.2, advocates the use of
transaction keys that are updated after each transaction by
both the terminal and acquirer. It is a solution that offers
many advantages since there is no need for any keys to be
installed in or transmitted to the terminal. This standard
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should be recognised as a development of equal impor
tance to the RSA and Fiat-Shamir schemes.
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Contentious Issues in the Quest for EFT
Security Standards
L. Fernandof
Many interests are represented on the International and National Stndards Committees responsible for the
preparation of EFT security standards. In view of the diversity of interests there are often occasions when
some aspects of the standard are intensely debated and not always resolved.
This paper will endeavour to identify some of these contentious issues, to detail the opposing arguments
and to offer some suggestions for resolution where resolution has not been reached.
The paper will also deal in general with the need for and degrees of usefulness of security, the push for
legislation to cover EFT security, the privacy issues and the advantages and disadvantages of national
standards pre-empting international standards.
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1. INTRODUCTION

Many interests are represented on the International and
National Standards Committees responsible for the prepa
ration of EFT security standards. The representatives of
these interests do not always agree on the many aspects
that have to be dealt with in the standards. The reasons for
disagreement can be technical or commercial or a mixture
of both.
This paper will address the issues which have raised
considerable debate, both within and outside standards
circles, and which can therefore be regarded as conten
tious. Where possible, the opposing arguments will be
detailed.
2. NEED FOR EFT SECURITY STANDARDS

The first contentious issue is a fairly basic one — is there a
need for EFT security standards? One can argue that
standards make it easier and more profitable for an adver
sary. With standards being public documents, he has only
to obtain a copy of the appropriate standard and then work
out a method to outsmart the measures described in the
standard. Once this goal is reached, and assuming that
most institutions are following the requirements specified
in the standard, the adversary can set about defrauding
several victims.
If each institution had different security measures,
including algorithms and key management schemes, an
adversary would first have to determine what those mea
sures were, before being able to develop the means to
overcome them. If and when success is reached, the tech
nique will be effective only for the one institution. To
attack another institution, the whole effort would have to
be repeated!
Copyright © 1988, Australian Computer Society Inc.
General permission to republish, but not for profit, all or part of this
material is granted, provided that the ACJ’s copyright notice is given and
that reference is made to the publication, to its date of issue, and to the
fact that reprinting privileges were granted by permission of the Austral
ian Computer Society Inc.

Unfortunately, ‘doing-your-own-thing’ can be highly
uneconomical. First, we have to accept that any kind of
interchange, including international interchange, will be
very difficult or impossible to put in place. Second, suppli
ers will need to tailor equipment to suit the myriad of
different schemes that are in use with a corresponding
escalation of costs.
There are many advantages to having good .tandards,
but standards writers have quite a challenge. Whatever
they produce must provide the required level of security
without enjoying the benefits of a veil of secrecy and a cost
which is not unreasonable when compared with the
amounts to be protected. This equation becomes critical in
retail transaction when the amount of a transaction is
frequently less than $ 100.
3. PUBLIC INTEREST VS BUSINESS DECISIONS

One of the first fundamental issues facing standards
writers is whether they should be concentrating on protect
ing the consumer (in this context the cardholder) or the
institutions involved (e.g. retailer, transaction acquirer,
telecommunication provider, card issuer). If it is the con
sumer, then the objective must be to provide reasonable
protection, at a reasonable cost — the same criteria as
applying to say the design rules for motor vehicles.
If it is the institutions concerned, then there is quite a
wide spectrum to consider. A large bank may be prepared
to make a business decision to spend the minimum on
security and to cover any possible losses from a percentage
of the fees earned from a high volume of transactions. A
smaller bank may prefer to play it safe and build-in as
much security as possible on the basis that any hint of a
security breach may have far-reaching ill-effects on its
customer base.
There is no perfect solution. In practice, the ex
perts preparing standards seem to have reached a good
balance and set down requirements which are manifestly
reasonable from all points of view. The fact that a fairly
wide range of interests are represented on the committees

t Standards Association of Australia (until March 1988).
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concerned might be one of the reasons for this
accomplishment.
This leads to the question whether EFT security should
be dictated by legislation. Even assuming that agreed
standards are in place and the legislation will make those
standards mandatory, there are many dangers inherent in
this approach. Some of these dangers are:
— Taking away the prerogative of standards users to
decide whether or not to follow the standard.
— The legislation may require compliance with some
aspects which are not mandatory in the standard.
— Placing undue pressure on standards writers to achieve
perfection and absolute agreement, since the require
ments they include in the standard will become law.
— The possibility that legislation may specify time scales
which are incompatible with business decisions which
have to take account of many factors.
In the Australian scene, there has already been some
discussion on whether one day the Australian Payment
Systems Council will require (as opposed to encourage)
compliance with certain security standards, particularly
with regard to key management. The Council has demon
strated that it is much more of a co-ordinating and guiding
body than a policing one, and hence unlikely to recom
mend any legislation unless some sector of the industry
acts very irresponsibly.

forums for over four years. It stems from the rightly held
belief that personal identification codes would be easier to
remember if they comprised a series of letters which
formed a word (e.g. fire, mother, zoology).
Having letters also permits the use of PINs in excess of
the usual four numerals, on the basis that, for example, a
seven-letter word is easier to remember than seven
numerals. Most systems, however, can only recognise
numerals in the PIN field and so the 26 letters of the
alphabet (alpha characters) have to be translated
(mapped) into ten numerals.
The ANSI standard X9.8 was the first to address this
issue. Since the layout of the numerals on the PIN pad was
based on the layout of the numerals on US telephones
(touchfones), the same mapping was used with TWO vari
ations; the letters ‘Q’ and ‘Z’ are not on touchfones and had
to be included on PIN pads.
The US touchfone mapping was the same as a CCITT
recommendation except for TWO variations; the letters
Table 1 shows the discrepancies.
Table 1.
Alpha
Character
0

4. GATEWAY YS SHARED COMMON ACCESS
This is another area that has been intensely debated and
has, to some degree, influenced the development of secur
ity standards.
In the gateway arrangement, each terminal is dedicated
to one acquirer only and that acquirer has sole responsibilty for all security measures.
In a shared common access arrangement, the terminal
will most likely be privately owned with each participating
acquirer having access to a designated segment of the
terminal for security purposes.
Notwithstanding the key management system in use,
the gateway followers argue that in a common access
arrangement, the lowest common denominator principle
will apply — thus placing at risk the acquirers with higher
security. They also argue that the terminal owner will
never be sure whom to blame if any part of the system is
not functioning correctly.
The common access believers argue that the additional
cost of front-end processors to handle the complex swtiching functions necessary in a gateway environment, would
add significantly to the national cost of EFT services.
While this issue (i.e. gateway vs common access) is
highly contentious, the flow-on standards issues have been
resolved by ensuring that the standards had no bias one
way or another. In particular, the parts of the Australian
key management standards (AS 2805 Prt 6) have been
prepared on the basis of network neutrality — i.e. can be
used both in a gateway or a shared common access
environment.
5. PIN PAD MAPPING
This is a debate that has persisted at the international
The Australian Computer Journal, Vol. 20, No. 4, November 1988

Q
z

CCITT
0 (zero)
0 (zero)
ns

Numeric Translation
Touchfone
6
ns
ns

ANSI X9.8
6
1
1

ns = not specified

The current position in the draft ISO standard dealing
with this issue is that the standard will not require com
pliance with any alpha mapping requirement — instead,
an explanation will be given on the conflict. This was the
only solution acceptable to the US and European
delegates.
In the Australian standard (AS 2805 Part 3) the ANSI
arrangement has been shown as an example but is not
mandatory. The Australian opinion at the ISO discussions
has been that all known suppliers of PIN entry devices
have been using the ANSI mapping and it would be unwise
to change course now. Surprisingly, this view was sup
ported by the UK delegates.
6. PROPRIETARY ALGORITHMS VS PUBLIC
ALGORITHMS
Two important security functions in the processing of an
EFT transaction are Message Authentication Code
(MAC) generation and PIN encryption. Both require the
use of an algorithm.
The advantage of using a public algorithm is that all
users can use the same algorithm and chips or boxes which
perform the function are available from several sources.
The disadvantages are that the operation is public knowl
edge and the fact that anyone who manages to break the
algorithm has in effect gained the ability to get into every
system that relies on the one algorithm.
The advantage of a proprietary algorithm is that before
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it can be broken, its operation has to be determined. The
disadvantage is that a proprietary algorithm can never be
incorporated in a standard while it remains exclusive to its
designer/supplier. This means that it can be supplied by
only one manufacturer.
The most commonly used public (some dispute this!)
algorithm in the banking/financial world is the US
National Bureau of Standards Data Encryption Algorithm
(NBS DES). It has been adopted by several ANSI, ISO and
Australian standards. There have been several reports of
NBS DES having been broken etc, but so far, all the
traditional users have not lost faith. In fact, in March last
year the US National Security Agency (NSA) announced
that NSA will continue to support NBS DES for the bank
ing community until a suitable replacement was found.
This announcement followed several months of discus
sions between the NSA and the US banks after NSA
announced that it was discontinuing its endorsement pro
gram for DES equipment.
7. PRIVACY OF EFT MESSAGES
At the time the proposal for an Australia Card was being
debated, a key issue was the threat to the privacy of individ
uals. The concern was that personal information such as
name, address, date of birth, marital status, etc would be
flowing through normal telecommunications channels as
well as existing in data bases. It was argued that eaves
droppers with the right equipment would have no difficulty
in ‘tapping’ the appropriate data lines and recording the
information. At one stage, the government countered by
making the statement that data lines carrying such infor
mation will be ‘protected’ without elaborating on what sort
of protection was intended.
In the Australian EFT environment, while all institu
tions are known to be taking steps to secure the ‘valuable’
information contained in EFT messages (e.g. to encrypt
the PIN and to authenticate the message with a MAC), but
as yet, the confidentiality of personal information remains
unprotected.
Hence, today, by tapping an EFT communications line,
while it is not possible to obtain PIN information or to
make alterations to the account number or the value of a
transaction, it is possible to obtain information such as the
identity of the cardholder, the card acceptor, the type of
transaction and the amount (since this information is
transmitted in the clear).
The Standards Association of Australia committee
responsible for the AS 2805 series of Australian standards
has begun to address this issue and the following are some
of the matters considered:
— A separate privacy key should be used for encrypting
information which needs to be protected.
— Provision has been made for generating a Privacy Key
in the Key Management Standard (AS 2805 Part 6).
— Information which can identify an individual should be
encrypted.
— Information which identifies the card acceptor, the type
of goods/services, and the amount of the transaction,
should also be encrypted since this information will be
180

of commercial value.
— Unless there is complete agreement on which fields are
encrypted amongst all institutions, there will be
immense problems for transaction processors.
There is no known work in this area in the international
arena and once again Australia appears to have been the
first country to address this important issue.
8. PRE-EMPTING INTERNATIONAL STANDARDS
The previous topic is a good example of a National stand
ards body having to pre-empt international standards.
There are many who hold the view that all standards
efforts should be directed at the international level and
little or nothing done at the national level until the interna
tional work is complete.
They argue that rarely does an international standard
follow a national standard (except for ANSI standards and
this is on the decline) and that those who adopt a trailblazing national standard may be faced with expensive
modifications when the international standard finally
arrives.
Unfortunately, given the pace at which technology is
developing and the time taken to complete an interna
tional standard, there is little choice if a local urgent need
arises. Those who prefer some local standardisation efforts
before or in parallel with the international standards, argue
that this path not only brings a semblance of order into the
local scene but also provides valuable guidance to
designers and enables experience to be gained which can
be most useful when contributing to the international
work.
9. CONCLUSION
Considering that the subjects covered in EFT security
standards are fairly complex and have far-reaching conse
quences, it is no surprise that several issues become
contentious.
Considering that the published Australian standards in
this area comprise over 120 pages, it is a tribute to the
members of the SAA committees and subcommittees that
there was unanimous agreement on all the material pub
lished so far.
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The Development of VBARS:
An Applied Expert System
Murray Frazerf
In December 1987, use of an expert system to provide advice on assistance to new or small businesses
commenced in Melbourne. The system has been developed by BBJ Computers International Pty Ltd of South
Melbourne, for the Victorian Government’s Department of Industry Technology and Resources. This paper
discusses three matters: the Department’s motivation in commissioning the system, the planning and
development of the system, and its use. The presentation is from the point of view of the Department as the
client, rather than from the point of view of the technical developers of the system.
Keywords and Phrases: Expert systems, applied AI, VBARS, TODAY-ES.
CR categories: i.2.1, K.6.1

INTRODUCTION

In December 1987, use commenced of VBARS, the Victo
rian Business Assistance Referral System, at what will be
nine locations in Melbourne. This system provides advice
to enquirers from the general business community as to
which of eight different sources of professional advice on
various aspects of starting, running and improving a small
business is the most appropriate for the enquirer’s own
particular business-related needs. It is thus an intelligent
referral system, rather than a direct source of business
advice.
BBJ Computers International Pty Ltd, of South Mel
bourne, began the development of the system in February
1987, under an agreement with the Victorian Govern
ment’s Department of Industry, Technology and
Resources.
This paper outlines the motivation for developing the
system, the process of planning and developing it, and how
it is used, all from the point of view of the Department: that
is, it gives the perspective of the client who has commissi
oned and paid for the system, rather than that of the
technical developers of the system.
THE MOTIVATION FOR THE PROJECT
Technology Development Motivation

The first major motivation for this project flows from the
technology development thrust of the Victorian Economic
Strategy. Under this strategy, the Victorian Government
has instituted a number of actions to assist and encourage
the development, use and export of software products from
Note: The views expressed in this paper are those of its author, and are not
necessarily shared by the Government of Victoria or the Department of
Industry, Technology and Resources.
Copyright © 1988, Australian Computer Society Inc.
General permission to republish, but not for profit, all or part of this
material is granted, provided that the ACJ’s copyright notice is given and
that reference is made to the publication, to its date of issue, and to the
fact that reprinting privileges were granted by permission of the Austral
ian Computer Society Inc.

Victoria. In artificial intelligence these actions include:
1. Support for the establishment of two software exporting
consortia;
2. Substantial financial support for both the First Austral
ian Artificial Intelligence Congress (Melbourne,
November 1986) and the Fourth International Logic
Programming Conference (Melbourne, May 1987),
and sponsorship of the Joint Australian Artificial Intel
ligence Conference (Sydney, November 1987); and
3. In collaboration with Intelligent Systems Research Pty
Ltd and Oliyetti Australia Pty Ltd, arranging for
advanced knowledge engineering hardware and soft
ware to be available for teaching, research and com
mercial purposes at Chisholm, Swinburne and Royal
Melbourne Institutes of Technology, and at Melbourne
and Latrobe Universities.
Although there is a large amount of interest in expert
systems within the software community in Melbourne, few
people have had direct experience of building a real, com
mercial system (as distinct from a “toy”, a demonstration
system, or a student exercise). In addition, because there
are so few — apparently none at all — expert systems in
regular and more-or-less public use in Melbourne, a poten
tial buyer of this new technology cannot readily see a real
system at work.
The Department concluded that a most useful way of
stimulating expert systems work and use would be to
commission one itself, provided that the project could be
chosen and structured to ensure wide public access to both
the finished system and the process by which it was
developed.
Problem Solving Motivation

In Victoria (or any other part of Australia), any person
wishing to start, run or develop a business has an enormous
array of private sector and government or semi
government agencies from which to seek advice and
assistance. It can be difficult for the person to identify and
locate the particular source or sources of advice that are

t Dean, Faculty of Business, Swinburne Institute of Technology, Melbourne and formerly Project Director, Advanced Software Applications, Department of
Industry, Technology and Resources, Melbourne. Manuscript received, 25 January 1988. Manuscript revised 19 August 1988.
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most appropriate for their particular needs.
The general levels of co-operation, co-ordination and
information exchange between these agencies are usually
not large. As a result, it can also be difficult for one of these
agencies to know to whom it should refer an enquirer
whose needs the agency itself cannot meet.
In order to advise an individual or corporate enquirer on
the most appropriate support agency, a business adviser
thus needs to be expert in the services provided and skills
offered by all the agencies, and to some extent expert in the
skills needed to start, operate and expand a successful
business. This is a tall order, and there are few (if any) such
“experts” available. The expertise is available, but it is
dispersed between a number of experts, at least one to each
agency.
The Victorian Business Assistance Referral System has
been designed to capture, integrate and make widely
available the expertise that currently resides in a number of
dispersed human experts. This system is, in its current
stage, limited to eight agencies. Although many more
could be included, it was felt that to start with, the system
should not be too large.
The eight agencies covered in the current version of the
system are: Australian Microcomputer Industry Clearing
house (at Royal Melbourne Institute of Technology); Aus
tralian Productivity Council (Victoria); Business Planning
Scheme of the Victorian Department of Industry, Tech
nology and Resources; Centre for the Development of
Entrepreneurs (at Chisholm Institute of Technology);
Industrial Design Council of Australia (Victoria); Small
Business Development Corporation of Victoria; Victorian
Economic Development Corporation; and Victorian
Innovation Centre.
THE WIDER TECHNOLOGY DEVELOPMENT
CONTEXT

In April 1984, the Victorian Government released Victo
ria: The Next Step (Government of Victoria, 1984), which
set out a ten-year Economic Strategy for Victoria. Its
objective was to increase the long-term rate of growth in
income and employment by improving the international
competitiveness of Victorian enterprises, through concen
trations on the trade-exposed sector of the economy and
on technology and scientific research.
Two of the principles of the Economic Strategy are: that
stable, long-term industrial and economic growth must be
based on the State’s competitive economic strengths (of
which the Strategy identifies nine), and that international
competitiveness is essential for sustained and sustainable
prosperity.
One competitive strength is the quality, diversity and
commercial potential of much of Victoria’s scientific and
technological research base. There are more researchoriented scientists, engineers and medical practitioners in
Melbourne than in most cities around the world, and more
corporate R&D is carried out in Victoria than in any other
state of Australia. However, as is now widely accepted,
Australia’s ability to develop its scientific resource com
mercially, and to extract economic returns from it, has
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been very limited to date.
In July 1986 Victoria: The Technology Statement was
released by the Government (Government of Victoria,
1986), announcing about 30 specific development pro
jects or activities, all aimed at making much better com
mercial use of basic science and advancing technology.
In April 1987, a revised version of the Economic Stra
tegy was published, Victoria: The Next Decade (Govern
ment of Victoria, 1987). This maintained the ten year
timescale, re-affirmed the nine competitive economic
strengths, and announced a number of further initiatives.
In both the Technology Statement and The Next Decade,
the initiatives concentrated on four key areas of science
and technology: Biotechnology, Materials Technology,
Advanced Manufacturing Technology, and Information
Technology.
The Next Decade devotes an important section to
Information Technology, noting that “continuing advan
ces in chip technology and in software are leading to
dramatic improvements” (p. 139) in the speed, cost and
effectiveness of processing and transmitting information.
The document reports on progress on six initiatives
already underway, and describes four new initiatives, one
on the development of advanced software (including
expert systems). It concludes: “The Government has
decided that advanced software development and asso
ciated hardware requirements should be an area for stra
tegic development by the Department” (p. 143).

PROJECT DEFINITION
Initial Planning

The Department conducted discussions with a number of
people interested in expert systems during mid-1986, from
both research groups and commercial enterprises. These
discussions sought advice related to both of the principal
motivations referred to above. In the initial planning of the
project the questions of most concern to the Department
were: is the problem being considered suitable for solving
by means of an expert system, and if so, how can the
project be structured to provide the maximum impetus to
the more general development of expert systems technol
ogy locally?
In the consultations, the Department received assuran
ces on the first question, a number of useful suggestions on
the second, and considerable enthusiasm for the project —
particularly the technology development aspect of it.
A preliminary project brief was distributed to about 20
people from research and industry in August 1986, and
some valuable suggestions were made by several people as
a result of this. In October a project brief was issued, and
the project was formally announced by the Victorian Min
ister for Industry, Technology and Resources, the Honou
rable Robert Fordham, MP. About 40 people requested
copies of the brief, which invited proposals to be returned
to the Department by mid-November.
It was the Department’s hope that five or six serious
proposals might be received: in fact the total was 11, a
most satisfactory result.
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Project Objectives

The project brief set out five objectives for the system:
1. To develop a useful expert system that can be used by
the Department and other agencies to provide accurate
advice to enquirers.
2. To develop a useful expert system that can be used by
the Department and others to demonstrate a practical
expert system in use.
3. To provide the developers with hands-on experience of
the analysis and software development necessary to
produce a real, useful expert system.
4. To provide interested software developers not directly
involved in the project with some practical experience
of and information about the process of developing a
real and useful expert system.
5. To provide interested research workers with some prac
tical experience of and information about the process of
developing a real and useful expert system.
It is clear that the objectives for this project are different
from the objectives of purely commercial expert systems
— probably only the first of these objectives would then
apply, with the addition perhaps of a training role for the
system. The technology development role of this project is
clearly very important, with objectives 3 to 5 seeking to
spread some of the practical experience as widely as possi
ble through the interested community1. The objectives also
reflect the strong interest the Department has in fostering
closer commercial relationships between industry and
research groups.
Criteria for Project Selection

As the Department’s first exercise in expert systems, it was
obviously important to choose the project carefully: there
are many problems and questions confronting the
Department that might well be suitable for expert systems
solutions, and the question was how to choose between
them. The following project selection criteria were
employed: the importance of the technology development
role of the project is clear from these.
1. The project should provide a useful and useable solu
tion to a real problem, to avoid the near-trivial nature of
many demonstration or “toy” expert systems.
2. The project should have wide application outside the
Department, so that runtime copies of it can be readily
available at a number of locations for “test driving” by
those interested in expert systems technology.
3. The subject matter of the system should be compara
tively general, and readily comprehended by most peo
ple in business, so that they can more readily appreciate
the power of the expert system at work, without concern
for the technical details of the problem domain.
4. The project selected should have a clear expansion path
beyond the system outlined in the initial proposal.
5. The subject matter of the system should not involve any
confidential or commercially sensitive material, as this
would compromise its demonstration role.
6. The project should be such that questions of liability for
the advice offered were unlikely ever to arise.
A fully commercial project would of course use rather
The Australian Computer Journal, Vol. 20, No. 4, November 1988

different selection criteria: but in any case, it is important
to understand why a particular project is being chosen.
Criteria for System Design

The Project Brief specified a number of design criteria for
the system, of which some were considered to be essential
and some just highly desirable.
The essential criteria were:
1. The system must run under the MS-DOS operating
system, on an IBM-PC XT microcomputer or equival
ent. This condition was to assist in distributing the
system to the eight agencies concerned, few of which
have computing equipment more sophisticated than
this. Use of an AT or similar would either restrict the
accessibility of the system for demonstration and opera
tional purposes, or would impose extra costs on the
Department in being asked to provide the agencies with
such equipment.
2. The system must have a high-quality user interface, so
that it can readily be used by people with little or no
familiarity with expert systems or microcomputers.
Basic keyboard skills for users could be assumed, but
requiring any prior knowledge of expert systems would
severely limit the usefulness of the system for both
demonstration and operational purposes.
3. The system must be of a fully professional standard, of a
high technical quality, containing mechanisms for
explaining why it is asking particular questions and for
explaining how it has reached its conclusions.
4. The system must be written so that it can readily be
expanded, by adding more agencies to its knowledge
base or more detail about the agencies currently
included. This was to allow subsequent extension of the
system to cover most of the services included in the
National Industry Extension Service (NIES).
5. To satisfy objectives 4 and 5 (see above), the developers
of the system must give up to six public presentations
covering their analysis of the problem, the difficulties
encountered and the steps taken to overcome these, and
any novel or unusual ideas included in the system. The
Department promised to organise these presentations.
6. The Department expected that the developers of the
' system would themselves learn a substantial amount
from the project, and this experience would be of com
mercial value to them as they subsequently seek fully
commercial expert systems work. Accordingly,
respondents were asked to state what proportion of the
total development cost they would be prepared to con
tribute themselves.
The major highly desirable features were:
7. The system should be able to accept input in a compara
tively free-form, rather than in any highly structured
manner. (In fact, none of the 11 proposals could satisfy
this.) It should also be able to respond quickly (unde
fined) to responses.
8. The system should be developed as a collaborative
venture between a commercial party and a research
institution, in order to encourage closer commercial
links between the two. Eight of the 11 proposals met
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this condition: the proposal from BBJ that was accepted
was one that involved no formal collaboration with a
research group. After BBJ was awarded the job,
attempts were made to establish a working relationship
with one research group, but a proposal satisfactory to
all parties could not be developed.
9. The expert system should be written using an
Australian-produced language, shell, or operating sys
tem. This “desirable condition” was inserted more in
hope than expectation, and in order to make the point
that the Victorian Government is prepared to support
local software development. That BBJ offered just such
a product was an unexpected bonus, and an important
factor in awarding the job to them. ; ; : \ w .
Several further desirable conditions of lesser interest
were also given.
SELECTION OF A DEVELOPER

The 11 proposals, not unexpectedly, varied quite signifi
cantly in most respects. The total estimated cost of the
proposals ranged from about $20,000 to over $100,000,
and the proposed cost to the Department ranged from just
$4,000 to nearly $100,000. Unexpectedly, not one of the
11 respondents approached any of the eight agencies to be
included in the system to learn more about their activities.
A small number of proposals planned to use Australian
software (BBJ included), but most offered imports. Several
were unable to guarantee that their systems would operate
on IBM-PC XT or equivalent.
Selection criteria were drawn up, heavily based on the
lists of essential and desirable criteria and the perceived
capacity of the respondents to meet those criteria, and the
11 proposals were evaluated against these.
From this evaluation, a short-list of four was drawn up.
To choose between these, it was clear that technical exper
tise from outside the Department was needed. But virtually
everybody in Victoria competent to offer such advice was
associated with one (or occasionally two) of the proposals,
and would not be seen as objective in their comments.
Dr Ria Follett of Scientia Pty Ltd in Sydney was there
fore asked to examine the short-listed proposals and to
make expert comments upon them. Most of her comments
raised questions of clarification of what were the Depart
ment’s objectives for, and expectations of, the project. Both
these comments and her questions directed at the propos
als themselves were of great value.
After receiving this advice, the Department held dis
cussions with each of the four short-listed respondents,
BBJ was chosen just before Christmas 1986. They pro
posed to develop the system using their own product,
TODAY-ES, which is an expert systems module in their
well-established applications generator language
TODAY. TODAY-ES is a new product, formally
announced only in November 1987, at the completion of
VBARS.
DEVELOPING THE SYSTEM

From the Department’s point of view as the client, the
system’s development has differed little from other pro
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jects involving outside specialist consultants. Regular pro
ject meetings have kept track of progress, highlighted
problems and looked for solutions to them, allowed further
discussions and clarification of points that are unclear,
helped keep the project on schedule, and so on.
Perhaps the most unusual feature is that this expert
system is capturing the expertise of many experts, rather
than just one. This means that there must be an acceptable
mechanism for resolving differences of opinion between
the experts. It was thought that a senior Departmental
officer might have to exercise the wisdom of Solomon, and
resolve such questions. In practice, this has been necessary
less than had been expected. Another consequence of this
feature is that the completed system has a depth and
breadth of expertise not equalled by that of any individual,
so that a new level of expertise has been generated.
Development of the system started with a prototype
covering three rather different agencies. However it soon
became apparent that this omitted the key question of
resolving apparent or actual overlaps between the services
offered by two or more agencies. As overlaps were
expected to be the biggest problem in developing the
system, a prototype that carefully avoided such overlaps
was clearly of limited use. A fourth agency was, therefore,
added to the prototype, chosen so as to provide maximum
overlap with one of the three initially chosen.
All agencies concerned offered willing co-operation,
and a number expressed interest in later having an expert
system developed to help them in their own work.
The development of the system spanned about eight
months, with an average of about one and a half people
from BBJ working on it, giving a labour input of about 12
months. Four or five days of experts’ time were required
from each of the eight agencies, giving a total expert input
of seven or eight weeks, spread over most of the eight
months. About two weeks of a Departmental project man
ager’s time was required, also spread over the eight
months.
VBARS is built around decision trees, rather than rules
(although TODAY-ES supports both). If VBARS were
expressed entirely in rules, it would require close to 1000
of them.
USE OF THE SYSTEM

As the principal intent of this paper is to describe the
process of development of this system from the point of
view of the client, technical details of VBARS are out of
place. However, a short comment on its use is appropriate.
VBARS can be accessed by an enquirer in two ways:
directly, by sitting before a terminal in any one of the eight
agencies, or indirectly, by telephone through a staff
member of an agency as an intermediary.
The system is housed on the Department’s Pyramid
mini-computer, and all the agencies have modem connec
tions from micro-computers or terminals, linked to the
Pyramid through Austpac. This is a change from the origi
nal specification outlined above. The change was made to
facilitate possible expansion to many more industry sup
port agencies when the use of micro-computers would
The Australian Computer Journal, Vol 20, No. 4, November 1988
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* TODAY-ES *

’

29/9/87

TODAY-ES

29/9/87

VICTORIAN BUSINESS ASSISTANCE REFERRAL
SYSTEM

VICTORIAN BUSINESS ASSISTANCE
REFERRAL SYSTEM

This computerised referral system helps people seeking busi
ness advice and assistance.
It knows about the services supplied by a selected number of
business assistance agencies and can match these to the business
needs of the enquirer. In some cases it may find needs and oppor
tunities which the enquirer was not aware.
A series of questions will be asked. Most of them are multiplechoice. If your answer is not one of those listed please choose the
nearest available answer.

— 1) A Profile of Yourself and Your Business How many full years experience do you have in
managing a business?
How many full years have you worked in this
industry or a related industry?
You are enquiring about your own business.
How old is the business? (Give the answer
in completed years)
Which industry sector is the business in?
manufacturing

For a REFERRAL, type 1 and then RETURN.

— 2) Subject of Enquiry and Associated
Questions —
What is the main area of your enquiry?
Which area of product assistance are you
most interested in?
What is the current stage of development of
the product/service?

For a further HELP, type 2 and then RETURN.
Control:
Figure 1. Introductory Screen.

TODAY-ES

29/9/87

VICTORIAN BUSINESS ASSISTANCE
REFERRAL SYSTEM
— 1) A Profile of Yourself and Your Business How many full years experience do you have in
managing a business?
How many full years have you worked in this
industry or a related industry?
You are enquiring about your own business.
How old is the business? (Give the answer
in completed years)
Which industry sector is the business in?
— 2) Subject of Enquiry and Associated
Questions —
What is the main area of your enquiry?

products
licensing
working model

Have you prepared a written technical feasibility
study of your product?
1) have
2) have not
Input the number of the choice selected:______

3
9
3
manufacturing

products

Which area of product assistance are you most
interested in?
1) innovations
2) design
3) assessment
4) licensing
5) manufacturing
6) develop finance
7) research and development
Input the number of the choice selected:
Figure 2. Seeking business area in which advice is wanted.

certainly lead to unacceptably slow operation and to diffi
culties in updating the frequently changing knowledge
base.
Some effort has been made to make VBARS easy to use
and non-threatening to the naive (from the computing
point of view) user, although undoubtedly more could be
done. One example is the title: there is no reference in it to
expert systems, AI, or any other piece of computing jargon.
On approaching a terminal, the user is presented with a
very short introductory text (see Figure 1). The system
The Australian Computer Journal, VoL 20, No. 4, November 1988

Figure 3. Seeking information about the development of the business
idea.

then starts to ask questions. The current question and the
possible answers are always displayed in the lower part of
the screen, with the last few questions and the answers
scrolling up the upper part of the screen.
The first questions (see Figure 2 for an example) seek to
identify the general aspect of business about which the
enquirer wants advice: in many cases this is finance,
because many of those who approach these agencies
believe that all they need to resolve their business problem
is more money. In most cases, further questions then fol
low, that probe more fully into the business background
and experience of the enquirer and (when necessary) into
the current state of development of the product or business
idea (see Figure 3). Here the system is seeking to deter
mine in which of eight major aspects of business activity
the enquirer needs advice.
In each of these aspects one or (often) more of the eight
agencies has some expertise. For example, both the Small
Business Development Corporation and the Centre for the
Development of Entrepreneurs offer training in business
planning: but a person planning to open a retail store
should be referred to the Corporation, and a person plan
ning an innovative, technology-based product should be
referred to the Centre. And in some cases, those who say
they want money turn out to be right: but the system must
distinguish between a well-established business with an
up-to-date business plan (which might be referred to the
Victorian Economic Development Corporation) and a
small and not yet stable enterprise with good prospects but
185
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TODAY-ES

29/9/87

VICTORIAN BUSINESS ASSISTANCE
REFERRAL SYSTEM
Referral to:
The Victorian Innovation Centre has the primary role of
assessment, advice and assistance to fully develop the commercial
potential of the product or service.
Other services include: Project Mangement; Facilitating rela
tions with other consultants; Negotiating agreements on your
behalf; Facilitating additional R&D/prototype development;
Market research; Development of Business Plans.
The cost for services is negotiable, and depends upon resources
utilised. The costs can be paid as a share of successful
implementation.
Contact:
The Victorian Innovation Centre Limited
125 Gladstone Street
Telephone (03) 690 6611
South Melbourne 3205
Facsimile (03) 699 2279
Telex AA 38110
Figure 4. Final Referral Advice.

no clear plan yet developed (for which the Department of
Industry, Technology and Resource’s Business Planning
Scheme might be more appropriate).
Several questions may be asked to clarify these matters
and the system concludes by advising the enquirer (see
Figure 4) of which agency is considered the most suitable,
and how to get in touch with that agency, and it gives a
description of the services provided by that agency. The
enquirer can ask how this conclusion has been reached,
and can ask for a print-out of the conclusion, the descrip
tion of services, or the explanation.
For technical details of the method of operation of the
system, reference should be made to BBJ Computing
International Pty Ltd, in South Melbourne, the developers
of TODAY-ES and of this system.
KEY FEATURES IN THE PROJECT

A number of important factors have contributed to the
success of the project to date. Chief amongst these are;
1. A close working relationship and frequent contact
between the client’s representatives on the project
committee and the developer’s. There were two DITR
representatives, one of whom was a senior officer with a
good general knowledge of expert systems and a good
expert knowledge of the problem domain. The second
was a middle level officer with some knowledge of
expert systems and of the domain. The developer’s
representatives were the technical specialists doing the
detailed development work.
2. Easy access to the software developers, which was
particularly useful as the software (TODAY-ES) was
itself very new — in fact its development was being
completed in conjunction with the development of
VBARS.
3. Ready and enthusiastic co-operation from most of the
domain experts from the agencies, from whom a good
deal of input was required.
4. The ability to develop a prototype quite easily, on which
186

a number of design concepts could be tested, and which
could then be discarded without significant loss of
effort.
The most important problems or difficulties to be over
come included:
1. The varying degrees of overlap between the roles of the
agencies. This required the development of a method
for assessing how central each function was to an agen
cy’s role, and then including this in the system.
2. Conflicting views between the numerous experts.
Although this turned out to be less of a problem than
had been feared, it did require a number of informed
judgements by DITR’s project manager. He was chosen
for this role because he knew more-or-less as much
about the entire domain as any single person, under
stood the VBARS project, and had no allegiance to any
of the agencies in particular.
3. Changes in senior personnel in several agencies meant
re-educating key parties to the project, not all of whom
were as enthusiastic initially as had been their predeces
sors. Patience and repeated explanations were needed
to cope with this.
LESSONS FROM THE PROJECT

Several lessons can be drawn from this experience, to
guide others considering having an expert system deve
loped for them to solve some problem.
These lessons, and the experiences related in this paper,
should also be of considerable interest and importance to
technical specialists in expert systems. A crucial part of
marketing expert systems as solutions to real, practical
business or management problems, is to persuade non
specialist managers of the appropriateness of expert sys
tems technology for their problems. As the technology is so
little known in the worlds of industry, commerce and
government at present, active marketing of expert systems
is vital. Thus technical specialists (those who can actually
develop commercial systems) should pay very careful
attention to the perceptions of non-specialists of the devel
opment process, to the kinds of criteria likely to be used by
decision-makers, and to the motivations behind their
desire to use expert systems.
One lesson is that it is important for the client to decide
clearly what it is that the system is to do, because if the
client is unclear about this no developer can be expected to
know. And as so little is known about the capacities of
expert systems, outside of specialist audiences, there is
likely to be considerable uncertainty and confusion.
It is also important to be clear as to why an expert
system is wanted for a particular task. Is it because an
expert system is clearly the best way of tackling it? Or is it
because the client wants to experiment with the new tech
nology? Or perhaps a mixture of the two? These are all
legitimate reasons, but the client paying for the job, and the
technical specialist developing the system, both need to be
clear on this matter.
The full co-operation of all the relevant experts is
obviously essential. The experience of this case shows that
it need not be difficult to obtain.
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The client should not be afraid to ask questions and to
seek further ideas and information, from any and all sour
ces available. In such a new field, where there are very few
real experts in Australia (or elsewhere), no-one need feel
embarrassed at asking “simple” or basic questions.
However the principal conclusion to emerge from a
client-centred review of this project is that having an
expert system developed to solve some problem need be
little different from other projects, and it does not necessar
ily involve any great trauma.
The Department has been pleased with the project to
date, although as the system has as yet had only limited
use, final judgement must be withheld for the time being.
But the indications at this stage are that VBARS has met
the objectives and design criteria set for it, as outlined
earlier in this paper.
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KERRIDGE, J. (1987): Occam programming: a practical approach,
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POUNTAIN, D. and MAY, D. (1987): A Tutorial Introduction to Occam
Programming, Blackwell Scientific Publications, 108 pp., $32.95
(paperback).
The Occam programming language (and its successor, Occam 2) has
been developed for parallel programming. Although Occam was deve
loped alongside the transputer (a programmable VLSI device with pointto-point communication links to other transputers), Occam is not the
assembly language of the transputer, but rather the transputer is an
efficient hardware implementation of Occam, i.e. an Occam engine.
Each of these three books is aimed at readers with a general
knowledge of high-level programming languages but not necessarily
familiar with the issues of concurrency, and is therefore suitable for both
computing professionals and undergraduate students. Despite this super
ficial similarity, each book has its own niche in the marketplace.
The original Occam is a far simpler language than Occam 2, particu
larly in the area of data types. Occam has only one data type which can be
used as an integer, character or boolean value, and can be structured only
with one-dimensional arrays. In Occam 2, variables and parameters must
be delcared to be of a particular type (integer, floating point, character,
etc.), and the usage of variables is checked for compatibility with their
types. Data may be grouped into records or multi-dimensional arrays.
Occam has only procedures, while Occam 2 has both procedures and
functions.
Occam 2 is clearly intended to supersede Occam, and the word
‘Occam’ in a book title could imply either version of the language. Thus
Kerridge decribes the original Occam language, while Pountain and May
present Occam 2. Burns also describes Occam 2 (and this is clear from his
title).
Kerridge’s book is a gentle introduction to the original Occam lan
guage. The syntax and semantics of Occam are presented very informally
in a single chapter. The format is to introduce the novel language features
through a series of example programs accompanied by a most descriptive
narrative. The second chapter describes how Data Flow Diagrams may
be used to design the parallel structure of an Occam program. Chapters
3-5 are devoted to the development and description of larger examples,
drawn from such diverse application areas as process control, data pro
cessing, and modelling and simulation. Particular process structures such
as the pipeline and process arrays are discussed in the context of example
programs in Chapter 6, while Chapter 7 describes the transputer and its
relationship with the Occam language.
Kerridge’s book is ideal for someone who is interested in learning
about parallel programming without any intention of actually writing an
Occam program. Having finished this book, you would be a read-only
Occam programmer. While presenting syntax and semantics by example
makes easy reading, the complete lack of any formal or precise language
definition prevents this book being used as a language reference tool.
By comparison, the books by Burns and by Pountain and May teach
the Occam 2 language thoroughly and with sufficient rigour to allow the
reader to write Occam 2 programs. As Occam 2 is also a more complex
language, both of these books devote far more pages to the presentation
of language features than Kerridge’s single chapter. Consequently they
tend to be more tedious to read than Kerridge’s (the syntax for declaring
multi-dimensional arrays isn’t exciting reading).
The book by Pountain and May is entirely devoted to presenting the
Occam 2 language, and provides a complete tour of the syntax and
semantics illustrated by small example program fragments. Pountain has
considerable experience in writing for professional computing maga
zines, while May had a major role in the development of both Occam and
the transputer. Consequently the book is well-written and accurate.
Chapter 11 is a concise formal description of Occam 2, handy to have at
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your side while programming. The book uses signposts to assist the
reader, e.g. Key Idea for fundamental concepts, Take care for unusual or
difficult material, Technical Note for implementation issues etc. For these
reasons, I would recommend this book to a computing professional
wishing to learn to write in Occam 2.
On the negative side, Pountain and May do not present any large
example programs. There is no material about the transputer, which is
disappointing as it would demonstrate that languages like Occam are
required to exploit these new developments in computer architecture.
Given that this book is intended as a good straightforward tutorial and
reference for Occam 2, it has a woefully inadequate index and table of
contents, making it difficult to look up details quickly.
The book by Burns is longer and covers more material than Pountain
and May. In addition to the language description, there are chapters on
the transputer and its implementation of Occam, formal methods to assist
in program verification and transformation, and a comparison of Occam
and Ada with regard to their model of concurrency. It is the only one of
these books to cover some of these issues, and the only one to comment on
the semantics rather than just describe them. There is also a bibliography,
and an adequate table of contents and index. Something I really appre
ciate is the appendix with the concise syntax definition, presented firstly
in top-down order and then again, in alphabetic order (a real time-saver
when used as a reference tool).
I found Burns’s presentation of the language details a little more
tedious than Pountain and May’s. With Pountain and May, the signposts
help you skip information that is less important to you. Being a university
lecturer, Burns is probably more accustomed to writing for undergradu
ates than for experienced computing professionals. Certainly, I would
recommend his as the book of choice for an undergraduate text on the
basis of its presentation of the Occam 2 language, the additional material
unique to this book, and its affordable price.
I am disappointed that none of these books attempts either to criticise
or to justify the unusual syntax of the Occam language. Occam has some
very strange syntactic rules which ignore normal programming language
conventions. For example, in Occam 2, the expression x + y + z must be
written as (x + y) + z orx + (y + z). Why not allow the normal precedence
and associativity rules of common arithmetic operators to apply? Didn’t
the compiler writer know how?
To summarise my recommendations, choose Burns for an undergrad
uate textbook, Pountain and May for a seriously interested computing
professional, and Kerridge for the merely curious. Kerridge would also be
worth including on student reading lists.
Kerry Raymond
University of Queensland

HARBISON, S.P. and STEELE, G.L. (1987): C: A Reference Manual,
Prentice Hall, New Jersey, 403 pp., $49.95 (paperback).
Portability of programs can be an important consideration for pro
grammers. Those that use C will therefore appreciate that in preparing
this reference work, the authors have drawn together information on
different C compilers, as well as the proposed ANSI standard for the C
language. Portability and good programming style are emphasised
throughout.
The book is divided into two main parts. The first of these describes
the C language, starting with the lexical elements and building up to
program structure. An excellent feature is that syntax is given at the
beginning of a section, if relevant, and it is clearly demarcated by the use
of italics. Also very useful is the brief list of cross references given at the
end of sections. The last chapter in the first part of the book considers
the draft proposed ANSI C and the ways in which it differs from the C
language described in the preceding chapters.
The second part of the book is devoted to the C libraries, including
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throughout comments where draft proposed ANSI C differs from current
compilers.
There are two appendices. The first contains ASCII codes, whilst the
second draws together the C syntax in one readily accessible place, not
only that of current implementations but also the ANSI proposal.
As to be expected, there is a fairly comprehensive index. However,
there were some entries that I could not locate. For example, there was no
mention in the index of formatting output. Would a novice know to look
under printf?
This book appears to be an excellent, comprehensive reference work
for those who are serious C programmers. For newcomers to C (such as
myself) I would recommend it only as an adjunct to an introductory text.
Jennifer Hawkins
Forrest, ACT
GOUGH, K.J. (1988): Syntax Analysis and Software Tools, AddisonWesley Publishing Company, 459 pp., $34.95 (paperback).
Traditionally syntax analysis is associated with compilers and taught in
courses on compiler construction. This book has resulted from the
author’s belief that syntax analysis should be taught earlier in the Compu
ter Science curriculum and taught separately from courses on compilers,
as compilers are only one example of areas that process formal lan
guages. The book is an introduction to various aspects of syntax analysis
and aims to be used as a text early on in a Computer Science course. The
author, who is Head of the Department of Computer Science at the
Queensland Institute of Technology, has used preliminary drafts of the
material covered in such courses.
The material covered is commonly available in other texts on com
piler construction, with the primary difference being the omission of
sections on code generation. Here the presentation leads you in a logical
progression from finite state automata to syntax directed translation. On
the way the following areas are covered:
1. finite state automata,
2. regular expressions,
3. a general introduction to grammars,
4. top-down and bottom-up parsing,
5. tree building, semantic actions and translation, and
6. error recovery.
As with all text books, the chapters are divided into sections and
subsections. Each section is followed by a summary, which is useful, but I
would have preferred to see the summaries at the end of each chapter for
easier location. Each chapter is followed by a small set of exercises that
test knowledge of the material covered in the chapter, and that sometimes
fill in detail of results that were deliberately omitted from the text. The
answers to selected exercises are included as an appendix.
Also included are chapters on the implementation of finite state
automata, top-down parsing and syntax-directed translation. These
chapters include detailed case studies leading the reader through every
aspect of the implementation. The case studies (a keyword bold-printer
for Pascal, a recogniser of arithmetic expressions and a Pascal prettyprinter) can be used by the students in their own applications, hence the
inclusion of Software Tools in the title.
Several other examples are given in sufficient detail to be easily under
stood. These predominantly deal with Pascal syntax and are written in the
Pascal language.
Although the author claims that syntax analysis should be treated
separately from compiler construction, I feel this would have been better
supported had he used more realistic examples, not confined to process
ing Pascal programs. The author does point out in the preface that these
examples have been chosen because ‘every reader of the book is assumed
to possess some familiarity with arithmetic expressions and to be familiar
with the Pascal language’. Despite these minor complaints this is a good
introductory book for the beginner, both for a course or for self-study,
with references for further readings. The author guides the student into
the world of language processing with sufficient material given for him or
her to experiment with simple language processors.
Jagoda Crawford
Australian Nuclear Science and Technology Organisation
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GRISWOLD, R.E. and GRISWOLD, M.T. (1986): The Implementation of
the Icon Programming Language, Princeton University Press, 336
pp., $95.00 (hardback).
Icon is a programming language oriented towards the manipulation of
high level data structures such as sets, lists, tables and strings. It provides
unusual control mechanisms like goal-directed expression evaluation, and
generators that can backtrack to produce more than one result. Its
variables are polymorphic: they can contain values of any type at differ
ent times. The result returned by a procedure can be a variable rather than
a value, and as such can be assigned to. This implies (among other things)
that whether a variable will be assigned to or dereferenced cannot always
be determined at compile time.
Such a language challenges its implementors. This book explains how
these challenges have been met and, in its turn, challenges the reader to
think up other ways of solving problems such as garbage collection,
context switching, backtracking evaluation and so on. Although the
information is presented as a detailed study of Icon’s implementation,
many general techniques are described that could be used for other
languages and systems.
The book reads like a textbook. Each chapter starts and ends with a
summary of its contents and places it within its wider context. Exercises
appear at the end of each chapter. Appendices give solutions to selected
exercises, ancLgiVe suggestions for programming projects to extend the
language. Many examples illustrate and make definite the principles
expounded in the text. There are references to other literature throughout
the text and the index is quite good.
A brief overview of Icon is given in Chapter Two, enough to serve as a
basis for understanding the rest of the book. Later chapters delve into
implementation problems and their solutions. The problems include
dealing with types such as sets and associative arrays, procedures that
return variables, expression evaluation mechanisms that allow back
tracking, storage management (including garbage collection), and other
run time support such as type checking and conversion. Chapters after
the fourth can be read more or less independently of each other.
The overview in Chapter Two is not detailed enough to equip some
one to be an Icon programmer, and some of the exercises in later chapters
require more knowledge of Icon than provided by this book. There are
also several places where the text is misleading or wrong but reference to
the figures and to the C code examples generally clears up the problem.
The book would be useful for users of Icon, especially those who, like
me, find it difficult to understand a system thoroughly until they have
explored its lower layers. It would also be useful for anyone who intends
to modify or port Icon, or implement a language having similar features.
However the high price is going to put it out of the hands of those who
could derive the most benefit from it: students of computer languages,
especially those using or working on Icon. It is a book that one would
want to have around for longer than the average Library Loan period.
Maybe a cheap paperback edition will become available!
Peter Chubb
University of New South Wales

WISE, M.J. (1986): Prolog Multiprocessors, Prentice-Hall, 168 pp.,
$24.95.
This book has been engendered by the PhD thesis of the author. Theses
themselves are often conceived in a moment of euphoria, gestated with a
great deal of anguish, and delivered with a cry of relief. Unfortunately (or
otherwise), the process of turning a thesis into a book is usually stillborn.
However, I am glad to announce that this book survives that birth process
very well.
For those readers who know little about Prolog and fifth generation
architectures, this little book provides an excellent introduction to the
research problems in those areas. The book’s main attraction could well
be the excellent tutorial approach taken in motivating the need for
multiprocessor architectures, and unification style algorithms. Wise does
this with an elegance of style that belies the book’s origins. As Professor
Robinson notes in his foreword, “In this scholarly, entertaining, timely
study, Dr Wise weaves a many-coloured, ingenious fabric, whose logical
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warp of unification and deduction moves under and over an architectural
weft of dataflow and communication networks”.
The structure of the book can be seen from the table of contents:
Chapter 1, Parallel computation and the Data Flow Alternative, moti
vates the hypothesis that data flow architectures can provide an effective
environment for the processing of multiple threads of execution, and
briefly describe the mechanics of data flow.
Chapter 2, Informal introduction to Prolog, is a tutorial introduction to
the logic programming language Prolog.
Chapter 3, Data Flow Problems and a Prolog Solution, discusses the
nature of some data flow characteristics, such as parallelism granularity
and assignment models, that impinge upon Prolog implementation.
Chapter 4, EPILOG Language and Model is the exegesis of the book.
The underlying philosophy of a Prolog-like language, and its execution
model are described. The significant feature of the model is the way in
which clauses are scheduled for execution in parallel.
Chapter 5, Architectures for EPILOG, describes the various intercon
nection alternatives considered for the evaluation of the architecture.
Chapter 6, Experimenting with EPILOG architectures — Results and
some Conclusions, details the results of the simulation experiments.
Chapter 7, Related Work, is a literature survey of related multiproces
sor implementations of logic programming languages.
There are four appendices, of which the first is the longest, and deals
with related data flow work (as distinct from multiprocessor work, dealt
with in Chapter 7). The other appendices are much shorter, and give the
EBNF specification of EPILOG, the text of the EPILOG test programs
used for the simulation experiments, and the table of results from those
experiments. There is also a bibliography of 168 entries.
I did spot a couple of minor errors, both typographical and grammati
cal, which seemed to have survived the processes of thesis examination
and resetting as a book; however, given the minor nature of these, most
readers will not be unduly disturbed by them.
The central theme of the book is a familiar one — that increased
performance of architectures can only come from the exploitation of
programming language parallelism at the hardware level. And if your
favourite language doesn’t provide adequate parallelism mechanisms,
extend or modify it so that it will! But that is taking a cynical view, which
the book doesn’t really warrant! The modifications made to Prolog in
order to arrive at EPILOG are not in themselves important. What will
interest researchers in this area is the model that Wise develops in order to
exploit, handle and manage the branching of execution that follows from
adopting a data flow approach.
The author presents some results of a simulation study of a number of
variants on his architecture; these are of some interest to researchers in
the field. The variants are not of the actual processing element construc
tion per se, but rather of the interconnection networks. The simulation
was used to study three different programs, which admittedly is not a
particularly large sample. Thus the conclusions drawn from them are
limited in scope, and may not sway many readers. The main point to be
drawn from them is the fact that allocation of processing subtasks seems
to be more important than the interconnection architecture itself. This
reinforces the now widely held view that algorithm design for multipro
cessor systems is of vital importance in exploiting the potential of such
systems.
In summary, a book which will be of interest to researchers in multi
processor and data flow architectures, and perhaps also to some others
who wish to broaden their knowledge and understanding of logic pro
gramming and its execution. The publishers are to be complimented on
maintaining a very low price for a book which might otherwise see
relatively low circulation. With that in mind, the book gives excellent
value.
John Hurst
Monash University

LASSEZ, J.-L. (ed.) (1987): Logic Programming: Proceedings ofthe Fourth
International Conference, MIT Press, 1056 pp., SUS47.50 (paper
back, 2 volumes).
What can one say about these proceedings? They record the day the
world came to Melbourne. Anyone interested in logic programming or
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relevant areas should have been there — if they weren’t, the proceedings
are compulsory reading. The proceedings include 45 papers selected by a
formal refereeing process, and covering: the Warren Abstract Machine,
databases, constraints, parallelism, implementation issues, language
issues, applications, program analysis, and concurrent languages. In addi
tion, there are invited papers by Keith Clark, Herve Gallaire, Fernando
Pereira, Kotagiri Ramamohanarao and Massahiko Sato. To give so-idea of the scope of these proceedings, we sketch the contents of" ’
of papers:
‘Efficient Implementation of a Defensible Semantics for Dynamic
Prolog Code’ reveals ambiguities in the Prolog database primitives and
argues for a ‘logical’ view of update. Extensions to the Warren Abstract
Machine are made to implement the method.
‘An Or-Parallel Execution Algorithm for Prolog and its FCP Imple
mentation’ describes an Or-Parallel execution algorithm for Prolog that
does not require mode information. All paths in the SLD-tree are
searched independently, thus avoiding sharing of environments. An
implementation in Flat Concurrent Prolog is given, together with exten
sions for demand-driven parallel search.
‘Evaluating Logic Programs via Set-Valued Functions’ is an interest
ing paper on attaining strong completeness for a class of logic programs
where depth- and breadth-first search fail to terminate. Moding of
clauses is used to generate set-valued function definitions. An implemen
tation is proposed, involving mixed top-down bottom-up chaining. This
makes cut superfluous.
‘Symbolical Construction of Truth Value Domains for Logic Pro
grams’ gives an alternative to fuzzy logic for the age-old problem ‘birds
can fly, unless they’re penguins, ostriches, . . .’ An extension of two
valued logic to Free Boolean algebras is proposed, together with an
enhanced SLD-resolution.
In ‘PYTHON: An Expert Squeezer’, two Bridge fanatics describe a
Prolog program that recognises and performs squeeze plays in that game.
By formalising textbook knowledge, an effective solution is obtained for
a limited problem domain, in which exhaustive search fails.
‘Derivation of Polymorphic Types for Prolog Programs’ describes a
static type-checking scheme for Prolog where a clause only produces a
type error if it definitely fails (this is proved). For example, the clause
appendd], 1,1) is well-typed. As a concession to typing as ‘social work’
explicit type declarations can restrict this.
‘Channels: A Generalisation of Streams’ defines mathematically a
form of communication between multiple readers and multiple writers,
and an implementation in Concurrent Prolog. Concurrency is maximised
by only partially ordering items in a channel.
‘Quty: A Concurrent Language based on Logic and Function’ (Invited
Talk) defines a typed functional/logical language Quty, with lambdaabstraction and the connectives and, or, not, exists. The value false is
represented byfailure, i.e. equations that cannot be satisfied. A superset of
Quty forms a constructive logical system for reasoning about programs,
and a rewrite-rule semantics is given, which permits AND/OR parallelism,
synchronisation and suspension.
The remaining papers appear to be of a similarly good standard — at
least we were glad to keep our copies!
Anthony Dekker and David Wright
University of Tasmania

PAULSON, L.C. (1987): Logic and Computation, Cambridge University
Press, 302 pp., $99.00 (hardback).
The subtitle of this book — 'Interactive Proof with Cambridge LCF’ —
says a lot more about its content than the title does. Cambridge LCF is an
interactive theorem proving system for reasoning about computable
functions (LCF stands for ‘Logic of Computable Functions’). It was
derived from Edinburgh LCF by Paulson, and is particularly suited to
proving theorems about denotational semantics, domain theory and func
tional programming.
The first half of the book is a very readable and well-ordered presenta
tion of the logic and mathematics underlying Cambridge LCF. It begins
with a natural deduction system for first order predicate calculus, then
develops this into the backward proof oriented logic system called ‘PPX’,
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which is the basis of Cambridge LCF. It also introduces domain theory,
typed and untyped lambda calculus, several kinds of proof by induction
and various ways of representing finite and infinite data structures as
domains. Paulson states that this background theory is necessary for
informed use of Cambridge LCF and says that ‘many advocates of formal
methods have a lamentably weak grasp of this fundamental material’.
The presentation of this large amount of background theory is excel
lent, although some topics are covered rather quickly. For instance,
lambda calculus is introduced in a couple of pages. However, each major
section has a list of exercises and one or two worked examples, and I
found these to be very helpful. The more advanced sections on structural
introduction are quite technical, and could be difficult for those without
some mathematical or denotational semantics experience.
The second half of the book introduces the various facilities in Cam
bridge LCF for defining and using theories, performing various kinds of
proofs, using tactics and rewriting rules etc. It contains enough informa
tion to act as a user manual for Cambridge LCF. Some of this material
will only be of interest to those who intend using Cambridge LCF, but the
general techniques and tactics should also be useful to those interested in
other interactive theorem provers. The last chapter contains several
extended examples of building LCF theories about natural numbers and
infinite sequences.
The introduction to this book states that ‘you will not get far in this
book unless you know standard ML’ (the meta-language used in Cam
bridge LCF, also used as a general purpose functional programming
language). While this is not entirely true, an appendix that briefly des
cribes standard ML would have been a useful addition to the book.
I found this book contributed a lot to my understanding of theorem
proving. In spite of its high price, it is an almost essential reference book
for anyone who is interested in using Cambridge LCF, or who is involved
in designing and implementing natural deduction style interactive theo
rem provers.
Mark Utting
University of New South Wales
SHOHAM, Y. (1988): Reasoning About Change: Time and Causation
from the Standpoint of Artificial Intelligence., The MIT Press,
Cambridge, Massachusetts, 200 pp., SUS25.00 (hardcover).
Time is central to most AI work. The Frame Problem, determining what
aspects of the world are unchanged by our actions, is a holy grail of
Artificial Intelligence research. Much work with temporal and non
monotonic logics has attempted to wrestle with it, and it still remains
unresolved. This book (originally Shoham’s PhD dissertation, written at
Yale’s Computer Science Department and polished up for more general
distribution) addresses the problems of reasoning about time, prediction
and causation, and ultimately, the Frame problem. In the seven chapters
of this well organised book, the author offers a method for representing
temporal information and reasoning about it.
The topic is a difficult one for those not familiar with the current
literature. Thankfully, Shoham has provided chapters that review much
of this including the logics of time intervals, non-monotonic logic, and
causation. These are not too formal, and should make the book accessible
to non-specialists with a passing interest in the area. The author is not
averse to expressing his opinions, and this makes for more lively reading
than one might expect from such a book. (And there are plenty of
diagrams of billiard tables to balance all the modal logic.)
Shoham’s original contribution is concerned with the prediction task
— given a description of the world, how does an intelligent agent predict
what will happen next? He addresses two connected problems, both
related to the Frame Problem: the qualification problem and the extended
prediction problem.
The qualification problem is the problem of trading off the amount of
knowledge required to make a temporal prediction with the accuracy of
the prediction. Clearly one does not want or need to know everything
about the state of a billiard table before predicting the direction a struck
ball might take. However, as Shoham points out, even if a system can
make such inferences, it might have to make many of them. The extended
prediction problem is to determine when one can assume that a predic
tion over an interval will be the same as for the previous interval?
In separate chapters, he proposes solutions to both the qualification
problem and the extended prediction problem. He then goes on to give an
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account of causation. Since this is a theoretical work, its true utility will
depend on the working AI systems that it spawns, either directly or
indirectly, and this is something for the future.
Shoham’s book is valuable from two points of view. First, it is a
reliable, well-referenced introduction to the area. Second, it makes
important original contributions to the field. The Frame problem has
never been strictly formalised, and Shoham’s problem decomposition is a
step in the right direction. It is well worth a look.
E Coiera
University of New South Wales
NOBLE, H.M. (1988): Natural Language Processing, Blackwell Scientific
Publications, London, 240 pp., $49.95.
This book is aimed at undergraduate students and attempts to present the
topic of natural language processing from a practical viewpoint. The
author seems to be undertaking two different tasks: first he introduces a
series of requirements for the control of a simple graphics system and
develops some natural language procedures to handle them and then he
examines several unsolved problem areas within the field. This is done to
stop new practitioners assuming that natural language processing is easy!
The examination of outstanding problems is excellent but the handling of
the practical tutorial is patchy.
Physically the book is divided into three sections. Part one covers the
first ten chapters and concerns the analysis of syntax. The analysis of
word endings and other aspects of morphology is clear and well thought
out. The problem of handling time is also touched on and some
approaches are discussed. The discussion of focus within a sentence and
the resolution of pronouns and anaphora is poor.
Syntactic analysis is done using the Augmented Transition Network
method. This is explained well and the grammar used in chapter nine is
sufficiently complex to show the features of this approach without
becoming lost in needless detail. Often the solutions proposed for the
problems are specific to the particular domain that is being discussed but
this is a reflection of a reality where a workable system is more important
than a general one.
Part two of the book comprises chapters eleven to fifteen and deals
with the representation of a sentence’s meaning. Case grammars are
discussed and dismissed with most of the discussion concentrating on the
frame, script, plan and conceptual dependency mechanism. Support for
this methodology is positive but it is a shame that none of the logic based
methods are discussed.
Part three deals with unresolved problems and is excellent. Chapter
nineteen, which addresses the issue of causality, and those chapters
dealing with the representation of states and motivations are particularly
good. Some of the author’s speculations about solutions should perhaps
be taken with a grain of salt.
The examples of code in the book are written mainly in POP-11 which
is described in an appendix. I was surprised, however, to find that Prolog
code appeared without any detailed explanation. While the use of Prolog
is becoming common in undergraduate courses in Europe and Australia
its use is not universal.
This book would suit an undergraduate course covering natural lan
guage processing as supplementary material or recommended reading
but I would hesitate to use it as the principal text. My main complaint
about this book is that quality is not consistently maintained. There are so
few books on this subject that are pitched at the undergraduate level that I
am sure this one will find a place despite its limitations.
W. Kneipp
University of New South Wles
DAHL, V. and SAINT-DIZIER, P. (ed.) (19 88): Natural Language Under
standing and Logic Programming II, Elsevier Science Publishers,
Amsterdam, Holland, 345 pp., $US84.25.
The area of research known as Natural Language Understanding has
attracted many workers in recent years. This has led to a diversity of
approaches and a variety of goals. This collection of papersls interesting
because it highlights a branch of the research effort that is often neg
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lected. The construction of logic based formalisms for the analysis of
Natural Language is a challenging area and has produced some interest
ing results.
The collection arises from a workshop held in Vancouver during
August 1987. The workshop was slightly unusual in that of the 60 people
attending half were from the industry. This lends many of the papers a
more practical flavour than expected. Thus, several papers discuss actual
implementations of Natural Language systems and make comparisons
between existing systems!
A paper by Pazienza discusses the integration of Conceptual Graphs
into the logic programming framework while another by Gal examines the
usage of integrity constraints. Both these papers show the practical
approach of many of the authors. They have taken existing techniques
from outside the logic programming area and successfully adapted them.
Of particular interest is a report by Saint-Dizier called ‘Contextual
Discontinuous Grammars’ which discusses the current state of develop
ment of these grammars. Many of the remaining papers provide an
insight into current approaches to the problem of semantic representation
and epistemic reasoning. In addition to the eighteen papers forming the
collection are two short summaries of panel discussions that were held
during the workshop.
This collection suffers from all the classic problems of such volumes.
The contents vary in quality and it uses more typefaces than it has
authors. It is unusual, however, in one major respect. While the quality
may vary, the best papers are superb and the worst are not bad. If you are
serious about Logic Programming or have an interest in Natural Lan
guage Understanding then convince your library to buy a copy.
W. Kneipp
University of New South Wales
ANDREASSEN, K. (1988): Computer Cryptology: Beyond Decoder Rings,
Simon and Schuster Australia, 262 pp., $44.95 (paperback).
Computer Cryptology is a book about writing applications in personal
computer Basic. The particular application that is used as an example is
computer assistance for the task of decrypting the types of messages
published in the ‘crypto-magazines’, called Aristocrats. These are codes
limiting themselves to single case alphabetic substitutions, ranging from
simple transpositions or transliterations up to complex key-based and
cyclic algorithms.
Soon after opening the book, one is forced to the conclusion that the
author is best described as a ‘crypto-phile’. The book abounds with words
prefixed by ‘crypto-’. Tracts exhort the ‘crypto-novice’ to have ‘crypto
fun’ by joining either the nearest ‘crypto-club’ or the American NSA
(National Security Association, I think — one is assumed to know, and to
live in the United States).
The book eventually settles down and starts to talk about
what these cryptograms are, and how computers can be used to help
generate and manipulate them. The explanations are completely infor
mal, and make no attempt to educate the reader enough to be sure a
simple concept could be described rigorously. For example, the number
of possible substitution ciphers (where each letter of the alphabet is
replaced uniquely and regularly by another), is first described as ‘without
room or paper sufficient to record the total, the resulting number being
incredibly huge’. A few pages later, the same number is decribed as
‘literally millions’. That’s a bit low. A few more pages and it has
appropriately become a fifty odd digit number.
Then the book begins to show how a computer can be used in the
manipulation of these cryptograms. Many pages are covered by listings
of Basic programs and ‘screen dumps’, with apologies because the special
graphics characters don’t print properly in the book.
The book goes to great pains to explain how idiosyncrasies of the
particular version of Basic behave, and how the program does its input
output functions, but the explanations associated with the real meat, the
character shuffling and analysis parts, are inadequate, and often unre
lated to the examples in the text.
I might have enjoyed this book if I was fifteen and hadjust been given
a small personal computer for my birthday.
Greg Rose
Softway Pty Ltd
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BECKETT, B. (1988): Introduction to Cryptology, Blackwell Scientific
Publications, 344 pp., $59.00 (paperback).
This book describes itself as an introduction to cryptography for the
general reader, and professional users of microcomputers. As a broad
introduction to cryptography, this book has merit. However, for anyone
more seriously interested in the field, the book is lacking.
Written in a conversational style, the author introduces the subject
with simple symmetric (conventional, one key) systems. He then starts to
build up the mathematics needed for asymmetrto,(two key) systems. This
extends over five chapters, until asymmetric systems are dealt with. After
that, the author switches back to symmetric systems, leading to a detailed
description of the Data Encryption Standard (DES). The author con
cludes the book with a mixture of historically interested cryptosystems,
both symmetric and asymmetric. This switching between topics is
confusing.
Example cryptosystems are used to introduce mathematical concepts.
This provides relevance for the mathematics, but makes it difficult to
skim. Moreover the author’s reluctance to use concise notation results in
very wordy descriptions that can be difficult to follow. The early concen
tration on mathematics is unfortunate, as it may deter readers unfamiliar
with maths, especially as the mathematics is not needed to understand the
simpler symmetric systems that follow later.
This book covers a large number of elementary cryptosystems, as well
as the important asymmetric systems (RSA and knapsacks) and DES.
However, the book is not well suited as a ‘cookbook’ of ciphers, because
the algorithms are not stated concisely and clearly. However, they are
described in the text in great detail, and the author provides numerous
worked examples. The author mixes descriptions with interesting histori
cal asides and personal opinions.
The book could have been improved. For example, the author intro
duces two different ways of interpreting permutations (his own ‘active’
form, and the traditional form), and switches between the two without
warning. This makes following examples unnecessarily difficult. There
are no specific references; instead the author gives a general list of
suggested reading.
In summary, the book is suitable as an introduction for a reader
unfamiliar with cryptography, intending to implement cryptosystems
only as a hobby. For such an audience the book is expensive.
M. Newberry
The University of New South Wales

SEBERRY, J. and PIEPRZYK, J. (1989): Cryptography: An Introduction
to Computer Security, Prentice-Hall, Australia, 374 pp., $42.00
(paperback).
CHRISTOFFERSSON, P„ EKHALL, S.-A., FAK, V., HERDA, S„
MATTILA, P„ PRICE W. and WIDMAN, K.-O. (1988): Crypto
Users’ Handbook, Elsevier Science Publishers B.V., 93 pp.,
$US39.50/Dfl. 75.00 (hardback).
Both these books discuss cryptography and its relevance to computer
security, albeit to differing degrees for differing audiences.
Seberry and Pieprzyk is a thorough examination of cryptography, its
uses and applications. Evolving from a third year university course this
book covers the theoretical and practical aspects of cryptography,
including topics such as authentication, cryptography in databases, and
EFTPOS. After describing some elementary cryptosystems, this text
concentrates on the more popular systems such as DES, RSA and others.
For all the cryptosystems the book discusses, it provides algorithms (even
the source code for DES in C) while detailing weaknesses, possible
attacks and defences.
The book is well referenced and contains worked examples and
exercises with solutions. Although it introduces the theory (number the
ory, complexity theory and information theory) required to understand
cryptography, it does emphasise theoretical matters and assumes some
mathematical sophistication of its reader. This book would make an
excellent textbook or introduction to the field for readers with a mathe
matical background. It would also be a useful reference for anyone
responsible for implementing or maintaining cryptographic security.
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Cryptography involves mathematics and this can intimidate people
who require an understanding of the concepts involved in crypto-security
without necessarily understanding every detail of the algorithms used.
The second book by Christoffersson et aL is aimed at this audience.
Describing itself as between a ‘short introduction on one hand, and a full
text-book on the other’ the Crypto Users’Handbook provides an overview
of the field without any of the mathematical detail present in books like
Seberry and Pieprzyk. Rather than concentrating on individual cryptosys
tems the authors describe categories of systems and their applications.
Along the way the book outlines practical issues such as key manage
ment, cryptographic standards, and the place of cryptography in the ISO
OSI Network model. The book concludes with extensive references and a
glossary.
The second book’s main defect is its language, which is sometimes
confusing. As an introduction it is necessarily brief, especially for its
price. However Christoffersson et aL provides a useful introduction to
cryptography and its applications for readers uncomfortable with the
mathematical depth of Seberry and Pieprzyk.
Michael Newberry
University of New South Wales

MANIS, R„ SCHAFFER, E. and JORGENSEN, R. (1988): UNIX Rela
tional Database Management: Application Development in the
UNIX Environment, Prentice Hall, Englewood Cliffs, NJ, 476 pp.,
International Student Edition (softcover) $49.95.
At one level this book is about a product (rdb); at another level, it is about
an approach to the use of data base systems. It is not an ‘academic tome’ that
describes necessary and sufficient conditions for validity requirements or
concurrent processing. It advocates a position and little time is spent in
assessing alternatives. Emphasis is on solving the current problem effi
ciently; the theoretical underpinning of the relational approach scarcely
gets a mention. Topics such as normalisation are raised so quickly that I
doubt that readers without considerable background could easily apply
them, and no reference is made to the items in the bibliography that could
fill out the points made. Topics such as audit trails come up more
frequently than in the typical data base book.
The book is aimed at the user who works in a UNIX environment.
Commands like cat, mv and tail all appear with no explanation, merely a
remark that this is ‘required knowledge’. A few comments in passing are
made on DOS, but other environments are not discussed.
The opening sentence of the Preface focusses attention on application
development. The second paragraph mentions spreadsheets and word
processing and the importance of system integration. The fourth para
graph talks about the importance of data base management [emphasis
added]. These issues are not really addressed in the book: it is assumed
that working with UNIX means that all these events will come to pass.
Not all would agree with this proposition.
There are twenty chapters followed by an appendix of some 250 pages
that provides a Users Manual. The first two chapters are introductory and
argue for a ‘table view of data’. Next are three chapters on reports, data
entry and forms design. Chapter Six handles design (mappings, func
tional dependency, normalising to 3NF and complex joins) in 13 pages.
UNIX shell programming and menu generation are reveiwed and men
tion is made of the different forms of indexing for individual files. A
simple record locking mechanism is proposed. The last part of the formal
discussion contains some short chapters that are, in essence, just lists of
points to be considered and possible alternative approaches. These are
worth mentioning but they are covered so rapidly that the reader cannot
come to an informed conclusion. Further, some of the advice given is
disputable. The final chapter in the book provides a case study that
assembles the different parts of the tapestry.
This book takes a different position from that taken by Codd in his
paper ‘An Evaluation Scheme for Database Management Systems that
are Claimed to be Relational’, (Proceedings, International Conference on
Data Engineering, 1986, pp. 720-9). There are circumstances in which
each view is appropriate. Skill is required to differentiate the place for a
‘quick solution’ from the place for following principles of relational
theory. The choices to be made depend on more than computing: human
factors and management practices are important. Manis etaL do not treat
The Australian Computer Journal VoL 20, No. 4, November 1988

these issues in breadth; their view is simple. They should be no more
criticised for this than should the theoreticians for their preoccupation
with possibilities that are options, more remote than expected.
The approach represented by rdb has a singificant role in solution of
the ‘date base problem’. It provides more transparency than the conven
tional UNIX utilities awk, join, sort. The commands are name-dependent
rather than position-dependent. Forms handling and the basic operations
of data processing are well supported. However, there are limits to the
transparency. For example, the user must be concerned with sort order
when joining tables. The search command needs specific reference to an
index, including its organisation. Many of the commands are calls to awk,
which is used to advantage in cases such as row (the operation that is
equivalent to the relational select or restrict) where more complex com
parison is possible than with most dbms 4GLs. An offsetting cost is that
the simplicity of the awk invocation restricts it to a single table operation.
Many of the commands are powerful and a sequence of them will handle
applications of considerable complexity. Data base management systems
may not be able to match the selectivity of this system but the data control
that they afford has its advantages.
I have often thought that a comprehensive set of awk drivers could
provide many of the features of a dbms. Manis and his colleagues have
shown how far one can go with this approach. I found their book stimulat
ing in that it made me reflect on how far one should go. Dbms advocates
may gain from the book particularly if they compare both sides of the
human factors ledger that use of their products entails. UNIX users who
indulge in the self-flagellation of awk programming, will probably get
many ideas from the examples and the source code that are provided for
the 101 verbs in the system. If you are really impressed, the last page of
the book is an order form, complete with prices.
John Hiller
University of New South Wales
LEUNG, C.H.C.( 1988): Quantitative Analysis of Computer Systems, John
Wiley & Sons, 170 pp., £11.95 stg (paperback).
Books on computer systems evaluation tend to contain, in varying pro
portions, material on queueing theory, simulation, measurement and
tuning. Perhaps half this book is devoted to a simple and clear introduc
tion of queueing theory. There are a couple of chapters on computer
measurement, and a chapter each on operational analysis, database and
I/O subsystem performance, and workload modelling. The book deals
with simulation only in a final sketchy chapter.
The material starts at a quite elementary level. Definitions are given
for example of histograms, and mean and variance. Though one ques
tions the need to start the treatment at this level, the reviewers concede
that these essential basic notions have often been forgotten by the com
puting undergraduate to whom the book is primarily directed. The
mathematics in the introductory chapter and throughout the rest of the
book is presented in a way that all but the most mathematics-resistant
computing student should be able to follow.
Discussion of queueing theory starts from first principles with the
analysis of simple single queue systems. The author goes on to discuss
Little’s Law, queueing systems that use non-preemptive and preemptive
scheduling strategies, and placing constraints on queueing systems. A
brief introduction is given to networks of queues and a look is taken at
closed queueing networks and some of the problems their analysis
presents.
The main strength of the book is probably the clear way in which basic
results of queuing theory results are presented. In the majority of cases
these are illustrated by practical examples that are likely to be within the
experience of a typical undergraduate student. The book is therefore
suitable for anyone wanting a basic understanding of queueing theory,
the only mathematical prerequisites being elementary calculus and sim
ple probability.
A chapter is devoted to operational analysis, a topic that seems rarely
to be covered in text-books. That material is useful as the simplest way to
introduce quantitative work to students whose primary interest-is in the
systems themselves.
Another chapter deals with the application of the queueing theory to
problems in ‘Database and I/O subsystem Performance’, the coverage is
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mainly to do with issues of disc subsystem efficiency. Chapters on
workload modelling, and performance measurement and improvement
give brief introductions to those areas.
The overall approach is to give practical examples that are illustra
tions of the theory that has been described. These examples tend to be
small-scale ones; there are not, for example, the case studies of commer
cial systems that can be found in Ferrari (1983). The book is obviously
not intended for the experienced professional who wants to become a
computer performance analyst. The book is relatively short and, in
paperback, relatively cheap. As a possible text-book, its place is probably
as one text (with others) at third-year undergraduate level, if performance
forms a significant part of a course on computer systems.
Reference
FERRARI, D„ SERAZZI, G., and ZEIGNER, A. (1983): Measurement
and Tuning of Computing Systems. Prentice-Hall, New Jersey.
Paul Ashton and John Penny
University of Canterbury
DALGLISH, R.L. (1987): An Introduction to Control and Measurement
with Microcomputers, Cambridge University Press, 342 pp.,
$39.95 (paperback).
The dramatic developments in digital computers and microelectronics
have brought about a revolution in engineering design, particularly in
data acquisition and control. This book aims to reveal the power and
flexibility of microcomputers for instrumentation and control.
After a brief history of the use and development of computers, the
book proceeds to explain boolean algebra, combinatorial circuits and
memory circuts, and how information is represented and processed
within a microcomputer. This is necessary for understanding the struc
ture and operation of a typical microcomputer as well as the internal
structure of a microprocessor.
Chapter 4 explains the microcomputer bus architecture and data
transactions. Bus waveforms are used to show the concept of handshak
ing. To ease confusion between types of microprocessor, chapters 5 and 6
are restricted to a discussion on the internal architecture of the 6502
microprocessor and its associated instruction set. This brief discussion
aims to explain the general principles of operation for all
microprocessors.
Chapter 7 deals with interfacing. Techniques for converting analog
signals into digital form and vice versa are discussed and carefully
explained. Interrupt mechanisms and DMA are considered for efficient
interaction schemes for instrumentation applications. Chapter 8 gives an
overview of the software systems, such as the operating system, and of
computer hardware, such as disk hardware, that transform microproces
sors into powerful computing systems. The final chapter demonstrates
some simple interface hardware applied to data acquisition and control to
reveal the flexibility and reliability of the present generation of
microcomputers.
All in all, this introductory book is very comprehensive and readable.
It is written in a manner well suited to undergraduates in computer
science and engineering who are taking courses on microcomputers in
instrumentation and control.
Lee Choo
University of New South Wales
WRIGHT, D. (1986): Basic Programs for Chemical Engineers, Van Nos
trand Reinhold, 340 pp., $75.00 (hardcover).
This book is a compilation of a number of BASIC programs which should
prove particularly useful to practising chemical or mechanical engineers
or undergraduates with access to a PC. The author is to be commended
for the no-nonsense, down-to-earth approach taken. If you like a lot of
waffle, this definitely isn’t the book for you! Nevertheless, sufficient detail
and comments are generally given to permit the user to determine
whether a particular program can be immediately applied to the problem
at hand or whether the program can be suitably modified in some way.
The author has homed in on a selected number of areas of chemical
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engineering which are amenable to mathematical analysis, data manipu
lation or simple modelling. All programs are written in simplified ver
sions of TRS-80 Model III BASIC. While lacking in efficiency, the
simplified programming approach taken does lend itself to ready adapta
tion to other versions of Microsoft BASIC. Very often, only minor or no
changes at all would be necessary to run the programs with your own
BASIC.
The first chapter provides some simple regression, polynomial root
finding, equation solving (non-linear and differential) and graphing rou
tines. The graphics as it stands is somewhat crude though, again, this
could be readily modified. In subsequent chapters, heat and mass transfer
unit operations are treated in some detail. Shell and tube and double pipe
heat exchanger performance and sizing correlations have been pro
grammed, based principally on the methods outlined in Kern’s (1950)
well known text. It should be noted that British units are used in all
correlations throughout the book. The thermodynamics and mass
transfer chapters are formulated particularly well to provide a toolbox
which many would find more than adequate for preliminary design and
performance studies. Thermodynamic areas such as chemical and
vapour-liquid equilibrium and gas solubility are treated, with a limited
physical property database incorporated into a number of the programs.
This is backed up by physical property estimation programs and an
appendix of physical property data. Multicomponent distillation pro
grams are based on the Fenske-Underwood-Gilliland correlations while
the widely accepted AIChE sieve tray efficiency method is also included.
It is good to see emphasis placed on process economics and costing.
Many practising engineers could save many hours with the preliminary
project and unit operation costing and economics routines. Considerable
emphasis is also placed on design correlations for pollution control
equipment such as cyclones, venturi scrubbers and packed towers
together with steady state atmospheric pollution dispersion modelling.
All of the programs are well documented and written to be menudriven. They are made easy to understand by comprehensive examples
based on sample runs. This book is most likely to find its place as a
reference for the practising engineer since, at $75.00, it would be hard to
justify as a general textbook. One wonders about the copyright situation
with regard to the programs in books such as this. It is obviously intended
that we should use the programs on our own PC, but are we breaking the
copyright in doing so?
Reference
KERN, D. (1950): Process Heat Transfer, 1st Ed., McGraw-Hill, New
York.
Richard Johnston
University of New South Wales

BACH, M. (1986): The Design of the UNIX Operating System, PrenticeHall Inc., 471 pp., $39.95 (International Student Edition).
In the good old days, when you really wanted to get to know an operating
system inside out, you pulled out the source code and started reading. In
these days either the source code isn’t available or there isn’t enough time
even if you could obtain it. There is a solution: this book.
There are many books that describe the user level interface of UNIX,
but this book goes beyond that into the operating system itself describing
its algorithms and data structures. For instance, the chapter entitled
‘Memory Management Policies’ describes the traditional policy of swap
ping and then describes demand paging which appears in later UNIX
systems. Under the heading of swapping, the book decribes the data
structure used to keep track of free space, the allocation of swap space on
the swap device, swapping of processes in and out of main memory and
the circumstances which give rise to swapping. The section on demand
paging goes into similar detail. The information is accessible even to
those who have not had any previous experience with a particular feature,
but are prepared to do some work towards understanding the subject
matter — operating systems are never trivial.
This book concentrates mainly on describing AT&T UNIX System V
Release 2 but also mentions features of Release 3 and BSD UNIX. The
chapters are augmented with pseudocode descriptions of algorithms.
Frequent diagrams help describe structures and the flow of activity. Each
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chapter contains a summary and exercises. The exercises ensure that the
reader has properly understood the text by considering why certain
design decisions may have been taken, the implications of design features
and designing alternative algorithms for some functions. They vary in
difficulty and some require careful thought and a good understanding of
the material presented in the body of the chapter.
The author suggests using the book as a text book for either later year
undergraduate or early post graduate courses in operating systems, or for
systems programmers who either work with UNIX or who wish to
compare UNIX with another operating system. I agree, but I would like to
add that this book is a great reference book on the UNIX kernel even if
you are not a systems programmer but are just curious.
Lucy Chubb
University of New South Wales
BURGESS, R. (1988): UNIX Systems for Microcomputers, BSP Profes
sional Books, Oxford, 293 pp., $39.95 (paperback).
The first thing that struck me about this book was that its title seemed to
be chosen for marketing reasons. I had a suspicion that it mightn’t live up
to these. UNIX is a powerful operating system that most common micro
computers cannot fully exploit. Even more, just another book about
UNIX for whatever system is probably not needed. Happily, this book
turned out to be a bit different from the average, and very useful for its
intended audience, non-computer professionals looking at computer sys
tems for a small to medium size business.
The author, a computer consultant in the UK, has answered many
questions about UNIX for prospective clients over several years. He has
used this experience as the basis for his book, which is primarily aimed at
businessmen planning on buying a new computer, and needing to learn
both about computers and UNIX.
The book is structured in five parts:
1. Introducing UNIX. This gives an overview of computers, what they
are, what they can do and some description of technical terms. It then
follows with an introduction to UNIX and how it is placed both
technically and commercially. It also goes into some detail about
different versions, including various releases of System V, BSD 4.2
and 4.3, POSIX, Xenix and IBM’s AIX, along with some of their
history.
2. Putting UNIX to Work. Gives details of uses for UNIX within the
workplace. Standard UNIX utilities and third-party software for most
of the common business applications are described, e.g. Uniplex 11+
and Q-office for office automation, Informix and Ingres for database
applications, and several commercial spreadsheets. This is by far the
most useful section of the book.
3. Behind the Scenes. Using general terms this section attempts to des
cribe how UNIX works. It talks about the most common command
processors or shells such as the Bourne shell, the C shell and the Korn
(or K) shell. This section gives a useful introduction to these concepts
but is not sufficient for (and probably wasn’t intended as) a manual on
UNIX.
4. UNIX Today and Tomorrow. Here the author attempts to describe
where UNIX fits in today’s market and what may happen in its future.
As with any rapidly changing field what was written has already been
overtaken by events, such as the AT&T and Sun agreement and the
Open Software Foundation. Nevertheless, his conclusions are still
valid.
5. Appendices. These are the standard type for microcomputer books,
such as the ASCII character set, common commands and file formats.
This book will be a good guide to someone in business wondering if
UNIX will fit in with his or her plans. It gives several good examples of
what can be done both with the basic UNIX system and with additional
products. One point worth noting is that as it is written in the UK most of
the examples come from there, and (although most of the products are
available in Australia) it is sometimes disconcerting to see prices quoted
in pounds sterling! My only real complaint is with the title: although the
book claims to be aimed at the microcomputer market, it is really suitable
for a system of any size!
Frank Crawford
QH Tours
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MORIGUTI, S„ OHTSUKI, S„ FURUGORI, T. (ed.) (1987): Microcom
puters in Secondary Education, North-Holland, Amsterdam, 550
pp., SUS89.00.
Subtitled Proceedings ofthe IFIP TC 3 Regional Conference on Microcom
puters in Secondary Education, MCSE '86 Tokyo, Japan, 18-22 August
1986, this book offers an interesting overview of the extent, as well as the
underlying philosophies, of computer use in secondary schools in China,
Australia, Malaysia, Hong Kong, Singapore, India, Japan, Philippines,
New Zealand and Thailand.
The 97 papers printed here are divided into sections such as National
Aspects of Informatics, Teacher Training, Education of Mathematics,
CAD, Support System for Education and Case Studies. The content of the
papers varies of necessity from very broad descriptions of national
perspectives, including Wills’ report on Australia (pp. 15-20), to detailed
descriptions of individual case studies and experiments.
Moriguti (pp. 5) lists the major problems facing those who would
successfully use computers in teaching, especially in the Third World. We
all empathise with Hardware problems, Communication problems and
Funding problems. However, with the struggle for suitable educational
software an ongoing and heartfelt concern for all would-be classroom
users, his fourth point is perhaps the most poignant: Language problems.
The general objectives of all featured countries echo this statement
from Thailand (pp. 494-5): “Computer education implies, then, being
familiar and at ease with computers generally in the same way that
literacy implies being familiar with books. This is one of the major
justifications for introducing computers in schools”. In support of this
view, the majority of papers deal with computer literacy, or with CAI.
The papers from New Zealand, however, offer a different view propos
ing the practice becoming more prevalent in Australian schools, of
integrating the computer into all teaching areas, rather than taught as
computer awareness as a separate subject. Haigh and Katters (pp. 383-8)
for example, write more about learning than about computers per se, and
reject the claim that the use of computers in the classroom can ensure
learning. They emphasise the all-important belief that “the relationship
between teaching and learning remains a probabilistic one and the odds
in favour of learning will depend on many factors other than the attributes
of particular computer hardware and software”.
Eve Shaw
ACT Schools Authority

WILLIS, S. and LEWIS, R. (ed.) (1988): Micros Plus: Educational Peri
pherals, North-Holland, 201 pp., SUS58.00.
This book comprises the proceedings of the IFIP/WG3.3 Working Con
ference on the Educational Implications of Connecting Tools and Devices
to Microcomputers, which took place at Wollongong, New South Wales,
Australia, from 28 to 30 August 1986.
In the introductory first paper, ‘Micros Plus People’, Sandra Wills put
it that the Conference was devoting itself to exploring the equation:
MICROS + WHAT? = EDUCATION
The various ‘whats’ covered by the seventeen conference papers
included: sound and music generators, touch screens, handwriting fol
lowers, LEGO/Logo, biomechanical feedback, videotape and videodisk,
and modems. Four more papers considered general issues in the use of
computers in education (mainly in primary and secondary education).
The Conference was a ‘working conference’, with less than 40 dele
gates, including speakers. The Proceedings endeavour to capture some
thing of the spirit of this setting by including papers written after the
conference by four ‘Reflectors’, who had been appointed beforehand to
reflect on its findings. This is an intriguing idea, and added a coherence
and overview to the Proceedings that otherwise would have been missing.
The price paid for this novel approach was, however, the large time lapse
between the Conference being held and the publication of its Proceed
ings. This long gap is most unfortunte in the very rapidly changing world
of the microcomputer.
Another detraction from the value of this volume is that a few of the
authors apparently lost track of the primary purpose of the Conference,
substituting for the above formula the rather different proposition that
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‘Micros -^Something = Useful Systems that have to be taught to students’.
While this may well be an interesting proposition, that did result in some
interesting material, it was not directly relevant to the theme of the
Conference.
Six of the papers cited Seymour Papert, which shows the pervasive
influence his thinking has had on the use of computers with children. It
also shows the serious attempts by several of the authors to come to grips
with the educational issues, rather than the purely technological ones that
have dominated so much of the waiting about computers and education.
As one author complained (concerning distance education):
As each new technical solution emerges and searches for a problem to
solve in distance education, the agenda of distance education
becomes increasingly dominated by technical issues. Educational
issues become unimportant.
This is nowhere better demonstrated than in the realm of software.
Several authors drew attention to the severe limitations caused by the
continuing shortage of good software (and/or courseware). Computer
people know full well the potential of the technology, and also how easy it
is to create some simple demonstration software to illustrate that poten
tial. Yet they all too often underestimate the substantial resources
required to create a comprehensive suite of robust, adaptable and rele
vant software for educational purposes, capable of effective use by the
busy and relatively naive computer users that dominate the teaching
profession.
Computer people rarely appreciate the organisational difficulties
involved in using these technologies in the classroom. These issues are
addressed and attention is drawn to them by the Reflectors. However, this
was not always done to the extent that I would have liked.
Despite these several drawbacks, however, this volume does have
useful contributions to make to the debate surrounding educational uses
of computers, and to the further exploitation of computer technology in
schools. It is also significant in documenting the world-leading work
being accomplished in Australia.
Alex Reid
Regional Computing Centre, University of WA
PLOMP, T„ VAN DEURSEN, K., and MOONEN, J. (ed.) (1987): CAL
for Europe: Computer-Assisted Learning for Europe, NorthHolland, 166 pp., Dfl 85.00.
This book comprises the proceedings of the fifth seminar on Computers
in Education, held in the Netherlands in May 1986, and organised under
the auspices of the European Commission. ‘Computers in Education’
here is limited to the use of computer-assisted learning in primary and
secondary schools.
The book has three main parts: five short papers on the Dutch policy
on computers in education (of limited interest or relevance to Austral
ians); the conference papers proper, together with discussion, recom
mendations and conclusions from the conference; and a summary of the
policy of each European Community country on the development of
educational software. Of particular interest is the call for co-operation to
develop good educational software for use in schools.
The main papers contain much common sense wisdom, clearly dis
tilled from reflection upon experience by those who are familiar with
courseware development and its problems.
It is a measure of the growing maturity of courseware developers that
some speak now of a ‘project approach’, i.e. a team approach supple
mented by strong project management; of development on hardware and
software more powerful than the target microcomputer; and of a com
mon operating system with subsequent cross-compiling for the target
environment. There is an emphasis also on open or ‘framework’ software,
rather than on stand-alone programs.
A consensus emerged of the need for greater co-operation, although
this fell short of general support for the notion of a comprehensive
European development environment for courseware, as proposed by a
Scottish speaker. In the EEC there is a problem not only of a multiplicity
of machines and programming languages, and of rapid changes in tech
nology, but also of different national written languages, as well as of
cultural differences affecting the curriculum. Australia has problems
enough in co-operation in the development of curriculum materials, but
not as severe as these.
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Most of the material is written from the perspective of those with a
national, or system, responsibility for CAL and its associated policy
dilemmas. Questions of educational purpose receive less attention than
managerial and technical ones, although teaching-learning processes
properly receive some mention. Consequently, the book will primarily be
of interest to Australians working in computer education in State educa
tion department support groups and the like.
Although fairly well edited and produced for the proceedings of a
seminar, the book suffers from being printed in tiny type. Reading it is a
physical strain.
There are no outstanding papers, nor any of particular novelty. The
book will necessarily be of limited interest to a few Australian libraries.
Barry W. Smith
Aranda, ACT
ROSENFELD, A. (ed.), (1986): Human and Machine Vision II, Academic
Press, 364 pp., SUS35.00 (hardback).
This book represents a subset of papers from the second Workshop on
Human and Machine Vision, held in Montreal, Canada, in August 1984,
in conjunction with the International Conference on Pattern Recognition.
All the papers have also appeared in the August, September and October
issues of Computer Vision, Graphics and Image Processing in that year.
Of the 14 papers, five concern theoretical analysis of perception (e.g.
planar geometries and reflectance models), six concern empirical psy
chological analyses of the human condition (e.g. image understanding),
two papers combine theoretical and empirical analyses (e.g. biological
hardware), and a single paper decribes computer hardware for
autonomous scene description. One good paper ‘Human Image Under
standing’ concerns recognition of objects and scenes by components. The
theory introduces a 36 element ‘language’ similar in use to the 55
phonemes in English spoken language. The other papers range from a far
too brief (four pages) work on perceptual organisation with random dots
to a far too long (56 pages) work on encoding American Sign Language
images.
Overall, this is a volume of disparate articles without a central theme.
The papers seem to cover too broad a range of topics and the quality of
the bulk is below average. Not recommended.
D. Hume
University of New South Wales

HOLMES, J.N. (1988): Speech Synthesis and Recognition, Van Nostrand
Reinhold (UK), 198 pp., $36.95.
This short book is one of a new series on ‘Aspects of Information
Technology’ directed at final year undergraduate and postgraduate level
students. The aim of the series is to provide accessible introductions to
developing areas in the information technologies.
For this book, Holmes has drawn on his extensive experience of
speech systems development to produce a concise and balanced introduc
tion to the principles underlying current approaches to speech synthesis
and recognition. The ten chapters cover human speech communication,
speech production and the human auditory system; digital processing of
speech waveforms; synthesis by concatenation and by rule; and speech
recognition by word pattern matching and stochastic models, and large
vocabulary speech recognition. The final chapter discusses the future
directions for research in the field.
The book is hard to fault as a concise and largely descriptive intro
duction to the field. Each chapter is clearly written, well illustrated, and
contains several tutorial exercises that focus on the principles of the topic
in hand. Outline answers to these questions, and a comprehensive reading
list are provided. The material throughout is sufficiently detailed to give a
reasonable background to the research literature.
The reader seeking greater analytical detail will probably find the
chapters on speech recognition most rewarding. In less than 70 pages, the
author introduces and discusses the principles and application of pattern
matching, dynamic programming, hidden Markov models, vector quanti
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sation, and training to the automatic speech recognition problem.
The conciseness of the book may, however, pose problems for the
undergraduates to whom it is targetted. Firstly, the assumed degree of
facility in signal processing may be a little presumptuous for a typical
undergraduate. Secondly, the absence of examples of specific algorithms
and technological solutions (particularly ones now available as inte
grated circuits), makes the material presented rather abstract. Naturally,
these limitations may be overcome easily by using the book to accom
pany a conventional course of lectures that also contain technologyrelated material, experiments, and algorithmic examples and exercises.
This book satisfies well the requirement for a concise and readable
introduction to the expanding field of speech technology, and should be
useful for practising computer scientists and engineers interested in
speech systems, as well as for the students to whom it is mainly directed.
Robin W. King
University of New South Wales

DURRETT, J.H. (ed.) (1987): Color and the Computer, Academic Press,
299 pp., SUS59.50.
Colour displays are becoming ever more common in computer systems.
The concept of this timely book is to guide the effective use of colour in
computer generated displays: it considers the physics of colour and colour
perception and the technology of colour displays (both screens and
hardcopy), and it joins these with a discussion on the applications of
colour displays in industry and commerce.
There are sixteen chapters, contributed by twenty-two authors, mostly
from industry. The first five chapters cover the basic colour science and
technology, and the perception and human-factors of colour displays. A
great deal of important and useful material is included, and these chapters
are well supported by references. Nevertheless, the principles of display
colorimetry and the use of CIE chromaticity diagrams occur in several
places in the opening chapters in a rather disjointed fashion, due presum
ably, to the varied authorship. The Munsell colour system as applicable
for quantification of hardcopy colour is explained in rather less detail,
while an interesting chapter on colour hardcopy devices is included
towards the end of the book. The details of human-factors aspects of
displays, including results of experiments on readability, and the irrele
vance of colour in some instances makes extremely valuable reading. So
too, does the material on ergonomics, written in a question and answer
format, and covering a wide range of issues including visibility and
fatigue.
The next six applications chapters are mostly descriptive, and gener
ally interesting, despite the occasional feeling that the main thrust of the
argument has been distorted in order to bring in the issue of colour. The
coverage includes the use of colour in process control monitoring, plan
ning and decision making, cockpit displays, military command, control
and communications, cartography and medical imaging. Material in
these chapters would be of direct interest to professionals in those areas.
In the final four chapters the material is more generalised, but is
directly relevant to the design of displays for commercial and instruc
tional computer software. Experimental data on effectiveness of colour in
instructional systems, and design parameters for text displays, and the
persuasive impact and potential of colour and graphics are discussed in
detail.
Overall, this book will have value and interest for computer profes
sionals concerned with getting the most out of colour displays using text
and graphics. Educators too will find the book and its references a useful
source for courses on human-factors and colour displays.
Robin W. King
University of New South Wales
LITTLEWOOD, B. (ed.) (1987): Software Reliability: Achievement and
Assessment, Blackwell Scientific Publications, 230 pp., $135.00.
This book consists of 16 papers from a workshop at the University of
Keele in 1985. The workshop was organised to demonstrate the best
practices in the area at the time and to look at what might be available in
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the near future. It was mostly a British affair, with all but three authors
coming from there.
The first eight papers deal mainly with achieving software reliability.
They deal with techniques and tools that may be used in all stages of the
development of a software product, both to avoid faults and to make
software fault tolerant. Next there is a series of papers dealing with the
problems associated with the measurement of reliability and examining
some of the methods used. The last two papers briefly examine the
development of reliable software in practice by giving the examples of
railway control software and an automatic funds transfer system. Both
these are areas where reliable software is clearly needed.
Most of the papers were easy to read. Some papers launch into
mathematics, but if you don’t feel up to it there are plenty of others. The
limited space allowed for each paper did not permit authors to go into any
real depth and usually enforced a degree of simplicity. Because of this
lack of depth, serious researchers familiar with the field may prefer to
pass over this book. The two years it took to get into print may also have
robbed it of some of its topical interest. However, since a wide range of
topics and techniques are introduced in a short space, this book may be of
interest to newcomers or anyone wanting a wide but less detailed
knowledge of the field.
While it still may be a suitable book for your library, its cost compared
with its expected usefulness make this book a dubious investment for an
individual.
Lucy Chubb
University of New South Wales

ST JOHN BATE, J„ and WILSON-DAVIES, K. (1987): Desktop Publish
ing, BSP Professional Books, Oxford, United Kingdom, 148 pp.,
$46.95 (paperback).
A book on this topic which itself appears to have been typset and offset
printed in the conventional fashion deserves to be viewed with some
suspicion. Even though this volume was prepared on personal computers,
it seems that the data was then transferred to a typesetter and bromides
and page proofs prepared in the usual way, so it is not a ‘hands-on’
example of true desktop publishing. Nowadays, quite august publishers
such as Butterworths are accepting manuscripts from desktop authors in
the form of laser printed print-ready masters. One would have thought
that a book on the exact topic of this technological breakthrough would
have been a prime candidate for such treatment.
Be that as it may, the contents of this book are praiseworthy both for
the clarity of their expression and the even-handedness of their coverage.
It is fashionable for computer professionals to belittle the Apple Macin
tosh with its WYSIWYG style and as fashionable for professionals who
are not computer experts to become besotted by Macs to the exclusion of
all other computers. The authors have steered a careful course between
the two, often hostile, camps. The innovation of Apple in this field is
properly acknowledged, described and explained but the considerable
achievements and capabilities of MS-DOS systems are also included. An
awareness of advances such as IBM’s adoption of windows and IBM
OS/2 which may render this whole debate irrelevant is apparent through
out. The increasing use of UNIX-based systems is also touched upon.
Coverage of individual software packages has been written by some
one with hands-on experience of all of them. The commentary on the
various page layout packages is particularly diverting. The chapter on
multi-user desktop publishing should interest many individual desktop
publishers. The authors don’t get bogged down in long discussions of
those issues that preoccupy conventional publishers in relation to desktop
publishers — kerning and soft-hyphenation. The language is clear, plain
and wonderfully jargon-free. There is a wealth of concrete information
about specific software, hardware, peripherals and applications.
It is a shame that there is so little about the relationship betwen the
conventional publishing industry and the new desktop publishing.
Workers in each sector often have to co-operate with the other, and
ignorance of their different roles and skills can cause more heartache and
inefficiency than actual system incompatibility., Nor is ther'e much
information on communications, which is important for the growing
band of home-based desktop publishers. There is a scant index which
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looks as if it was generated on a database with too little hand tooling of
first lines afterwards.
These are sins of omission and small ones at that. This is a good
balanced and remarkably detailed book which will remain useful long
after individual hardware model numbers and versions of software have
changed. It would be useful for intelligent non-computerists and for all
those computer professionals who are sufficiently astute to realise that
desktop publishing is here to stay, improving daily and likely to be of
personal value to them in the near future.
Jill Matthews
HiTech Editing

RAYNAL, M. (1988): Distributed Algorithms and Protocols, (translated
by J. Howlett from the 1985 French edition), John Wiley and Sons,
163 pp., £13.95 stg (softcover).
This book may change your life. It deals with some of the problems that
arise when computers form parts of networks. In networks, particularly
those real networks composed of fallible components, any computer
whose world view is derived only from network messages can be abso
lutely sure of nothing. Simple tasks such as:
— distributing exclusive access to shared resources in a fair and reliable
way,

— ensuring that deadlocks do not occur, or if they do, they are detected,
— ensuring that distributed computations terminate properly, and that,
when they have, the news is properly distributed,
— managing distributed data and ensuring consistency,
— gaining a consensus in the presence of uncertainty, and
— authenticating messages and data
take on a new meaning and complexion.
Many algorithms assume that the network is a ring, or else that a token
can be passed reliably around the network. Yet another problem of
practical importance is to ensure that the token can be regenerated if it is
ever lost.
It seems to me that distributed systems are going to separate the real
programmers from the boys. Algorithms for these tasks are not always
trivial or obvious. Efficient algorithms are often even less so. One may
postulate that the dividing line between programmers ‘who just picked it
up by reading a Fortran manual’ and those with a proper theoretical
training in Computer Science begins about here.
This book is clear and easy to read, and doesn’t appear to have
suffered too much in translation. There are lists of references at the end of
each chapter but no exercises. It is suitable for self-study (provided you
don’t expect to absorb its entire message in one sitting). I strongly
recommend this book and believe it would be an excellent text for a
graduate course in distributed algorithms.
John Lions
University of New South Wales

CALL FOR PAPERS

The Third Pan Pacific Computer Conference on Information
Technology: Advancement, Productivity and International
Cooperation
16 — 19 August, 1989, Beijing, China
The Third Pan Pacific Computer Conference
(PPCC-3) provides an international forum for the
exchange of ideas and experiences by computer
professionals and managers of the Pacific Basin
countries and districts. The aim of the PPCC-3 is to
promote the development of information technolo
gy and management, and to push forward computer
applications in the Pan Pacific countries and dist
ricts. The main theme of the conference will be
INFORMATION TECHNOLOGY: ADVANC
EMENT PRODUCTIVITY AND INTERNATION
AL COOPERATION. The conference will focus
on the presentation of significant research, burgeo
ning of vivid ideas and future directions in this
information technology era. The practical ap
plications of recent advancement in technology and
their use for achieving productivity will be stressed.
International cooperation will also be discussed.
Conference proceedings will be published.
The Pan Pacific Computer Conference is organized,
every two years, in the Pacific Basin. The past two
conferences were held in Melbourne in 1985, and in
Singapore in 1987 respectively.
Papers are invited in (but not limited to) the
following areas:
—Computer Architecture and System Design
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—Communications and Networks
—Office Automation
—CAD/CAM, CIM
—Management Information Systems
—Database Systems
—Software Engineering and Firmware Engineering
—Artificial Intelligence
—Computer Graphics
—IT Management
—Decision Support Systems
—Computer Applications
Four copies of double-spaced manuscript in English
of up to 5,000 words should be submitted by 15
January 1989 to
Prof. Chen Bingcong
PPCC-3 Program Committee
North China Institute of Computing
Technology
P.O. Box 619, Beijing, China
(Telex: 222630 NCI CN
Fax: 2018902)
Papers should be clearly typed in A-4 size sheets.
Each copy of the paper must have a title page
containing the title of the paper, the names, af
filiations and complete addresses of all authors. The
principal author should be identified with her/his
telephone, telex and telefax numbers (if available).
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Telecom Australia wants to encourage
entrepreneurs and inventors in the telecommunications field.

LET’S PUT THEM TOGETHER.
We have established the Product
Development Fund, to support
Australians who need funds to
develop an idea, an invention or a
system related to the tele
communications network.
Too often we have all seen the
potential of Australian expertise
languish or be taken up and
developed by other countries.
Telecom wants to do something
about this and the Product

Development Fund will provide the
opportunity to get projects up and
running. This means that we will
not only fund approved projects, but
that we may also support it with our
technical and marketing resources
both locally and overseas.
In return Telecom will seek some
rights to the product according to
the degree of our support.
This initiative is aimed at small
and medium-sized Australian

Companies; individuals with new
telecommunications-related
products in development are also
welcome to apply.
If you think that we can
help you or your company,
call Telecom’s Technical
Liaison Office on

008033673

Telecom Australia
TM023
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